STATE OF CALIFORNIA
DEPARTMENT OF TECHNOLOGY
STATEWIDE TECHNOLOGY PROCUREMENT

STANDARD AGREEMENT AGREEMENT NUMBER
TECH 213 (rev. 02/2020) 9790-065PR3075

1. This Agreement is entered into between the Contracting Agency and the Contractor named below:

CONTRACTING AGENCY NAME
California Highway Patrol (CHP)

CONTRACTOR NAME
Flock Group Inc.

2. The term of this March 29, 2024, or upon approval by CDT-STP, whichever is later,
Agreement is: through March 28, 2025, with two (2) one (1) year optional extensions

3. The maximum amount g1 623,350
of this Agreement is: (One Million Six Hundred Twenty-Three Thousand Three Hundred Fifty Dollars and Zero Cents)

4. The parties agree to comply with the terms and conditions of the following exhibits which are by this reference made
a part of the Agreement for CHP’s Flock Safety Automated License Plate Reader (ALPR) camera system:

EXHIBIT TITLE NO OF PAGES
EXhibit A — STAtEMENT OF WOTK ...ttt ettt e e e et e e e e e s e e r e e e e e s e sannreeeeeeeeaas 19
Attachment A — INStallation LOCALIONS ......uiiiiiiiiiiiiiiiee ettt et e e e e s s e saberee e e e e s sssanberaeeeesssssassneaaeeessens 14
EXNIDIt B — COSE WOIKSREEL ...ttt e e e e e et e e e e e e s meb e e e e e e e e e saneneeeeeaeeeas 3
EXhibit C — Master SErviCe AQIEEMENT ........uiviiiiiietiteteteeeteeeeteettrertrererereeretrteet.—tt....———...r...........——————... 0
Attachment A — MaSter SErVICE AGIEEMENT.....ccciiuiiie ittt ettt e ettt e e et e e s srereessbeeeessneeeessareeeeseneneessaseeeessans 15
AACHMENT B — INSUFANCE ... .uviiiiiiiiiieiiiiteee e ettt e e s s s sttt e e e e s s s ssaabateeeeesssassssbaaaeeeesssasssssanaaeeesssnssssreneeeeesnns 2
Attachment C — Customer Implementation GUITE ...........eeiiriiieiiiiiiee et e s e s sneeee s sneeeeesans 23
Exhibit D — General Provisions — Information Technology — Cloud Computing — Software as a Service (DGS
PD-401 IT Cloud Computing), reVised 6/21/22 ........ccoueiiiiiieii 31
Exhibit E — State Model Cloud Computing Services Special Provision (Software as a Services, revised
(007K oY 2 0 T PSP PP PP OPPPR 6
Exhibit F — Criminal Justice Information Services Security AAdENAUM .........ceeiiiiiiriiiiiieeeereinrirreeee e ssiaeeeeeee e 3

IN WITNESS WHEREOF, this Agreement has been executed by the parties hereto.

Department of Technology (CDT),

CONTRACTOR Statewide Technology Procurement (STP)
Use Only

CONTRACTOR NAME (If other than an individual, state whether a corporation, partnership, etc.)
Flock Group Inc

me
CONTRACTOR AUTHORIZED SIGNATURE DATE SIGNED @oepart Nt or %
o o Mar 29,2024 & %
! (e}
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Mark Smith, General Counsel o oare ar 29, 2024 -
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S )
STATE OF CALIFORNIA \6&1, @{C
g N
CONTRACTING AGENCY NAME % 2 ‘00\3‘
California Highway Patrol Schnology ©
CONTRACTING AGENCY AUTHORIZED SIGNATURE DATE SIGNED
s WSW Mar 29, 2024

PRINTED NAME AND TITLE OF PERSON SIGNING

J.D. SACCANI, Assistant Chief, Administrative Services Division
CONTRACTING AGENCY ADDRESS

601 North 7 Street, Sacramento, CA 95811
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1 BACKGROUND AND PURPOSE

This Statement of Work (SOW) describes the services the Contractor shall provide for the
California Highway Patrol, hereinafter referred to as “CHP” or “Department.” The primary goal
of this contract is to implement the Flock Safety Automated License Plate Reader (ALPR)
camera system, within Alameda County and the City of Oakland.

The CHP is exploring new technological resources to assist operational needs in the field. Due
to an increase in vehicle theft and highway violence incidents, the CHP seeks to implement and
utilize improved traffic safety measures and technologies. In reviewing the market for this type
of technology, it was determined Flock Safety is the sole provider of the technology needed to
implement an effective ALPR camera system.

2 DESCRIPTION OF THE PROPOSED NEW SYSTEM OR SERVICE

The Flock Safety ALPR camera system is an infrastructure-free license plate reader camera
system, that utilizes patented vehicle fingerprint technology to capture vehicular attributes. The
vehicle fingerprint technology, in which the system can identify vehicle attributes beyond the
license plate, is patented technology unique to Flock Safety. Additionally, the Flock Safety
ALPR camera system is capable of capturing audio, video, image and recording data, provide
appropriate notifications to departmental personnel.

Key Capabilities of Flock Safety ALPR camera system:

e Integrated Cloud-Software and Hardware Platform: Ability to capture two lanes of traffic
simultaneously with a single camera from vertical mass. Utilizes motion capture to start
and stop recording without the need for a reflective plate.

e Vehicle Recognition: Search footage using patented vehicle recognition technology.
Search for vehicle type, make, color, license plate state, missing/covered plates, and
other unique features (e.g., bumper stickers, decals, and roof racks).

e Real-time National Crime Information Center (NCIC) alerts: Alert sent when a vehicle
entered into the NCIC crime database passes by a Flock ALPR camera.

e Unlimited Custom Hot lists: Ability to add a suspect’s license plate to a custom list and
get alerted with it passes by a Flock ALPR camera.

e Time and Location Based Search: Search full, partial, and temporary plates by time and
particular device locations.

3 TERM

Effective upon approval of California Department of Technology (CDT), Statewide Technology
Procurement (STP) (the “Effective Date”), the base term of the Contract shall be twelve (12)
months.

The State of California (State), at its sole discretion, may exercise its option to execute two (2),
one (1) year extensions to include the renewal of Flock Safety Platform and professional
services for installation, replacement, or removal of cameras.

The State is not obligated to use any or all of these options. The Agreement is of no effect
unless approved by CDT and no work shall begin before full execution of the Agreement.
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In the event the direction of the project changes or the services are no longer needed, the State
reserves the option to extend or terminate the Agreement at its sole discretion.

The Contractor shall not be authorized to deliver goods or commence performance of services
described in this SOW prior to the Effective Date. Any delivery of goods or performance of
services by the Contractor that is commenced prior to the Effective Date of the Agreement shall
be considered gratuitous on the part of the Contractor.

3.1. Agreement Amendment Options

A. Subject to the terms and conditions and contingent upon approval of the CHP and the
Contractor, the CHP may have the option, prior to the Agreement expiration date, to
amend the Agreement for time and/or quantity of more of the same services.

B. If the Agreement is amended, the Contractor’s rates offered in Exhibit B, Cost
Worksheet, for additional work would apply, and the anticipated timelines shall be noted
and will be in full force upon execution of an Agreement Amendment.

C. Any resulting Agreement Amendment will not take effect until it is signed by both the
CHP and the Contractor, and the Contractor has received a signed copy of the executed
Agreement Amendment.

4 PLACE OF PERFORMANCE

A. The Contractor will perform installation services onsite at the addresses listed in
Attachment A, Installation Locations, of this SOW.

B. Travel expenses are not authorized and will not be reimbursed by the State.

C. If applicable, the Contractor shall comply with all prevailing wage rate requirements and
shall be subject to all restrictions and penalties in accordance with California Labor Code
sections 1770 - 1780. The rates of prevailing wage are determined by the Department
of Industrial Relations (DIR), Labor Statistics and Research. The Prevailing Wage Rates
as specified by the DIR are available on the DIR Web site,
www.dir.ca.gov/DLSR/Pwd. The prevailing wage rates set forth are the minimum that
shall be paid by the Contractor. Nothing contained herein shall be construed as
preventing the Contractor from paying more than the minimum prevailing wage rates.

5 WORK HOURS

The Department’s standard work hours are 8:00 a.m. to 5:00 p.m., Pacific Standard Time,
Monday through Friday, during which staff will be available to assist the Contractor in the
completion of deliverables, as needed.

6 SCOPE

The Contractor will provide the Flock Safety ALPR camera system, to include the Flock Safety
cameras and FlockOS cloud-based public safety platform, and all installation and support
services, as detailed herein.
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7 STATE’'S ROLES AND RESPONSIBILITIES

The Department shall be responsible for providing the following during project implementation:

A

Project manager (PM) to assist the Contractor’s implementation manager and/or
consultants. The PM will:

i.  Drive feedback, approvals, and stakeholder participation as required.

ii. Coordinate CHP responsibilities, including, if applicable, any activities, resources,
and internal CHP development.

iii.  Prioritize the tasks to be performed by the Contractor.

Assist the Contractor as needed to facilitate the permit process through the California
Department of Transportation (Caltrans).

Access to CHP physical facilities as needed. Contractor staff will be provided with
“escorted access” while onsite.

Signed acceptance document upon CHP final product acceptance of the solution, which
will signify the end of the implementation engagement.

8 CONTRACTOR’S ROLES AND RESPONSIBILITIES

The Contractor shall be responsible for providing the following during project implementation:

A

®© mmo o

Project manager to serve as the primary point of contact during camera installation,
responsible for providing installation status updates, answering questions during
installation period, and the transition to the Customer Success Manager.

Contractor staff resource(s) with knowledge and expertise commensurate with the tasks
and deliverables specified in this SOW.

Work with CHP to finalize camera locations.

Work with Caltrans and the City of Oakland to obtain the necessary permits.
Participation in project status meetings, as needed.

Provide technical support as needed.

Provide a Work Authorization Form for each Unanticipated Task, as further specified in
sections 12 and 13. A sample Work Authorization Form is provided in Appendix B.

9 ESCALATION PROCESS

Both the Department and Contractor acknowledge and agree that certain technical and/or project-
related issues may arise during project implementation and such matters shall be brought to the
Contractor’s attention. Any issues will be reported by the discovering party verbally or in-person,
and in writing.

The Department will strive to resolve all issues with the Contractor at the lowest level possible.
The Department believes that project issues are best managed at the project level; therefore, the
goal is for project issues to be resolved between the Department PM and the Contractor’s point
of contact.
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There may be instances where the severity of an issue justifies escalation. When issues need to
be escalated above the Department PM level of authority, it will be escalated by the PM to the
Department Project Sponsor(s). If further escalation is required, it will be escalated by the PM to
Department Executive Project Sponsor(s).

Should all efforts to resolve an issue fail, which would constitute a material breach of the
Agreement as specified in the General Provisions - Information Technology — Cloud Computing-
Software as a Service (DGS PD-401 IT Cloud Computing SaaS, revised and effective 6/21/2022),
the Department will issue a cure notice to the Contractor. The Department may exercise its right
to terminate the Agreement for default if the Contractor does not cure such failure within the
commercially reasonable timeframe stated in the cure notice

10 CHANGE CONTROL PROCEDURES

Changes in project scope, cost, and schedule will be managed according to the Department’s
project management framework. After the start of the engagement, changes will be
documented, assessed, and a determination made. If an approved change impacts the terms
outlined in this SOW, then appropriate Department personnel will be notified and may result in
an amendment to the Agreement.

11 TASK AND DELIVERABLE REQUIREMENTS

The Contractor shall provide the below list of professional services. Task and/or deliverable due
dates will be established upon approval of the project plan.

# Task and/or Deliverable Description

1 | Project Planning 1. Conduct a project kick-off.

2. Collaborate on a project plan with milestones to be
due within 30 days of contract execution.

3. Confirm camera locations with CHP.

4. Collaborate with CHP, City of Oakland, and
Caltrans in the completion and approval of the
applicable permits.

2 | System Set-up Set-up the FlockOS, per Section 12, System

Requirements.

3 | Installation Complete physical installation, as detailed in the Law

Enforcement Installation Guide (incorporated by
reference in the Master Services Agreement).

4 | Training Provide detailed product training guides, videos, etc.
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Task and/or Deliverable Description

Support 1. Present ongoing support plan.

2. Provide technical support as needed.

12 UNANTICIPATED TASKS

A

If additional work must be performed that was wholly unanticipated and was not
identified in the SOW, but which, in the opinion of the CHP, is necessary to the
successful accomplishment of the services and scope of work in the Agreement, the
State Contract Manager, may, at any time, by using the Work Authorization process
(refer to Section 13, Work Authorizations), make changes within the scope of this
Agreement.

When there is a cost impact, i.e., increase or decrease in amounts to be paid under a
prior-approved Work Authorization, the Contractor must advise the CHP Contract
Manager in writing of the increase or decrease. If a Work Authorization has already
been approved, an amendment to the Work Authorization is required to increase or
decrease the cost.

Payment for unanticipated tasks will be at the rate provided in Exhibit B, Cost Workbook.

The State limits the budget for unanticipated tasks not to exceed ten percent (10%) of
the Agreement value.

. Itis understood and agreed by both parties all terms and conditions of this SOW shall

remain in force with the inclusion of any such Work Authorization. A Work Authorization
shall in no way constitute an Agreement other than as provided pursuant to this SOW nor
in any way amend or supersede any of the other provisions of this Agreement.

13 WORK AUTHORIZATIONS

A

Each Work Authorization shall consist of a detailed statement of the purpose, objective,
or goals to be undertaken by the Contractor and all information requested to be provided
per Work Authorization form, Appendix B.

All Work Authorizations must be in writing prior to beginning work and signed by the
Contract and the State Contract Administrator.

The State has the right to require the Contractor to stop or suspend work on any Work
Authorization.

Personnel resources will not be expended (at a cost to the State) on task/deliverable
accomplishment in excess of estimated work hours stated in a Work Authorization,
unless the procedure below is followed:

1) If, in performance of the work, the Contractor determines that a Work Authorization
to be performed under this Agreement cannot be accomplished within the
estimated work hours, the Contractor will immediately notify the State in writing of
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the Contractor’s estimate of the work hours which will be required to complete the
Work Authorization in full. Upon receipt of such notification, the State may:

a. Authorize the Contractor to expend the estimated additional work hours or
service in excess of the original estimate necessary to accomplish the Work
Authorization;

b. Terminate the Work Authorization; or

c. Alter the scope of the Work Authorization in order to define tasks that can be
accomplished within the remaining estimated work hours.

2) The State will notify the Contractor in writing of its decision within seven (7)
calendar days after receipt of the notification. If notice of the decision is given to
proceed via an amended Work Authorization signed by the Contractor and State,
the Contractor may expend the estimated additional work hours for agreed upon
services. The State agrees to reimburse the Contractor for such additional work
hours.

E. Acceptance of work completed under a Work Authorization shall be done in accordance
with section 16, Deliverable Acceptance/Rejection Process.

14 SYSTEM REQUIREMENTS
A. Set-up of two FlockOS instances to allow for the separation of data for CHP’s and City of
Oakland’s cameras.

B. Set-up Single Sign-On via Microsoft Entra ID for the CHP.

C. Restrict access to CHP’s instance to CHP’s IP address space.

15SYSTEM TESTING AND ACCEPTANCE PROCEDURES

The Department will be responsible for developing a Test Plan to confirm all installed cameras
are operational upon install, prior to product acceptance. The Department will be responsible
for executing tests according to the plan. Failed tests will be brought to the Contractor’s
attention for resolution.

16 DELIVERABLE ACCEPTANCE/REJECTION PROCESS

It shall be the Department’s sole determination as to whether software design and configuration
have been successfully implemented and meets the Department’s requirements; provided that
(i) such determination shall be made solely in accordance with the acceptance testing
provisions set forth in this SOW, (ii) the Department shall act in good faith, (iii) acceptance by
the Department shall not be unreasonably withheld.

All deliverables must be in a format that is usable by the Department and that is mutually agreed
upon in advance by CHP and the Contractor. All documents developed and provided for the
support of this SOW will be the property of the Department.

Formal product acceptance shall be realized with the completion and signing of a Deliverable
Acceptance Document (DAD) (Appendix A). If the solution is not accepted, the Department will
work with the Contractor to address any issues prior to final product acceptance and payment.
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17 DATA HANDLING AND OWNERSHIP

In the performance of this SOW, the Contractor agrees to protect all information (including, but
not limited to electronic files, data, and paper documents and forms) designated confidential and
provided by CHP to carry out this SOW from unauthorized access, use, and disclosure through
observance of the same or more effective procedural requirements as used by the CHP. The
Contractor agrees to establish security procedures to protect CHP’s information.

The Contractor further agrees to ensure the minimum administrative, physical, and information
security safeguards are in place to comply with the information security and privacy
requirements provided in Criminal Justice Information Services (CJIS) Security Policy,
California Information Practices Act (IPA) (Civil Code section 1798 et seq.), and California law
governing collection of license plate information (Civil Code section 1798.90.5 et seq.) for the
terms and length of this Agreement and while in possession of, maintaining, or accessing State
information.

a. Maintain its information security program and applicable safeguards at all of its sites
at which an information system that stores or otherwise processes Customer Data (as
defined in the Master Services Agreement) is located.

b. Maintain network security using commercially available equipment and industry
standard techniques, including firewalls, router access control lists, intrusion detection
and/or prevention systems, penetration testing, vulnerability scanning, and patch
management tools.

c. Encrypt, using industry-standard encryption tools, all Customer Data that it: (i)
transmits or sends wirelessly or across public networks; (ii) stores on laptops or
removable storage media; and (iii) stores on portable devices, where technically
feasible, and safeguards the confidentiality and availability of all encryption keys
associated with encrypted Customer Data.

d. Install and maintain endpoint security measures such as anti-virus and malware
protection software intended to protect Customer Data from malicious code.

e. Undertake appropriate logging and monitoring to enable recording of information
security-related actions and identification of anomalous events.

f. Develop software used to deliver its services in accordance with secure software
development principles.

The Department may request reasonable records from Contractor from time to time to assess
Contractor’s adherence to requirements of the applicable CJIS Security Policy promulgated by
the FBI.

17.1. Data Ownership
The confidential, sensitive, and personal information being provided by CHP under this
Agreement remains the exclusive property of CHP. Confidential, sensitive, and personal
information is not open to the public and requires special precautions to protect it from loss and
unauthorized use, disclosure, modification, or destruction. Except as contemplated by this
Agreement and terms and conditions incorporated by reference, this information must not be
shared with third parties without written permission from CHP.
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The Contractor shall have a nonexclusive right to use and process the disclosed information for
the purposes stated in this SOW and the Master Services Agreement. This right shall be
revoked immediately upon termination of this Agreement.

17.2. Statement of Confidentiality and Requirements
Information maintained by the Contractor is confidential under this Agreement is considered
exempt from disclosure under the provisions of California Public Records Act (Government
Code 6250-6265), the California Elections Code (Elections Code 2194), and other applicable
State or federal laws.

17.3. Use of Information
The Contractor acknowledges and agrees the information furnished or secured pursuant to this
Agreement shall be used solely for the purposes described in this Agreement and agrees to
implement policies and procedures to ensure the confidentiality of said information. The
Contractor further agrees information obtained under this Agreement shall not be reproduced,
published, sold, shared, or released in original or any other form for any purpose other than
identified in this Agreement.

Contractor understands and agrees that all confidential information transmitted over a public
network must be encrypted. The Contractor and CHP shall use encryption standards, methods,
and/or best practices as stated within the CJIS Security Policy promulgated by the FBI. This
includes at a minimum AES-256 encryption using FIPS 140-2 compliant modules for data in
transit and at rest.

The Contractor shall coordinate with the Department to implement the above referenced
encryption standards to send and receive all information as required. Customer Data being
transmitted shall not be collected, stored, or transmitted electronically unencrypted on any
Contractor system.

17.4. Incident Reporting, Breach, and/or Disclosure of CHP Information
Disclosure of any CHP information to any person or entity not specifically authorized in this
Agreement is strictly prohibited. Personnel assigned to work with CHP’s confidential information
shall not reveal, share, or divulge to any person or entity any of the confidential information
provided under this SOW, except as authorized or required by law.

All unauthorized or suspected unauthorized access, use, or disclosure of information obtained
under this Agreement (a “Security Event”) shall be thoroughly investigated by Contractor.

Unless otherwise prohibited by law, the Contractor shall promptly (and in any event within
seventy-two (72) hours of detection of the Security Event) notify the CHP Project Manager who
will in turn notify the CHP I1SO of any actual or suspected information security breach involving
information accessed or obtained under this Agreement. The CHP reserves the right to
participate in the investigation of any Security Event involving its data and may conduct its own
independent investigation, and the Contractor shall reasonably cooperate in any such
investigation.

17.5. Transition of Data Ownership, Handling, etc.
The CHP is currently in the process of executing a Memorandum of Understanding (MOU) with
the City of Oakland regarding the transition of data ownership, handling, etc. for the data
associated with the cameras installed within the City of Oakland’s jurisdiction. The CHP will
provide a copy of the draft MOU to the Contractor for review and feedback prior to execution.
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Upon execution of the MOU, CHP will provide a copy of the executed MOU to the Contractor, at
which point the Contractor shall begin to comply with the provisions of the MOU.

18 SECURITY AND DATA PROTECTION

The Contractor agrees to abide by and implement the security safeguards as identified herein.

18.1. Cloud Environment
The Contractor’s cloud infrastructure service providers must comply with State of California
cloud service security standards. The system uptime requirement for the Saa$S solution or the
cloud services is 99.9%.

The Contractor shall provide cloud services capable of multiple cloud interconnections.

18.2. Contractor’s Cloud Service Provider Facility
The Contractor-provided hosted facility site shall adhere to and implement the minimum
administrative, physical, and information security safeguards to comply with the information
security and privacy requirements provided in the; National Institute of Standards and
Technology (NIST) Special Publication 800-53,Criminal Justice Information Services (CJIS)
Security Policy, and California IPA, Civil Code section 1978 et seq.).

The compliance requirements include the following:

e The hosted datacenter shall be within the continental United States and provide a
backup facility separate geographically from the primary cloud facility.

e System outputs, reporting, etc., shall be configurable (e.g., periodicity, data to be
included) or executed on-demand by the CHP.

18.3. Information Security Policies
The Contractor must have, and upon request by the CHP shall promptly provide, copies of
information security policies covering the following elements:

e Data classification and privacy

e User Manuals

e Incident response

e Backups, disaster recovery, and business continuity

e Requirements for third-party business partners and contractors

e Compliance with information security or privacy laws, rules, regulations, or standards
e Any other information security policies

e A copy of its SOC 2, Type 2 assessment on a yearly basis to the extent such an
assessment is available.

18.4. Policy Requirements
In addition to addressing the elements set forth above:

e The Contractor must indicate in their policies the date of the most recent revision.
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19 SECURITY OBJECTIVES

This section will identify and provide a common understanding of the security objectives
required to facilitate the comprehensive controls necessary to operate this project at an
acceptable level of risk.

19.1. System Hardening
System hardening refers to making changes to the default configuration of a server and its
operating system (OS), software applications, and required third-party software to reduce
system security vulnerabilities.

On-premise Components:

e The Department will provide and maintain its infrastructure and software below the
application tier, including with respect to security patching. These patches will run
through the Department’s standard patch process.

e The Contractor will manage application software and apply application software patches
as part of the regular application release process.

Cloud Components:

e The Contractor shall apply security patches to its operating systems, applications, and
third-party software updates such as virus scanners. These patches will be in effect for
the Department upon release.

e Upon request from the Department, the Contractor will provide documentation on patch
management and its update processes.

e The Contractor will apply, verify, and test all patches on a non-production reference
environment before distribution.

20 TERMS AND CONDITIONS

The following terms and conditions shall apply:

e General Provisions — Information Technology — Cloud Computing — Software as a
Service (SaaS) (DGS PD-401 IT Cloud Computing SaaS), revised and effective
06/21/2022.

e Cloud Computing Special Provisions for Software as a Service (SaaS), revised 3/1/18
and effective 03/15/18.

e Flock Safety’s Master Services Agreement (Exhibit C).

In the event of any inconsistency between articles, attachments, specifications, or provisions
which constitute the contract, the State’s General Provisions order of precedence shall apply.

The service and the Department’s continued use of the services shall be subject to Flock
Safety’s Master Services Agreement, included herein as Exhibit C.
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21 MODIFICATIONS AND CLARIFICATIONS

21.1. Modifications and Clarifications to the General Provisions
A. Inlieu of Section 13(c) (Warranty) of the General Provisions — Information Technology —
Cloud Computing — Software as a Service (SaaS) (the “General Provisions”), the
Parties hereby agree to the following:

Unless otherwise specified in the Statement of Work, if Contractor fails to meet
any of the above limited warranties and the State notifies Contractor within the
warranty period, then the State’s remedy and the Contractor’s obligation will be
re-performance, repair, or replacement. In the event the Contractor fails to re-
perform, repair, or replace the products and/or Services as appropriate, the State
may terminate the Contract in accordance with the Service Provider’s service
agreement.

B. The parties further clarify Section 16(c) (Termination for Convenience of the State) of the
General Provisions as follows:

Notwithstanding anything to the contrary, the provisions of this Section shall not
apply during the first year of the Contract term. For the avoidance of doubt, in the
event the State terminates the Contract in accordance with the provisions of this
Section, the State shall not be entitled to a refund of payments already remitted.

C. The Parties further clarify Section 31(a) (Protection of Proprietary Software and Other
Proprietary Data) of the General Provisions as follows:

The State agrees that all proprietary material furnished hereunder by the
Contractor is provided for the State’s exclusive use for the purposes of this
Contract only, whether such material is appropriately marked or identified in
writing as proprietary, or is otherwise disclosed in such a manner that a
reasonable person would understand such material to be proprietary.

D. The Parties further clarify Section 35(b) (Disputes) of the General Provisions as follows:

Pending final resolution of any dispute arising under, related to or involving this
Contract, the parties must continue to perform in accordance with the terms of
the Contract, including the obligation to follow the dispute resolution process
described in this Section 35 (Disputes).To the extent that the State’s instructions
are relevant to the performance of this Contract, the pendency of an unresolved
dispute does not absolve Contractor of the obligation to proceed in accordance
with such instructions, unless such instructions contravene Contract terms or
applicable law.

21.2. Modifications and Clarifications to the Special Provisions
B. The Parties further clarify the definition of “Cloud Software as a Service (SaaS)” set
forth in Section 1 (Definitions) of the Cloud Computing Services Special Provisions (the
“Special Provisions”) as follows:

For the avoidance of doubt, the defined term “Cloud Software as a Service
(SaaS),” expressly excludes hardware. Notwithstanding anything to the contrary,
the State’s access to SaaS is contingent upon State’s functional internet
connection.
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. The Parties further clarify Section 3(a) (Data Availability) of the Special Provisions as
follows:

. For the avoidance of doubt, the term "agreed-upon maintenance downtime" as used in
this subsection includes downtime for "Service Interruption" and/or "Service
Suspension" as those terms are described in sections 2.5 and 2.6, respectively, of
Exhibit C, Attachment A (Master Services Agreement).

. The Parties further clarify Section 4(a)(2) (SaaS and Data Security) of the Special
Provisions as follows:

. Contractor’s obligation to undergo an annual Statement on Standards for Attestation
Engagements (SSAE) No. 16 Service Organization Control (SOC) 2 Type Il audit shall
be met within one (1) year of the Effective Date of the Agreement.

. The Parties further clarify Section 7 (Rights to Data) of the Special Provisions as follows:

For the avoidance of doubt, the provisions of this Section 7 do not prohibit
Contractor’s use of anonymized data in accordance with Section 4.3
(Anonymized Data) of Exhibit C, Attachment A (Master Services Agreement).

. The Parties further clarify Section 8(a) (Transition Period) of the Special Provisions as
follows:

For the avoidance of doubt, Contractor’s obligations under this subsection 8(a)
are subject to the Retention Period referenced in relevant sections of Exhibit C,
Attachment A (Master Services Agreement), which Retention Period may be less
than the ninety (90) days prior notice specified in this Section 8(a).

22 BUDGET DETAIL AND PAYMENT PROVISIONS

22.1. Invoicing and Payment
G. For services satisfactorily rendered and upon deliverable acceptance and approval of

the invoice(s), the State agrees to compensate the Contractor in accordance with the
rates specified in the Purchase Order, attached hereto and made a part of this
Agreement. In the event the State decides to renew after expiration of the 1-year base
term and 2 optional 1-year extensions (collectively, the “Initial Term”), pricing terms are
to be mutually agreed upon by the parties. Flock reserves the right to change the fees
for subsequent renewals by providing sixty (60) days’ notice (which may be sent by
email) prior to the end of the Initial Term or additional renewal (as applicable).

C. During the first year of service, Contractor will provide the Department with monthly pro

rata invoices for any installed ALPR cameras. Following the first year, the Department
will be invoiced on an annual basis on the anniversary of the date of execution.

D. Contractor agrees to submit one (1) original hard copy of all invoices no more than once

monthly, clearly indicating the Agreement number to:

California Highway Patrol

Attn: ITS/Acquisition Services/041
PO Box 942898

Sacramento, CA 94298-0001
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Invoices not on pre-printed bill heads shall be signed by the Contractor furnishing the
services.
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APPENDIX A — Deliverable Acceptance Document

beliverable Acceptance Document

Prepared By: | First Lazt Date: | mmn/ddfyyyy
Contractor Mame: | Contractor Name Agreement #: | 04108888 or #8004 1484
Name Phone E-mail
Project Manager | First Last, Classification (#%) $a-sRER | firstlast@chp.cagov
0Pl Sponsor First Last, Classification () si-ames | firstlast@chp.ca.gov
IT Sponsor First Last, Classification () iR | firstlast@chp.ca.gov
Executive Sponsor | First Lazt, Classification (M%) $Hd—aHER | first last@chp.ca.gov

J Phase or major deliverable acceptance
J Final product acceptance

DELIVERABLE(S)

Deliverable Name: Deliverable Name

Description: Describe the deliverable being submitted. If you know the Task ID or if it's 3 milestone,
be sure to include that information here.

APPROVALS

O Approved
J Accepted with changes
O Rejectad

Sub-DeliverablesTasks Approver Date Approved
[Insert 3ub-DeliverableTask Name] [Insert Approver Name] . [Enter the approval date]
Concept Phase Checklist [ o 0]
Initigting Phase Checklist (B AR e
Planning Phase Checklist [ X ]

Comments: Any pertinent comments shall be documented here. [,
oertirplac Jf the deliverabie is rejected, the specific reasons shall be
listed here. Include and reference ottochments if mecessary.

[Acceptor's Role]
Signature:

Date: mm,/dd/yyyy

T Approved
O Accepted with changes
O Rejectad

Comments: Any pertinent comments shall be documented here. [,
porticplac Jf the deliverable is rejected, the specific reasons sholl be
listed here. Include and reference ottochments if necessary.

0PI 5ponsor Signature:

Date: mm,/dd/yyyy
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APPENDIX B — Work Authorization Form

WORK AUTHORIZATION FORM

WORK AUTHORIZATION NUMEER PAGE[S)
WAS 1 of 2
TITLE

TASK SUMMARY (Enef description of tasks to be performed under work authorization)

Deliverable # | Description

Oty

Cost Per Extended Cost

Total

START DATE

COMPLETION DATE

TOTAL ESTIMATED COST
5

Work Authorization Form

This task will be performed in accordance with the Work Authorization and the
provisions of Contract Mumber [Insert Number].

[Insert Coniract #] | Page 1 of 2
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APPROVALSY
VENDOR CONTRACT ADMINISTRATOR NAME TITLE
SIGNATURE DATE
STATE CONTRACT ADMIMISTRATOR NAME TITLE
SIGNATURE DATE
Waork Authorization Form [Inzert Contract #] | Page 2 of 2
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Primary Location oss Street Off/On Ramp City
Interstate 580 from MacArthur Maze to SR-13

1-580 E/O Hollis Street E/B 1-580 to W. MacArthur Blvd Off Oakland 1
1-580 Sr-24 E/B |-580 to Webster Street & Broadway Oakland 1
1-580 Richmond Blvd E/B 1-580 to Harrison Street and Oakland Oakland 1
1-580 Chetwood Street W. MacArthur Blvd and Oakland Avenue Oakland 1
1-580 E/O Grand Avenue E/B 1-580 to MacArthur Blvd Off Oakland 1
1-580 E/O LakeShore Avenue  Lakeshore Avenue to E/B I-580 Oakland 1
1-580 W/O Park Blvd E/B 1-580 to Park Boulevard Off Oakland 1
1-580 E/O Beaumont Avenue  Beaumont Avenue on to E/B I-580 Oakland 1
1-580 Fruitvale Avenue E/B 1-580 to Fruitvale Avenue Off Oakland 1
1-580 Coolidge Avenue Coolidge Avenue to E/B |-580 On Oakland 1
1-580 35th Avenue E/B 1-580 to 35th Avenue Oakland 1
1-580 High Street E/B I-580 to High Street Off Oakland 1
1-580 E/O High Street E/B 1-580 to MacArthur Blvd Off Oakland 1
1-580 E/O High Street MacArthur Blvd to E/B I-580 Oakland 1
1-580 W/O0 Sr-13 E/B I-580 to Calaveras Avenue & Seminary Oakland 1
1-580 W/0 Sr-13 Davenport Avenue to W/B I-580 On Oakland 1
1-580 W/0 Sr-13 WY/B I-580 to Buell Street Off Oakland 1
1-580 W/O MacArthur Blvd MacArthur Blvd to W/B I-580 Oakland 1
1-580 High Street High Street to W/B I-580 On Oakland 1
1-580 35th Avenue 35th Avenue to W/B I-580 on Oakland 1
1-580 E/O Coolidge Avenue WY/B I-580 to Montana Street Off Oakland 1
1-580 WY/O Fruitvale Avenue Montana Street and Fruitvale to W/B I- Oakland 1
1-580 Beaumont Avenue W/B I-580 to Beaumont Avenue off Oakland 1
1-580 Park Blvd Park Blvd & Excelsior Avenue to W/B |- Oakland 1
1-580 Lake Park Ave WY/B I-580 to Lake Park Avenue off Oakland 1
1-580 Grand Avenue WY/B I-580 to Grand Avenue Oakland 1
1-580 Grand Avenue Grand Avenue & Santa Clara Avenue to Oakland 1
1-580 Chetwood Street WY/B I-580 to Santa Clara Avenue offi Oakland 1
Interstate 580 from Seminary Avenue to 106th Avenue

1-580 Seminary Avenue Seminary Avenue to E/B I-580 on Oakland 1
1-580 Edwards Avenue E/B 1-580 to Edwards Avenue off Oakland 1
1-580 Keller Avenue E/B 1-580 to Keller Avenue off Oakland 1
1-580 Keller Avenue Fontaine Street to E/B |-580 Oakland 1
1-580 Golf Links Road E/B 1-580 to Golf Links Road off Oakland 1
1-580 Golf Links Road Golf Links Road to W/B I-580 Oakland 1
1-580 E/O Keller Avenue W/B I-580 to Mountian Boulevard Oakland 1
1-580 W/O Keller Avenue Mountain Blvd to W/B I-580 on Oakland 1
1-580 Edwards Avenue Edwards Avenue to W/B I-580 on Oakland 1
1-580 Kuhnle Avenue W/B I-580 to Kuhnle Avenue off Oakland 1
1-580 Sr-13 Rusting Avenue to W/B I-580 On Oakland 1
1-580 Golf Links Road 98th Avenue to E/B I-580 on Oakland 1
1-580 106th Avenue E/B I-580 to Stanley Avenue off Oakland 1
1-580 106th Avenue 106th Avenue to W/B I-580 on Oakland 1
1-580 Golf Links Road W/B 1-580 to Golf Links Road Oakland 1
Interstate 80 from MacArthur Maze to Bay Bridge/Oakland City Limits
1-80 E/O Toll Plaza E/B & W/B I-80 to Maritime Street Off Oakland 1
1-80 E/O Toll Plaza Maritime Street to I-80 E/B On Oakland 1

California Highway Patrol Locations

#of

Attachment A - Installation Locations

Cameras GPS

37.827379148803274, -122.28345934952023
37.82259713584345, -122.26207197620026
37.82058175999738, -122.25685814292665
37.817215276889286, -122.25246239547552
37.811054231014765, -122.25005613972795
37.80931235656455, -122.2462581316612
37.804753528736455, -122.23511471221322

37.80044976290447, -122.22860713311918
37.79803523417445, -122.21750059078836
37.79625579190078, -122.2108022163286
37.79218268052895, -122.20386286481613
37.78669255366415, -122.19644999733886
37.78433048569346, -122.19103110171382
37.78466624576323, -122.19147111478208
37.78221143306889, -122.17671986961932
37.784374582689736, -122.18094327359783
37.784511620721624, -122.18717002101754
37.78458945979652, -122.18890456990789
37.78711642323909, -122.19574143817546
37.79260210508728, -122.20314579648097
37.79644483742542, -122.20932494586435
37.799190380234286, -122.21921386090699
37.80134798955178, -122.22846489433674
37.80567640244087, -122.23516232776986
37.80937460608646, -122.24416742343597
37.81154804866216, -122.24820469160433
37.81231221858728, -122.24908471775541
37.81829865894157, -122.25241280350906

37.78021949258596, -122.17337441356412
37.77619151906746, -122.16460895471702
37.77168840884735, -122.15701293880234
37.77100146959326, -122.15613317418062
37.754256359472855, -122.15190735339642
37.753603189407826, -122.15078082568753
37.77076713391911, -122.15474504859516
37.77284524430608, -122.15672279531755
37.77672320170868, -122.16403011859545
37.78149017499952, -122.1734271348987
37.783172939205265, -122.17582243339525
37.75307968033208, -122.15253656082875
37.745660433803494, -122.1500275203194
37.74540204799905, -122.14852415119357
37.75337928737095, -122.15094485813627

37.82289588914229, -122.30114508376353
37.823006061675045, -122.30072129470885

Notes

Flock pole due to limited solar

Flock pole due to limited solar

Flock pole due to limited solar

Flock pole due to limited solar/ install options prior to turn for Calaveras Ave

Flock pole due to no existing infrastructure

Flock pole due to no existing infrastructure

Flock pole due to no existing infrastructure

Flock pole due to limited solar/ tree coverage on light poles

Flock pole due to no existing infrastructure

Flock pole due to no existing infrastructure

Flock pole due to no exisiting infrastructure

Flock pole due to no exisiting infrastructure

Flock pole due to no exisiting infrastructure

Flock pole due to no exisiting infrastructure

Three lanes - 2 cameras would be needed for perfect coverage

Flock pole due to limited existing infastructure
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Attachment A - Installation Locations

#of
Primary Location  Cross Street Off/On Ramp City Cameras GPS Notes
Interstate 880 from Interstate 580 to 98th Avenue
1-880 W. Grand Avenue W. Grand Avenue to N/B I-880 on Oakland 1 37.819425404024386, -122.29390440759805
1-880 W. Grand Avenue S/B 1-880 to W. Grand Avenue Oakland 1 37.81940401574168, -122.29406760441097
1-880 7th Street 7th Street to S/B 1-880 on Oakland 1 37.80770091721076, -122.30522762018346 Flock pole - No existing infastructure
1-880 Sth Street S/B 1-880 to 5th Street off Oakland 1 37.80334563660439, -122.2910182225903
1-880 Market Street Sth Street to S/B I-880 on Oakland 1 37.8024688469294, -122.287156875083
1-880 Broadway Sth Street to S/B I-880 on Oakland 1 37.7979543870208, -122.2746221107171
1-880 Oak Street Oak Street to S/B 1-880 on Oakland 1 37.79482020556469, -122.2666508304138
1-880 N/O 16th Street Embarcadero to S/B I-880 on Oakland 1 37.788734005614266, -122.25262371419593
1-880 N/O 16th Street S/B 1-880 to Embarcadero Oakland 1 37.786174817627256, -122.24596312374902
1-880 N/O 23rd Avenue Street Oakland 1 37.78010749302323, -122.23856389149387
1-880 23rd Avenue Kennedy Street to S/B 1-880 on Oakland 1 37.77686536751789, -122.23743473696547
1-880 29th Avenue 29th Avenue to S/B 1-880 on Oakland 1 37.77465680867687, -122.23359433570228
1-880 29th Avenue S/B 1-880 to EImwood Avenue off Oakland 1 37.77424836933527,-122.23161034102164
1-880 International Blvd S/B 1-880 to Oakport Street off Oakland 1 37.769430814832134, -122.22174890365105
1-880 S/0 High Street Oakport Street to S/B |-880 Oakland 1 37.76475360306811, -122.21789862538662
1-880 66th Avenue S/B 1-880 to Zhone Way off Oakland 1 37.75351477690915, -122.20954140798574
1-880 66th Avenue Zhone Way to S/B 1-880 on Oakland 1 37.75327754345023, -122.2079016349608
1-880 Hegenberger Road S/B 1-880 to Hegenberger Road Oakland 1 37.73945673837147, -122.19704513740045
1-880 Hegenberger Road W/B Hegenberger Road to S/B 1-880 on Oakland 1 37.74017665899587, -122.19677961225956
1-880 Hegenberger Road E/B Hegenberger Road to S/B 1-880 on Oakland 1 37.73804687348822, -122.19647615491962
1-880 Hegenberger Road S/B 1-880 to 98th Avenue off Oakland 1 37.73126714835495, -122.1900580328578
1-880 98th Avenue W/B 98th Avenue to S/B 1-880 on Oakland 1 37.73148314915413, -122.18939801320685 Flock pole suggested due to no usable existing infastructure
1-880 98th Avenue E/B 98th Avenue to S/B 1-880 on Oakland 1 37.731159147672436, -122.18929180314021 Flock pole suggested due to no usable existing infastructure
1-880 98th Avenue N/B I-880 to 98th Avenue Oakland 1 37.732344325305526, -122.18723547139034
1-880 98th Avenue E/B 98th Avenue to N/B |-880 on Oakland 1 37.732066831554945, -122.18754806218513 Flock pole suggested due to no usable existing infastructure
1-880 98th Avenue W/B 98th Avenue to N/B I-880 on Oakland 1 37.73270254299899, -122.1873184036599
1-880 Hegenberger Road N/B I-880 to Edes Avenue On Oakland 1 37.74100347408836, -122.19510486665521
1-880 Hegenberger Road N/B I-880 on Oakland 1 37.740922758197954, -122.19568539243492
1-880 Hegenberger Road W/B Hegenberger Road to N/B 1-880 on Oakland 1 37.74297594173904, -122.19646367974198
1-880 66th Avenue N/B I-880 to S. Colliseum Way off Oakland 1 37.74764551908911, -122.20222573657672
1-880 66th Avenue to N/B 1-880 on Oakland 1 37.75527547726293, -122.20882593297733
1-880 N/O 66th Avenue N/B I-880 to Colliseum Way off Oakland 1 37.76576547367992, -122.21803293446217
1-880 International Blvd N/B I-880 on Oakland 1 37.770994935170656, -122.22205195901617
1-880 29th Avenue N/B I-880 to 29th Avenue Oakland 1 37.77520891496841, -122.23297119951896
1-880 29th Avenue W/B 29th Avenue to N/B I-880 on Oakland 1 37.77529286548766, -122.23339983296067
1-880 23rd Avenue N/B I-880 to 23rd Avenue off Oakland 1 37.77930123600978, -122.23687575744539
1-880 23rd Avenue 23rd Avenue to N/B 1-880 on Oakland 1 37.779475072116, -122.23756776738524
1-880 Sth Avenue N/B |-880 to Embarcadero Oakland 1 37.78974777511795, -122.25841991739559
1-880 Oak Street N/B |-880 to Oak Street Oakland 1 37.795422751576275, -122.26615163407388
1-880 S/0 Harrison Street N/B [-880 to Broadway Off Oakland 1 37.79766722072696, -122.27188987966525
1-880 Harrison Street 6th Street to N/B 1-880 on Oakland 1 37.797038196509995, -122.27058709997974
1-880 1-980 N/B [-880 to Market Street Oakland 1 37.80198251292125, -122.28291010205056
1-880 Sth Street Sth Street to N/B I-880 on Oakland 1 37.80305490028957, -122.29183144505566 Flock pole due to no usable infastructure
1-880 7th Street N/B I-880 to 7th Street off Oakland 1 37.80748860525391, -122.3040740815492

California Highway Patrol Locations
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Attachment A - Installation Locations

#of
Primary Location  Cross Street Off/On Ramp City Cameras GPS Notes
Interstate 980 from 1-580 to 1-880
1-980 11th Street E/B 1-980 to 11 Street Off Oakland 1 37.802745200680235, -122.27964413524893
1-980 17th Street E/B |-980 to 17th Street Off Oakland 1 37.80853485247969, -122.27618945004292
1-980 12th Street Castro Street On to E/B 1-980 Oakland 1 37.80569518252403, -122.27798116554332
1-980 18th Street Castro Street On to E/B 1-980 Oakland 1 37.80995040845742, -122.27528822773506
1-980 27th Street 27th Street On to W/B 1-980 Oakland 1 37.8176634538245, -122.26957484617576
1-980 27th Street 1-980 W/B to 27th Street Oakland 1 37.81728876000426, -122.27093161784755 Found an EB ON Ramp, but no ON Ramp for WB
1-980 San Pablo Avenue 1-980 W/B to Brush Street Oakland 1 37.81024059146951, -122.27628763925577
1-980 18th Street 1-980 W/B to 12th Street Oakland 1 37.8062870243151, -122.27900523630457
1-980 17th Street Brush Street On to W/B 1-980 Oakland 1 37.80888235795517, -122.27727552978232 Flock pole due to no usable light poles
1-980 Washington Street W/B |-980 to 5th Street off Oakland 1 37.796738336784294, -122.27142516247537
1-980 11th Street Brush Street On to W/B 1-980 Oakland 1 37.804524782639156, -122.28013561487121
State Route 13 From Interstate 580 to State Route 24
Sr-13 Mountain Boulevard Mountain Blvd to N/B Sr-13 on Oakland 1 37.785322631633036, -122.17827246874678
Sr-13 Carson Street Street Oakland 1 37.79394370952814, -122.18145601964417
Sr-13 Redwood Road N/B Sr-13 to Redwood Road Oakland 1 37.79748137215622, -122.18330635515473
Sr-13 Redwood Road Mountain Blvd to N/B Sr-13 on Oakland 1 37.799113317658225, -122.18550576653688
Sr-13 Joaquin Miller Road N/B Sr-13 to Joaquin Miller Road Oakland 1 37.81055415712726, -122.19703157219678
Sr-13 Joaquin Miller Road Joaquin Miller Road to N/B Sr-13 on Oakland 1 37.81094406278823, -122.19772894656703 Flock pole due to no usable light poles
Sr-13 Park Blvd N/B Sr-13 to Mountain Blvd off Oakland 1 37.82069947854949, -122.20581779549308
Sr-13 Park Blvd Mountain Blvd to N/B Sr-13 on Oakland 1 37.82077575411498, -122.20593581268764
Sr-13 Thornhill Drive N/B Sr-13 to Thornhill Drive off Oakland 1 37.8313052632651, -122.2153074509736
Sr-13 Thornhill Drive Moraga Avenue to N/B Sr-13 on Oakland 1 37.83151710921298, -122.21545229027745
Sr-13 Thornhill Drive Thornhill Drive to N/B Sr-13 on Oakland 1 37.83227551266519, -122.21585462163992
Sr-13 S/O Broadway Terrace  N/B Sr-13 to Glenwood Glad off Oakland 1 37.839336954103615, -122.22274347862445 Flock pole needed to capture prior to split
Sr-13 Broadway Terrace Pinewood Road to N/B Sr-13 on Oakland 1 37.84165426323346, -122.22423478685565 Flock pole due to no usable light poles
State Route 24 from 1-580 to Grizzly Peak
Sr-24 MacArthur Blvd E/B SR-24 to 42nd Street Off Oakland 1 37.83081005602184, -122.26604752568683 No exit onto 42nd St - | was able to locate an exit to 40th St
Sr-24 55th Street E/B SR-24 to Claremont Avenue Off Oakland 1 37.84079520698185, -122.26184351920608
Sr-24 Telegraph Avenue Telegraph Avenue on to E/B Sr-24 Oakland 1 37.84097737110937, -122.26139827239835 Flock pole due to no useable light pole in area
Sr-24 Presley Way E/B Sr-24 to Broadway Off Oakland 1 37.846644008577265, -122.24575398521198
Sr-24 W/O Golden Gate Ave Broadway onto E/B Sr-24 Oakland 1 37.8490198736631, -122.24175279919572
Sr-24 W/O Caldecott Tunnel E/B Sr-24 to Broadway Off Oakland 1 37.85323381350665, -122.22132275195831
Sr-24 W/O Caldecott Tunnel  Broadway On to E/B Sr-24 Oakland 1 37.85341514827375, -122.22096550535386
Sr-24 W/O Caldecott Tunnel ~ W/B Sr-24 to Caldecott Lane Off Oakland 1 37.853420647724825,-122.22221808168572
Sr-24 W/O Caldecott Tunnel  Caldecott Lane to W/B Sr-24 Oakland 1 37.853027755194994, -122.22244774021716
Sr-24 E/O Sr-13 W/B Sr-24 to Tunnel Road Oakland 1 37.85002558412106, -122.23056872154348
Sr-24 Golden Gate Avenue W/B Sr-24 to Broadway Oakland 1 37.847627789236576, -122.24436737258682
Sr-24 Patton Street W/B Sr-24 to Miles Avenue Oakland 1 37.847370878013464, -122.24665119921777 Flock pole
Sr-24 Presley Way Miles Avenue to W/B Sr-24 Oakland 1 37.84699810326872, -122.2467532697721
Sr-24 E/O West Street 35th Street onto W/B Sr-24 On Oakland 1 37.825338698726036, -122.27417946744814
Sr-24 Claremont Avenue W/B Sr-24 to Telegraph Avnue Oakland 1 37.841792321932765, -122.2613394458745
Sr-24 Claremont Avenue Claremont Avenue to W/B Sr-24 Oakland 1 37.84285872370501, -122.25800900215572
Sr-24 45th Street and 580 Oakland 1 37.833209432207845, -122.26682823958167

California Highway Patrol Locations
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Attachment A - Installation Locations

#of
Primary Location  Cross Street 0Off/On Ramp City Cameras GPS Notes
Interstate 80 from Gilman Street to S/O Central
1-80 Buchanan Street E/B I-80 to Buchanan Street off Albany 1 37.88711709832864, -122.30833770695855
1-80 Buchanan Street Buchanan Street to E/B I-80 W/B I-580 on Albany 1 37.88748119717081, -122.30824651184653
1-80 E/O 1-580/I-80 Split W/B I-80 to Cleveland Avenue off Albany 1 37.892148283184994, -122.30800616520524
1-80 Buchanan Street Buchanan Street to W/B I-80 Albany 1 37.88789280254432, -122.30969552952214
Interstate 80 from Ashby Avenue to Gilman Street
1-80 Ashby Avenue E/B Ashby & Bay Street to E/B I-80 On Berkeley 1 37.85019404533498, -122.29889150860897
1-80 University Avenue Street. Berkeley 1 37.86540817456846, -122.30303849091501
1-80 University Avenue W/B University Avenue to E/B I-80 Berkeley 1 37.867156984384636, -122.30347850399
1-80 University Avenue W/B 1-80 to E/B University Avenue Berkeley 1 37.86649819102359, -122.3040.
1-80 Gilman Street E/B 1-880 to Gilman Street off Berkeley 1 37.878166476150646, -122.3068461280661
1-80 Gilman Street WY/B Gilman Street to E/B I-80 on Berkeley 1 37.87837605965484, -122.30690681952686
1-80 Gilman Street Gilman Street off Berkeley 1 37.87838803587248, -122.30780201860577
1-80 Gilman Street Gilman Street to W/B I-80 on Berkeley 1 37.87799282079433, -122.30764270352908
Interstate 580 from Fairmont Avenue to Redwood Road
1-580 Fairmont Drive E/B Fairmont Drive to E/B I-580 On Castro Valley 1 37.70789520903882, -122.12261665612598
1-580 164th Avenue E/B I-580 to Liberty Street off Castro Valley 1 37.70075020171158, -122.11026700197459 Mapped - Alameda County has Falcon in service covering this off ramp
1-580 164th Avenue Liberty Street onto E/B |-580 On Castro Valley 1 37.70034640193477, -122.10975664963608 Flock pole
1-580 1-238 E/B 1580 & E/B 1-238 to Mattox Road Off Castro Valley 1 37.68810411812624, -122.09642931183235
1-580 1-238 E/B I-580 to Strobridge Avenue off Castro Valley 1 37.69023938101931, -122.08894952099611 Flock pole
1-580 1-238 580 E/B Castro Valley 1 37.6851960586027, -122.09208818782889 Mapped - Hayward CA has a camera covering two lanes from Foothill Blvd towards on ramp
1-580 1-238 Strobridge Avenue to E/B |-580 On Castro Valley 1 37.6902191882195, -122.08798623101133
1-580 Redwood Road E/B I-580 to Redwood Road Off Castro Valley 1 37.69020529677098, -122.07391608683562 Flock pole
1-580 Redwood Road Redwood Road to E/B I-580 On Castro Valley 1 37.690245682370985, -122.0734440109225
1-580 Redwood Road W/B 1-580 to Redwood Road Off Castro Valley 1 37.69125026709316, -122.07349504615635
1-580 Redwood Road Redwood Road to W/B I-580 On Castro Valley 1 37.691260363352946, -122.07400539849486
1-580 Strobridge Ave W/B I-580 to Strobridge Avenue Off Castro Valley 1 37.691238108093245, -122.08896451585957
1-580 |I-238 |Castro Valley Blvd to W/B I-580 On | Castro Valley 1 37.691955904915936, -122.09168941458147
1-580 164th Avenue W/B I-580 to Foothill Blvd Off Castro Valley 1 37.70181415424865, -122.11047675972661
1-580 |164th Avenue |F00thi|l Blvd to W/B I-580 On | Castro Valley 1 37.7022028038782, -122.11109556193703 Flock pole
1-580 Fairmont Drive W/B I-580 to Foothill Blvd Off Castro Valley 1 37.70806291422789, -122.12140619005027
Interstate 80 from MacArthur Maze to Ashby Avenue
1-80 Ashby Avenue E/B 1-80 Ashby Avenue and Bay Street Off Emeryville 1 37.847475721419066, -122.2974165742756
1-80 Ashby Avenue On Emeryville 1 37.84658725693564, -122.29933806677253
1-80 Powell Street W/B I-80 to West Frontage Road off Emeryville 1 37.841316151872455, -122.2976049780601
1-80 Powell Street Frontage Road to W/B I-80 On Emeryville 1 37.839684586100645, -122.2973162791834
1-80 Powell Street Powell Street to E/B I-80 On Emeryville 1 37.83858735561962, -122.29626974575199
1-80 Powell Street E/B Powell Street to W/B I-80 On Emeryville 1 37.83760410920916, -122.29716290790566
1-80 Powell Street E/B I-80 to Powell Street Off Emeryville 1 37.83711960616797, -122.29580061008696

California Highway Patrol Locations
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Primary Location

Cross Street

Off/On Ramp

Interstate 880 from S/O 1-238 to Whipple Road

City

#of
Cameras GPS

Attachment A - Installation Locations

Notes

1-880 Hesperian Blvd E/B Hesperian Blvd to S/B |-880 San Lorenzo 1 37.68291698637357, -122.1286852146582 Mapped - Alameda County has one at this spot currently in permitting.
1-880 W. A Street S/B 1-880 to W. A Street Off Hayward 1 37.66673135572771, -122.10836049470554 Flock pole
1-880 W. A Street W. A Street to S/B 1-880 On Hayward 1 37.666166859414325, -122.1080797967236
1-880 W. Winton Avenue Avenue Off Hayward 1 37.65810904082232, -122.10291778753493
1-880 W. Winton Avenue W/B W. Winton Avenue to S/B 1-880 On Hayward 1 37.656211134964195, -122.10247777444562
1-880 W. Winton Avenue E/B W. Winton Avenue to S/ B I-880 On Hayward 1 37.65559250325064, -122.10319848557447
1-880 Sr-92 S/B 1-880 to E/B Jackson Street Hayward 1 37.64331503720316, -122.0943918038569
1-880 Sr-92 W/B Jackson Street to S/B 1-880 On Hayward 1 37.64703337059543, -122.09277589369651
1-880 Tennyson Road S/B 1-880 to Tenyson Road Off Hayward 1 37.63324219064466, -122.08601102954627
1-880 Tennyson Road W/B Tennyson Road to S/B I-880 On Hayward 1 37.63170413557618, -122.08557860288276
1-880 Tennyson Road E/B Tennyson Road to S/B 1-880 On Hayward 1 37.63149986024498, -122.08747521107304
1-880 Industrial Parkway S/B 1-880 to Industrial Parkway off Hayward 1 37.6179897614661, -122.07581157448612
1-880 Industrial Parkway W/B Industrial Parkway to S/B I-880 On Hayward 1 37.61774939314519, -122.07562950009648
1-880 Whipple Road S/B 1-880 to E/B Whipple Road Hayward 1 37.60573034065658, -122.06803352834342
1-880 Whipple Road Dyer Street to S/B 1-880 On Hayward 1 37.60569427951386, -122.06841284998849
1-880 Whipple Road N/B I-880 to Whipple Road Off Hayward 1 37.607088630947715, -122.0650065416598
1-880 Whipple Road E/B & W/B Whipple Road to N/B 1-880 On Hayward 1 37.60846492638323, -122.06743420017351
1-880 Industrial Parkway W/B Industrial Parkway to N/B i-880 Hayward 1 37.61785496334481, -122.07316846301416
1-880 Tennyson Road N/B I-880 to E/B and W/B Tennyson Road Hayward 1 37.62984196349938, -122.08273488200416
1-880 Tennyson Road E/B Tennyson Road to N/B I-880 On Hayward 1 37.6313920733236, -122.0831521358137
1-880 Tennyson Road W/B Tennyson Road to N/B I-880 On Hayward 1 37.63158433277762, -122.08099758885635
1-880 Sr-92 N/B I-880 to Jackson Street E/B Off Hayward 1 37.64610006382178, -122.09286155475836
1-880 Sr-92 W/B Jackson Street to N/B |-880 On Hayward 1 37.6471212342055, -122.095122311734
1-880 W. Winton Avenue Avenue Off Hayward 1 37.65470037578224, -122.10004608022312
1-880 W. Winton Avenue E/B W. Winton Avenue to N/B |-880 On Hayward 1 37.656664387043726, -122.10047850689851
TOTAL COUNT 190

California Highway Patrol Locations
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Attachment A - Installation Locations

Name Latitude Longitude Address Prority
FH#016 EB 7th St @ Market St 37.80259759| -122.2827053|760 Market St, Oakland, CA 94607, US 1
FH#015 WB 7th St @ Market St 37.8029255| -122.2831283|725 Market St, Oakland, CA 94607, US 2
#258 NB Market St @ 7th St 37.80294265| -122.2827222(703 Market St, Oakland, CA 94607, United States 3
#067 SB Market st @ 7th St 37.80259533( -122.2831398(623 Market St, Oakland, CA 94607, USA 4
#065 EB International Blvd @ Hegenberger Rd 37.75874899| -122.1864199|1414 73rd Ave, Oakland, CA 94621, USA 5
FH#004 NB Hegenberger Rd @ Hegenberger Loop | 37.73422438| -122.1976353(296 Hegenberger Rd, Oakland, CA 94621, United States 6
#223 SB Hegenberger Rd @ International Blvd 37.75762537| -122.1884357|1202 73rd Ave, Oakland, CA 94621, US 7
#224 SB Hegenberger Rd @ International Blvd 37.75759409( -122.1888065|7319 Herbert Guice Way, Oakland, CA 94621, US 8
#227 WB International Blvd @ 73rd Ave 37.75959324| -122.1876482(International Blvd + 73rd Av, Oakland, CA 94621, USA 9
FH#001 NB Castro St @ 11th St 37.80466488( -122.2782875(675 11th St, Oakland, CA 94607, US 10
FH#002 NB Castro St @ 11th St 37.80478793( -122.2785392(675 11th St, Oakland, CA 94607, US 11
#013 NB 98th Ave @ Denslowe St 37.73358079| -122.1855165(98th Av:Denslowe St, Oakland, CA 94603, USA 12
#014 SB Edes Ave @ 880 Offramp 37.74083436| -122.1949561|8450 Edes Av, Oakland, CA 94621, US 13
#015 NB Edes Ave @ 88 Off Ramp 37.74177792| -122.1954391 (8402 Edes Ave, Oakland, CA 94621, USA 14
#016 73rd Ave NB @ International Blvd 37.76016597| -122.1857569(1461 73rd Ave, Oakland, CA 94621, US 15
#035 SB Park Blvd @ MacArthur Blvd 37.80347252| -122.2347012(3400 Park Blvd, Oakland, CA 94610, USA 16
#036 EB Park Blvd @ Excelsior Ave 37.80497575| -122.2321307|3630 Park Blvd, Oakland, CA 94610, USA 17
#037 SB Grand Ave @ MacArthur Blvd 37.81014081| -122.2490069MacArthur Blvd & Grand Av, Oakland, CA 94610, US 18
#038 NB Grand Ave @ Lake Park Ave 37.81155523| -122.2477724(3206 Grand Ave, Oakland, CA 94610, USA 19
#055 WB Morgara Ave @ Thornhill Dr 37.83178398| -122.2152027 [Short Line Pocket Park, 5506 Thornhill Dr, Oakland, CA 94611, USA 20
#056 EB Mountain Blvd @ Thornhill Dr 37.83261399| -122.2144909(Thornhill Dr & Mountain Blvd, Oakland, CA 94611, USA 21
#081 WB International Blvd @ 14th Ave 37.7895829]| -122.2462922|1350 International Blvd, Oakland, CA 94601, US 22
#082 EB International Blvd @ 14th Ave 37.78912519| -122.2457585(1421 International Blvd, Oakland, CA 94606, USA 23
#080 NB 14th Ave @ International Blvd 37.78945866| -122.245992(14th Av:International Blvd, Oakland, CA 94606, USA 24
#096 WB International Blvd @ 98th Ave 37.74462914| -122.1705881(9716 International Blvd, Oakland, CA 94603, USA 25
#097 SB 98th Ave @ International Blvd 37.74408378| -122.1713209(1335 98th Ave, Oakland, CA 94603, USA 26
#098 EB International Blvd @ 98th Ave 37.74419849| -122.170561(9801 CA-185, Oakland, CA 94603, USA 27
#099 NB 98th Ave @ International Blvd 37.74468946| -122.1697058 (1424 98th Ave, Oakland, CA 94603, USA 28
#100 EB Bancroft Ave @ 73rd Ave 37.76526568| -122.1763863|Bancroft Av & 73rd Av, Oakland, CA 94605, USA 29
#095 SB 73rd Ave @ Bancroft Ave 37.76555253| -122.1774129(73rd Av & Bancroft Av, Oakland, CA 94605, USA 30
#094 WB Bancroft Ave @ 73rd Ave 37.76652389| -122.1776975(7008 Bancroft Ave, Oakland, CA 94605, USA 31
#259 NB Market St @ 14th St 37.80831169| -122.2807502(1408 Market St, Oakland, CA 94607, United States 32
#260 SB Market St @ 14th St 37.80807492| -122.281064|14th St & Market St, Oakland, CA 94607, US 33
#261 EB 14th St @ Peralta St 37.81126949( -122.2938693 (1334 Peralta St, Oakland, CA 94607, USA 34
#262 WB 14th St @ Peralta St 37.81149092| -122.2940406(1608 14th St, Oakland, CA 94607, USA 35
#263 EB 7th St @ Hwy 880 Off Ramp 37.80742213| -122.3034421(1769 Goss St, Oakland, CA 94607, USA 36
#267 WB MacArthur Blvd @ 73rd Ave 37.76942798| -122.1724865|MacArthur Blvd & Foothill Blvd, Oakland, CA 94605, US 37
Oakland Police Department Locations Page 6 of 14



Name
#268 EB MacArthur Blvd @ 73rd Ave
#272 WB MacArthur Blvd @ 98th Ave
#273 EB MacArthur Blvd @ 98th Ave
#286 WB W MacArthur Blvd @ MLK JR Way
#287 NB MLK Jr Way @ W MacArthur Blvd
#285 WB W MacArthur Blvd @ MLK Jr Way
#279 NB Lakeshore Ave @ Lake Park Ave
FH#010 SB 98th Ave @ Empire Rd
FH#013 NB 73rd Ave @ Bancroft Ave
FH#011 WB MLK JR Way @ Hwy 24 Offramp
FH#009 EB 5th St @ Jackson St
FH#008 NB Oak St @ 6th St
#201 SB Havenscourt Blvd @ Bancroft Ave
#202 EB Bancroft Ave @ Havenscourt Bld
#203 WB Bancroft Ave @ Havenscourt Blvd
#183 NB High St @ Fairfax Ave
#184 SB High St @ Fairfax Ave
#185 EB Fairfax Ave @ High St
#174 SB Ardley Ave @ E 31st St
#169 WB International Blvd @ 23rd Ave
#170 NB 23rd Ave @ International Blvd
#171 SB 23rd Ave @ International Blvd
#172 EB Foothill Blvd @ 23rd Ave
#173 WB Foothill Blvd @ 23rd Ave
#064 SB Coolidge Ave @ Harold St
#028 SB High St @ Quigley PI
#041 NB 42nd Ave @ International Blvd
#042 WB International Blivd @ 42nd Ave
#043 EB International Blvd @ 42nd Ave
#089 WB Foothill Blvd @ Seminary Ave
#090 EB Foothill Blvd @ Seminary Ave
#091 NB 55th Ave @ International Blvd
#092 WB Bancroft Ave @ 55th Ave
#093 EB Bancroft Ave @ 55th Ave
#119 NB Bancroft Ave @ 90th Ave
#121 EB 90th Ave @ Bancroft Ave
#122 WB 90th Ave @ Bancfroft Ave
#123 NB MacArthur Blvd @90th Ave

Oakland Police Department Locations

Latitude
37.76762536
37.75035228
37.74943396
37.82731294
37.82733327
37.82705293
37.81004183
37.73104258
37.76596274
37.83556456
37.79569946
37.79573587
37.76952774
37.77033323
37.77051928
37.78083173
37.78089331
37.78074376
37.79542155
37.78410308

37.7834923
37.78292256
37.78510311
37.78529866
37.79620852
37.78654126
37.77327605
37.77314497
37.77244814

37.7716443
37.77129017
37.76736767
37.77175835
37.77154315
37.75379351
37.75380644
37.75342093
37.75576491

Attachment A - Installation Locations

Longitude
-122.1699885
-122.1590597
-122.1586846
-122.2692524
-122.2689566
-122.2689694
-122.2458314
-122.1904137
-122.1767868
-122.2670068
-122.2690453
-122.2661189
-122.1822709
-122.1817272
-122.1819539

-122.205732
-122.2059031
-122.2057413
-122.2262188
-122.2369244
-122.2358112
-122.2365231
-122.2340728
-122.2341803
-122.2111552
-122.1965722
-122.2158352
-122.2162944
-122.2153134
-122.1904073
-122.1890203

-122.203244
-122.1974893
-122.1971882
-122.1656491
-122.1650933
-122.1663572
-122.1613579

Address
7615 MacArthur Blvd, Oakland, CA 94605, USA
9710 MacArthur Blvd, Oakland, CA 94605, USA
9817 MacArthur Blvd, Oakland, CA 94605, USA
3807 Martin Luther King Jr Way, Oakland, CA 94609, USA
3806 Martin Luther King Jr Way, Oakland, CA 94609, USA

Martin Luther King Jr Way & W MacArthur Blvd, Oakland, CA 94609, US

Lakeshore Av:Lake Park Av, Oakland, CA 94610, USA
9740 Coral Rd, Oakland, CA 94603, US

7302 Bancroft Ave, Oakland, CA 94605, US

4701 Martin Luther King Jr Way, Oakland, CA 94609, USA
495 Jackson St, Oakland, CA 94607, US

600 Oak St, Oakland, CA 94607, US

6637 Bancroft Ave, Oakland, CA 94605, US

6601 Foothill Blvd, Oakland, CA 94605, US

6548 Foothill Blvd, Oakland, CA 94605, US

2403 High St, Oakland, CA 94601, US

2401 High St, Oakland, CA 94601, United States
2400 High St, Oakland, CA 94601, US

2851 23rd Ave, Oakland, CA 94606, USA

2236 International Blvd, Oakland, CA 94606, USA
2300 International Blvd, Oakland, CA 94601, US
1217 23rd Ave, Oakland, CA 94606, USA

2301 Foothill Blvd, Oakland, CA 94601, USA

23rd Av & Foothill Blvd (Garfield School), Oakland, CA 94606, US
3325 Coolidge Ave, Oakland, CA 94602, USA

3425 High St, Oakland, CA 94619, US

4200 International Blvd, Oakland, CA 94601, USA
4108 International Blvd, Oakland, CA 94601, USA
4251 International Blvd, Oakland, CA 94601, USA
5864 Foothill Blvd, Oakland, CA 94605, US

6001 Foothill Blvd, Oakland, CA 94605, United States
1410 55th Ave, Oakland, CA 94621, USA

5490 Bancroft Ave, Oakland, CA 94601, USA

5499 Harvey Ave, Oakland, CA 94621, US

2165 90th Ave, Oakland, CA 94603, USA

2218 90th Ave, Oakland, CA 94603, USA

2123 90th Ave, Oakland, CA 94603, USA

8930 MacArthur Blvd, Oakland, CA 94605, USA

Prority

38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
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Name
#149 EB 17th St @ Castro St
#189 NB 14th Ave @ E 21st St
#188 EB E 21st St @ 14th Ave
#190 SB 14th Ave @ E 21st St
#191 WB E 21st St @ 14th Ave
#210 NB 106th Ave @ Bancroft Ave
#211 EB Bancroft Ave @ 108th Ave
#212 SB 106th Ave @ Bancroft Ave
#213 NB Bancroft Ave @ 106th Ave
#214 NB LInk St @ 106th Ave
#235 SB Lakeshore Ave @ MacArthur Blvd
#234 NB Lake Merritt Blvd @ 12th St
#233 SB Beaumont Ave @ E 33rd St
#150 EB 17th St @ castro St
#265 EB Grand Ave @ Harrison St
FH#012 EB 51st St @ Shattuck Ave
FH#003 EB 5th St @ Union St
#276 NB Bancroft Ave @ Durant Ave
#275 NB 105th Ave @ Edes Ave
#274 WB Edes Ave @ 105th Ave
#219 EB 94th Ave @ Bancroft Ave
#220 WB 94th Ave @ Bancroft Ave
#218 EB 90th Ave @ International Blvd
#217 NB International Blvd @ 90th Ave
#216 SB International Blvd @ 90th Ave
#012 NB San Leandro St @ W Broadmoor Blvd
#017 WB Foothill Blvd @ MacArthur Blvd
#001 WB 27th St @ Northgate Ave
#002 SB San Pablo Ave @ 35th St
#112 EB 82nd Ave @ International Blvd
#114 NB MacArthur Blvd @ Durant Ave
#141 EB MacArthur Blvd @ 35th St
#142 WB MacArthur Blvd @ High St
#143 EB MacArthur Blvd @ High St
#140 SB 35th St @ MacArthur Blvd
#139 NB 35th St @ MacArthur Blvd
#138 WB MacArthur Blvd @ 35th St
#192 NB Fruitvale Ave @ e 27th St

Oakland Police Department Locations

Latitude

37.8085125
37.79382437
37.79351296
37.79537659
37.79399817
37.74154087
37.74021653
37.74145921
37.74167979
37.74191517
37.80953393
37.79927509
37.80032826
37.80858031
37.81069024
37.83771462
37.80329795
37.73862456
37.73331671
37.73341624
37.75131438
37.75118925
37.74980705
37.75088913
37.74876785
37.73187586
37.73789156
37.81711948
37.82534311
37.75618983
37.74108464
37.79277011

37.7874947
37.78721354
37.79380852
37.79376509
37.79394682
37.79060692

Attachment A - Installation Locations

Longitude
-122.2758755
-122.2398695
-122.2398632
-122.2369435
-122.2400841
-122.1566659
-122.1560523
-122.1572726

-122.156961
-122.1577223
-122.2470881
-122.2616987
-122.2291858

-122.275538
-122.2618048
-122.2640659
-122.2906958
-122.1546291
-122.1782318
-122.1783431
-122.1636681
-122.1642054

-122.173722
-122.1751822
-122.1739543
-122.1702273
-122.1416392
-122.2711423
-122.2781946
-122.1804137

-122.14898
-122.1998747
-122.1948198
-122.1948445

-122.200862
-122.2004817
-122.2006964
-122.2199636

Address
1622 Castro St, Oakland, CA 94612, US
1402 E 21st St, Oakland, CA 94606, US
2034 14th Ave, Oakland, CA 94606, US
2347 14th Ave, Oakland, CA 94606, USA
2101 14th Ave, Oakland, CA 94606, US
2200 106th Ave, Oakland, CA 94603, US
10801 Bancroft Ave, Oakland, CA 94603, USA
2178 106th Ave, Oakland, CA 94603, USA
106th Av & Bancroft Av, Oakland, CA 94603, US
10514 Link St, Oakland, CA 94603, USA
Lakeshore Av:MacArthur Blvd, Oakland, CA 94610, USA
2-42 Lake Merritt Blvd, Oakland, CA 94612, US
3225 Beaumont Ave, Oakland, CA 94602, US
675 17th St, Oakland, CA 94612, USA
Grand Ave. at Harrison St., Oakland, CA 94610, US
542 51st St, Oakland, CA 94609, US
1239 5th St, Oakland, CA 94607, US
226 Bancroft Ave, San Leandro, CA 94577, USA
645 105th Ave, Oakland, CA 94603, US
645 105th Ave, Oakland, CA 94603, US
Bancroft Av & 94th Av, Oakland, CA 94603, USA
Bancroft Av & 94th Av, Oakland, CA 94603, US
1424b 90th Ave, Oakland, CA 94603, USA
8871 International Blvd, Oakland, CA 94621, USA
9115 International Blvd, Oakland, CA 94603, USA
110 San Leandro Blvd, San Leandro, CA 94577, USA
855 MacArthur Blvd, San Leandro, CA 94577, USA
2718 Martin Luther King Jr Way, Oakland, CA 94612, US
3413 Linden St, Oakland, CA 94608, USA
8102 International Blvd, Oakland, CA 94621, USA
10900 MacArthur Blvd, Oakland, CA 94605, USA
3623 MacArthur Blvd, Oakland, CA 94619, USA
4276 MacArthur Blvd, Oakland, CA 94619, USA
4311 MacArthur Blvd, Oakland, CA 94619, US
MacArthur Blvd & 35th Av, Oakland, CA 94602, US
3500 MacArthur Blvd, Oakland, CA 94619, USA
3615 35th Ave #7, Oakland, CA 94619, US
2700 Fruitvale Ave, Oakland, CA 94601, US

Prority

76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
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Name
#193 WB E 27th St @ Fruitvale Ave
#194 SB Fruitvale Ave @ E 27th St
#200 NB Havenscourt Blvd @ Flora St

#253 SB San Leandro St @ San Leandro Blvd

#252 WB San Leandro St @ 98th Ave
#254 NB Park Blvd @ E 18th St

#264 WB Foothill Blvd @ 73rd Ave

#266 EB MacArthur Blvd @ Seminary Ave
#084 EB International Bvld @ Fruitvale Ave
#248 EB Pleasant Valley Ave @ Broadway
#249 NB Broadway @ Pleasant Valley Ave
#155 NB Market St @ 36th St

#157 SB Market St @ 45th St

#168 WB International Dr @ 23rd Ave
#106 NB Telegraph Ave @ 51st St

#107 NB Adeline St @ W MacArthur Blvd
#125 EB Seminary Ave @ International Blvd

#126 WB Seminary Ave @ International Blvd

#179 WB MacArthur Blvd @ Seminary Ave
#180 WB Camden St @ Seminary Ave
#186 NB 35th Ave @ Foothill Blvd

#187 SB 35th Ave @ Foothill Blvd

#221 SB Avenal Ave @ Havenscourt Blvd
#222 NB Avenal Ave @ Havenscourt Blvd
#238 WB San Leandro St @ High St
#239 EB San Leandro St @ High St

#241 WB San Leandro St @ 73rd Ave
#244 WB School St @ Coolidge Ave
#245 NB Coolidge Ave @ School St

#228 NB Bancroft Ave @ 98th Ave

#229 WB 98th Ave @ Bancroft Ave

#230 SB Bancroft Ave @ 98th Ave

#231 EB 98th Ave @ Bancroft Ave

#181 NB Seminary Ave @ MacArthur Blvd
#182 SB Seminary Ave @ MacArthur Blvd
#177 NB High St @ Coliseum Way

#008 EB W Grand Ave @ Frontage Rd
#011 NB Wood St @ 7th St

Oakland Police Department Locations

Latitude
37.79062705
37.78980726
37.76359829
37.73184017
37.73939906
37.79943573
37.76922252
37.77605384
37.77781386
37.83425823
37.83452035
37.82638256
37.82547374
37.78282521
37.83742952

37.8289353
37.76520462
37.76505139
37.77559044
37.77555084
37.78224411
37.78213863
37.76572472
37.76590124
37.77074152
37.77052016
37.75302758
37.79479289

37.7947068
37.74870908
37.74793488
37.74824012
37.74869732
37.77545863
37.77538055
37.76854858
37.81801351
37.80724151

Attachment A - Installation Locations

Longitude
-122.2201648
-122.2204504
-122.1902613
-122.1704046
-122.1798422
-122.2504429
-122.1723583
-122.1833437
-122.2265087

-122.252304
-122.2521204
-122.2749176
-122.2753553
-122.2351487
-122.2622098
-122.2790398
-122.1993302
-122.1997607
-122.1854551
-122.1856972
-122.2190102

-122.219273
-122.1874071
-122.1873635
-122.2171689
-122.2171209
-122.1962714
-122.2124304
-122.2126351
-122.1618157
-122.1630925
-122.1619721
-122.1611481

-122.185231
-122.1855088
-122.2197854
-122.2919513
-122.3022051

Address
2701 Fruitvale Ave, Oakland, CA 94601, US
3051 Davis St, Oakland, CA 94601, USA
1550 Havenscourt Blvd, Oakland, CA 94621, USA
11070 San Leandro St, San Leandro, CA 94603, United States
9757 San Leandro St, Oakland, CA 94603, US
1826 Park Blvd, Oakland, CA 94606, United States
MacArthur Blvd & Foothill Blvd, Oakland, CA 94605, USA
5941 MacArthur Blvd, Oakland, CA 94605, USA
3111 International Blvd, Oakland, CA 94601, United States
2099 Pleasant Valley Ave, Oakland, CA 94611, USA
Broadway & Pleasant Valley Av, Oakland, CA 94611, US
3603 Market St, Oakland, CA 94608, US
Market St & 35th St, Oakland, CA 94608, USA
2342 International Blvd, Oakland, CA 94601, USA
5110 Telegraph Ave, Oakland, CA 94609, USA
3840 San Pablo Ave, Emeryville, CA 94608, USA
Seminary Av & International Blvd, Oakland, CA 94621, US
Seminary Ave. & International Blvd., Oakland, CA 94621, US
5849 MacArthur Blvd, Oakland, CA 94605, US
3057 Seminary Ave, Oakland, CA 94605, USA
Foothill Blvd & 35th Av, Oakland, CA 94601, US
3534 Foothill Blvd, Oakland, CA 94601, United States
2338 Havenscourt Blvd, Oakland, CA 94605, US
2401 Havenscourt Blvd, Oakland, CA 94605, US
1003 High St, Oakland, CA 94601, USA
4301 San Leandro St, Oakland, CA 94601, USA
Coliseum, Oakland, CA 94621, US
3000 School St, Oakland, CA 94602, USA
3178 Coolidge Ave, Oakland, CA 94602, USA
Bancroft Av & 98th Av, Oakland, CA 94603, USA
2045 98th Ave, Oakland, CA 94603, USA
9860 Sunnyside St, Oakland, CA 94603, US
9801 Springfield St, Oakland, CA 94603, USA
5849 MacArthur Blvd, Oakland, CA 94605, USA
Seminary Av:Camden St (MacArthur Blvd), Oakland, CA 94605, US
720 High St, Oakland, CA 94601, USA
1699 W Grand Ave, Oakland, CA 94607, USA
722 Wood St, Oakland, CA 94607, US

Prority

114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
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Name
#029 WB Seminary Ave @ Overdale Ave
#030 NB High St @ MacArthur Blvd
#033 SB Fruitvale Ave @ Woodbine Ave
#034 NB Beaumont Ave @ MacArthur Blvd
#040 WB Coliseum Wy @ 46th Ave
#059 EB Fountaine St @ Keller Ave
#060 WB Mountain Blvd @ Sanford St
#020 SB 106th Ave @ Foothill Blvd
#085 WB International Blvid @ Fruitvale Ave
#086 WB Foothill Blvd @ Fruitvale Ave
#088 NB Fruitvale Ave @ Foothill Blvd
#087 EB Foothill Blvd @ Fruitvale Ave
#070 SB Adeline St @ W Grand Ave
#071 NB Adeline St @ W Grand Ave
#062 SB Edwards Ave @ Hwy 580 Off Ramp
#057 SB Keller Ave @ Earl St
#127 NB International Blvd @ Seminary Ave
#128 SB International Blvd @ Seminary Ave
#131 WB MacArthur Blvd @ Fruitvale Ave
#117 WB W MacArthur Blvd @ Market St
#118 NB International Blvd @ 106th Ave
#124 SB MacArthur Ave @ 90th Ave
#116 NB Adeline St @ 7th St
#105 SB MLK JR Way @ Adeline St
#019 SB Stanley Ave @ Shaw St
#021 WB Foothill Blvd @ 106th Ave
#022 SB 98th Ave @ Golf Links Rd
#044 NB 66th Ave @ Coliseum Wy (Lane 1 & 2)
#075 NB Foothill Blvd @ Courtland Ave
#005 SB Stanford Ave @ 62nd St
#006 SB Telegraph Ave @ 66th St
#007 SB Claremont Ave @ Alcatraz Ave
#073 NB 27th St @ Harrison St
#074 NB Harrison St @ 24th St
#204 SB Bancroft Ave @ 82nd Ave
#205 NB Bancroft Ave @ 82nd Ave
#209 EB International Blvd @ 81st Ave
#215 WB 86th Ave @ International Blvd

Oakland Police Department Locations

Latitude
37.78024105
37.78735334
37.79785646
37.80159598
37.76674946
37.77130844
37.77106717
37.74460068
37.77776378

37.7839268
37.78406431
37.78337687
37.81544744
37.81569838
37.77594912
37.77151442
37.76597318
37.76495513
37.80046693
37.82801807
37.73883214
37.75502975
37.80451772
37.84701686
37.74543033
37.74479563
37.75413097
37.75438478
37.77611026
37.84582067
37.85161364
37.85092858
37.81301131
37.81287735
37.75955088
37.76019722
37.75578717
37.75258155

Attachment A - Installation Locations

Longitude
-122.1752575
-122.1946446
-122.2173273
-122.2284797
-122.2186633
-122.1567212
-122.1547531
-122.1497654
-122.2259135
-122.2230674
-122.2225674
-122.2218651
-122.2841463
-122.2838194
-122.1646779
-122.1570196
-122.2011089
-122.1994558
-122.2162508
-122.2753686
-122.1662493
-122.1612529

-122.287869

-122.271636
-122.1502976
-122.1495996

-122.152248
-122.2063541
-122.2132921
-122.2734741

-122.260441

-122.251225
-122.2615744
-122.2613283
-122.1703441
-122.1703892
-122.1798996
-122.1767771

Address
6159 Seminary Ave, Oakland, CA 94605, US
MacArthur Blvd & High St, Oakland, CA 94619, USA
3228 Fruitvale Ave, Oakland, CA 94602, USA
1422 MacArthur Blvd, Oakland, CA 94602, USA
700 45th Ave, Oakland, CA 94601, US
7903 Fontaine St, Oakland, CA 94605, US
7980 Mountain Blvd, Oakland, CA 94605, USA
2809 106th Ave, Oakland, CA 94605, USA
3136 International Blvd, Oakland, CA 94601, USA
Foothill Blvd & Fruitvale Av, Oakland, CA 94601, USA
Fruitvale Av & Foothill Blvd, Oakland, CA 94601, USA
3237 Foothill Blvd, Oakland, CA 94601, USA
Adeline St & W Grand Av, Oakland, CA 94607, US
W Grand Av & Adeline St, Oakland, CA 94607, US
4073 Edwards Ave, Oakland, CA 94605, USA
3923 Keller Ave, Oakland, CA 94605, US
5720 International Blvd, Oakland, CA 94621, USA
5913 International Blvd, Oakland, CA 94621, USA
MacArthur Blvd &, Oakland, CA 94602, US
925 W MacArthur Blvd, Oakland, CA 94608, USA
10552 International Blvd, Oakland, CA 94603, USA
9042 Palmera Ct, Oakland, CA 94603, USA
700 Adeline St, Oakland, CA 94607, USA
3372 Martin Luther King Jr Way, Berkeley, CA 94703, USA
10410 Foothill Blvd, Oakland, CA 94605, US
2805 106th Ave, Oakland, CA 94605, United States
3151 98th Ave, Oakland, CA 94605, US
66TH Lane Ct, Oakland, CA 94621, US
Foothill Blvd & 42nd Av, Oakland, CA 94601, USA
854 61st St, Oakland, CA 94608, USA
6529 Telegraph Ave, Oakland, CA 94609, USA
6299, 6201 Claremont Ave, Oakland, CA 94618, USA
230 Bay PI, Oakland, CA 94612, US
230 Bay PI, Oakland, CA 94612, US
8225 Bancroft Ave, Oakland, CA 94605, USA
82nd Av & Bancroft Av, Oakland, CA 94605, US
82nd Avenue, Oakland, CA 94621, USA
8525 International Blvd, Oakland, CA 94621, USA

Prority

152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
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Name
#237 WB Joe Morgan Way @ Hegenberger Rd
#255 WB Manela Pkwy @ Horton St
#256 NB Mandela Pkwy @ W Grand Ave
#257 SB Manela Pkwy @ W Grand Ave
#069 SB Mandela Pkwy @ 7th St
#068 NB Mandela Pkwy @ 7th St
#077 WB W Grand Ave @ Brush St
#078 EB W Grand Ave @ San Pablo Ave
#083 NB Fruitvale Ave @ E 9th St
#145 SB Park Blvd @ Everett Ave
#144 NB Park Blvd @ Everett Ave
#156 NB Market St @ 40th St
#154 SB West St @ 44th St
#153 SB MLK Jr Way @ 46th St
#152 EB 40th St @ MLK Jr Way
#151 @B 40th St @ MLK JR Way
#058 NB Keller Ave @ Mountain Blvd
#061 SB Leona Dr @ Mountain Blvd
#160 SB Adeline St @ Market St
#161 NB Adeline St @ 57th St
#162 NB Market St @ Adeline St
#165 WB Alcatraz Ave @ Hillegas Ave
#159 SB Market St @ Adeline St
#176 EB Bancroft Ave @ 42nd Ave
#175 NB Coolidge Ave @ Foothill Blvd
#207 SB 92nd Ave @ International Blvd
#284 WB W MacArthur Blvd @ Fairmount Ave
#283 WB W MacArthur Blvd @ Fairmount Ave
FH#014 EB Lake Merritt Blvd @ 12th St
FH#007 NB Harrison St @ 8th St
FH#005 NB Oakland Ave @ MacArthur Blvd
#271 EB MacArthur Blvd @ 82nd Ave
#270 SB 82nd Ave @ MacArthur Blvd
#269 WB MacArthur Blvd @ 82nd Ave
#104 EB 40th St @ Broadway
#103 WB 40th St @ Broadway
#072 EB 27th St @ San Pablo Ave
#066 NB Broadway @ Keith Ave

Oakland Police Department Locations

Latitude
37.7448847
37.82831279
37.8169675
37.81617754
37.80480328
37.80527162
37.81302625
37.8125942
37.77385936
37.80850932
37.80868455
37.83106157
37.83343588
37.83439086
37.82970028
37.83031673
37.772458
37.77746329
37.84137177
37.84174269
37.84176999
37.85024749
37.84103604
37.77399319
37.7833328
37.74850859
37.82159754
37.82167402
37.79892692
37.79886322
37.81925858
37.76230703
37.76262908
37.76282335
37.82742656
37.82764787
37.81768242
37.84718283

Attachment A - Installation Locations

Longitude
-122.1967261
-122.2874006
-122.2891033
-122.2897064
-122.2938379

-122.293516
-122.2748666
-122.2737636
-122.2275931
-122.2196951
-122.2192335
-122.2737394
-122.2703235
-122.2673893
-122.2683327
-122.2711452

-122.155273
-122.1635362
-122.2745536
-122.2741866

-122.274386
-122.2606989
-122.2743945
-122.2146863
-122.2211957
-122.1738101
-122.2546674
-122.2545416
-122.2619686
-122.2700454

-122.253486
-122.1646975
-122.1651311
-122.1648968

-122.256545
-122.2568702

-122.275348
-122.2443682

Address
8098 S Coliseum Wy, Oakland, CA 94621, USA
3839 Horton St, Emeryville, CA 94608, United States
2186 Mandela Pkwy, Oakland, CA 94607, United States
2101 Mandela Pkwy, Oakland, CA 94607, United States

7th St & Mandela Pkwy (West Oakland BART), Oakland, CA 94607, USA

1350 7th St, Oakland, CA 94607, USA

770 W Grand Ave Suite B, Oakland, CA 94612, US

2227 San Pablo Ave, Oakland, CA 94612, US

Fruitvale Av & E 9th St, Oakland, CA 94601, USA

4426 Park Blvd, Oakland, CA 94602, USA

Park Blvd:Everett Av, Oakland, CA 94602, USA

4018 Market St, Oakland, CA 94608, USA

4401 West St, Oakland, CA 94608, USA

4601 Martin Luther King Jr Way, Oakland, CA 94609, USA
40th St. & Martin Luther King Jr. Way, Oakland, CA 94609, USA
804 40th St, Oakland, CA 94608, USA

4107 Keller Ave, Oakland, CA 94605, USA

6001 Old Quarry Loop, Oakland, CA 94605, United States
5677 Adeline St, Oakland, CA 94608, US

5702 Adeline St, Oakland, CA 94608, USA

5701 Market St, Oakland, CA 94608, US

Alcatraz Ave. at Telegraph Ave., Oakland, CA 94609, USA
Aileen Street Park, 5650 Adeline St, Oakland, CA 94608, USA
4205 Bancroft Ave, Oakland, CA 94601, US

3300 Foothill Blvd, Oakland, CA 94601, US

9133 International Blvd, Oakland, CA 94603, US

W MacArthur Blvd & Fairmount Av, Oakland, CA 94611, USA
W MacArthur Blvd & Fairmount Av, Oakland, CA 94611, USA
1000 Oak St, Oakland, CA 94607, US

800 Harrison St, Oakland, CA 94607, USA

118 Santa Clara Ave, Oakland, CA 94610, US

8215 MacArthur Blvd, Oakland, CA 94605, USA

82nd Av & MacArthur Blvd, Oakland, CA 94605, USA

8200 MacArthur Blvd, Oakland, CA 94605, US

Broadway & 40th St, Oakland, CA 94611, US

Broadway at 40th St, Oakland, CA 94609, USA

2634 San Pablo Ave, Oakland, CA 94612, US

6030 Broadway, Oakland, CA 94618, United States

Prority

190
191
192
193
194
195
196
197
198
199
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215
216
217
218
219
220
221
222
223
224
225
226
227
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Name
#023 SB Fontaine St @ Rudsdale HS
#025 NB Fontaine St @ Rudsdale HS
#076 SB Foothill Blvd @ Courtland Ave
#101 SB MLK JR Way @ 37th St
#109 EB Foothill Blvd @ 14th Ave
#115 NB Foothill Blvd @ Durant Ave
#158 SB Market St @ Stanford Ave
#047 WB Broadway Terrace @ Sheridan Rd
#048 EB Broadway Terrace @ Glenwood Glade
#051 EB Joaquin Miller Rd @ Burdeck Dr
#052 WB Linoln Ave @ Monterey Blvd
#053 WB Mountain Blvd @ Park Blvd
#278 NB Lincoln Ave @ Montana St
FH#006 SB Harrison St @ Stanley PI
#079 WB Grand Ave @ Harrison St
#003 EB Stanford Ave @ San Pablo Ave
#004 EB Alcatraz Ave @ Shattuck Ave
#049 WB Mountain Blvd @ Hwy 13 Off Ramp
#050 WB Redwood Rd @ Atlas Ave
#178 SB High St @ Courtland Ave
#240 EB San Leandro St @ 76th Ave
#206 NB 105th Ave @ E Street
#166 EB 52nd St @ MLK Jr Way
#031 SB 35th Ave @ Delaware St
#054 SB Park Blvd @ Trafalgar PI
#045 NB Claremont Ave @ Clifton St
#063 NB 66th Ave @ Coliseum Way (Lane 3)
#208 WB International Blvd @ 81st Ave
#167 NB Broadway @ 34th St
#046 SB Brodway @ Keith Ave
#129 WB MacArthur Blvd @ Ardley Ave
#130 EB MacArtur Blvd @ Ardley Ave
#132 EB MacArthur Blvd @ Fruitvale Ave
#134 EB MacArthur Blvd @ Coolidge Ave
#135 WB MacArthur Blvd @ Boston Ave
#199 EB Foothill Blvd @ Task St
#198 SB 55th Ave @ Foothill Blvd
#197 WB Foothill Blvd @ Task St

Oakland Police Department Locations

Latitude
37.76481451
37.76593453
37.77535179

37.8264059
37.78989291
37.74255193
37.84410538

37.8428552
37.84120465
37.81095901
37.81036321
37.82098296

37.7983949
37.81903985
37.81102186
37.84087346
37.84945329
37.79439549
37.79887527
37.77552071
37.75190826
37.73667045
37.83725975
37.79189499
37.82056182
37.84108678
37.75447173
37.75764394
37.82151658
37.84671857
37.80070686
37.80053907
37.79988405
37.79843802
37.79965876
37.77240099
37.77236707
37.77270258

Attachment A - Installation Locations

Longitude
-122.1525124
-122.1530528
-122.2127032
-122.2693997
-122.2425818
-122.1464906
-122.2752076
-122.2281592
-122.2238483
-122.1968742
-122.1981978

-122.205693
-122.2153273

-122.255037
-122.2625531
-122.2828816

-122.265618
-122.1815635
-122.1873277
-122.2109975
-122.1952794
-122.1720189
-122.2677931

-122.203985
-122.2080439
-122.2589244

-122.206623
-122.1835591
-122.2604652
-122.2448981
-122.2239589
-122.2238158
-122.2145679
-122.2086643
-122.2130986
-122.1951995
-122.1963875

-122.196166

Address

Fontaine St & Overpass (King Estates School), Oakland, CA 94605, USA

8701 Fontaine St, Oakland, CA 94605, US

1914 Courtland Ave, Oakland, CA 94601, USA

3701 Martin Luther King Jr Way, Oakland, CA 94609, USA
1552 16th Ave, Oakland, CA 94606, USA

10923 Foothill Blvd, Oakland, CA 94605, USA

5909 Market St, Oakland, CA 94608, US

6422 Broadway Terrace, Oakland, CA 94618, US

Broadway Ter & Glenwood Glade (N Jctn), Oakland, CA 94611, USA

2904 Joaquin Miller Rd, Oakland, CA 94602, USA
Lincoln Av & Monterey Blvd, Oakland, CA 94611, US
Mountain Blvd, Oakland, CA 94611, US

3404 Champion St, Oakland, CA 94602, US

3346 Harrison St, Oakland, CA 94611, US

Harrison St & Grand Av, Oakland, CA 94612, USA
5714 San Pablo Ave, Oakland, CA 94608, United States
Shattuck Av & Alcatraz Av, Oakland, CA 94609, US
4262 Mountain Blvd, Oakland, CA 94619, US
Redwood Rd & Aliso Av, Oakland, CA 94619, USA
1945 High St, Oakland, CA 94601, US

7531 76th Ave, Oakland, CA 94621, USA

1028 105th Ave, Oakland, CA 94603, USA

747 52nd St, Oakland, CA 94609, USA

3301 35th Ave, Oakland, CA 94619, USA

343 Somerset Rd, Piedmont, CA 94611, US

5400 Claremont Ave, Oakland, CA 94618, US

553 Independent Rd, Oakland, CA 94621, US

7744 CA-185, Oakland, CA 94621, USA

3359 Broadway, Oakland, CA 94611, USA
Broadway & Keith Av, Oakland, CA 94618, USA
1584 MacArthur Blvd, Oakland, CA 94602, USA
1604 MacArthur Blvd, Oakland, CA 94602, US

2261 MacArthur Blvd, Oakland, CA 94602, United States
2801 MacArthur Blvd, Oakland, CA 94602, USA
2439 MacArthur Blvd, Oakland, CA 94602, USA
5525 Foothill Blvd, Oakland, CA 94605, USA

5475 Foothill Blvd, Oakland, CA 94601, USA

Foothill Blvd & Trask St, Oakland, CA 94601, US

Prority

228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246
247
248
249
250
251
252
253
254
255
256
257
258
259
260
261
262
263
264
265
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Name
#196 NB Task St @ Foothill Blvd
#195 NB 55th Ave @ Foothill Blvd
#280 WB Grand Ave @ Ronada Ave
#281 NB Piedmont Ave @ W MacArthur Blvd
#246 WB 51st St @ Broadway
#243 SB 38th Ave @ Liese Ave
#111 WB 105th Ave @ Pontiac St
#110 SB Jones Ave @ Edes Ave
#009 NB Union St @ 5th St
#010 WB 5th St @ Union St
#026 SB MacArthur Blvd @ Pierson St
#027 WB MacArthur Blvd @ Enos Ave
#032 NB Fruitvale Ave @ Bienata Way
#018 SB MacArthur Blvd @ Dowling Blvd
#146 SB San Pablo Ave @ Castro St
#147 NB San Pablo Ave @ 17th St
#148 EB 14th St @ Castro St
#163 SB College Ave @ Claremont Ave
#164 EB Claremont Ave @ Florio St
#136 SB Coolidge Ave @ MacArthur Blvd
#137 NB Coolidge Ave @ MacArthur Blvd
#282 SB Piedmont Ave @ W MacArthur Blvd
#251 SB Moraga Ave @ Thornhill Dr
#277 WB Tompkins Ave @ Carson St
#247 SB Broawday @ 51st St

Oakland Police Department Locations

Latitude
37.77273438
37.77273173
37.82860817
37.82330745
37.83484446
37.78778816
37.73924152
37.73768086
37.80375446
37.80369953
37.78340776
37.78471616
37.79941531
37.73624459
37.81133211
37.80721943
37.80661298

37.8491504
37.84945743
37.79839036
37.79866111
37.82282743
37.83135894
37.78985923
37.83368666

Attachment A - Installation Locations

Longitude
-122.1959405
-122.1956618
-122.2449274
-122.2563983
-122.2528759
-122.2026456

-122.16694
-122.1882272
-122.2907282

-122.29171
-122.1883465
-122.1884854
-122.2164522
-122.1406953
-122.2736891
-122.2720883
-122.2772824
-122.2523645
-122.2521599
-122.2089654
-122.2085114
-122.2574796

-122.215234
-122.1861824
-122.2528834

Address
2411 55th Ave, Oakland, CA 94605, USA
5500 Foothill Blvd, Oakland, CA 94605, US
1708 Pleasant Valley Ave, Oakland, CA 94611, USA
W MacArthur Blvd & Piedmont Av, Oakland, CA 94611, US
312 51st St, Oakland, CA 94609, USA
3117 38th Ave, Oakland, CA 94619, USA
International Blvd & 105th Av, Oakland, CA 94603, USA
Edes Av & Jones Av, Oakland, CA 94603, US
532 Union St, Oakland, CA 94607, US
1280 5th St, Oakland, CA 94615, USA
3535 Pierson St, Oakland, CA 94619, USA
4846 Calaveras Blvd, Oakland, CA 94619, United States
3411 Fruitvale Ave, Oakland, CA 94602, USA
933 MacArthur Blvd suite 1G, San Leandro, CA 94577, US
2135 Castro St, Oakland, CA 94612, USA
1633 San Pablo Ave, Oakland, CA 94612, US
715 14th St, Oakland, CA 94612, United States
Claremont Av & College Av, Oakland, CA 94618, US
College Av:Claremont Av, Oakland, CA undefined, US
MacArthur Blvd & Coolidge Av (Bret Harte Junior H), Oakland, CA 94602, US
MacArthur Blvd & Coolidge Av, Oakland, CA 94602, US
3506 Piedmont Ave, Oakland, CA 94611, USA
Moraga Av & Thornhill Dr, Oakland, CA 94611, USA
Tompkins Av & Carson St, Oakland, CA 94619, USA
4902a Broadway, Oakland, CA 94611, USA

Prority

266
267
268
269
270
271
272
273
274
275
276
277
278
279
280
281
282
283
284
285
286
287
288
289
290
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Name
#250 EB Broadway Terrace @ Broadway
#225 NB Hegenberger Rd @ Hamilton St
#226 NB Hegenberger Rd @ Hamilton St
#232 NB 38th Ave @ Foothill Blvd
#236 SB Broadway @ Hawthorne Ave
#242 WB 38th Ave @ Angelo Ave
#039 NB 29th Ave @ E 12th St
#102 WB 40th St @ |kea Entry
#108 NB 5th St @ E 8th Ave
#120 SB Bancroft Ave @ 94th Ave

Latitude
37.83711308
37.7565541
37.75659359
37.77905453
37.8196695
37.7877645
37.77635805
37.83034972
37.79291408
37.75111486

Attachment A - Installation Locations

Longitude

-122.2496328

-122.18984
-122.1894502
-122.2165807
-122.2617957
-122.2029938
-122.2318494
-122.2930632
-122.2576778
-122.1640745

Address
5237 Broadway Terrace, Oakland, CA 94618, USA
7316 Hamilton St, Oakland, CA 94621, US
1135 75th Ave, Oakland, CA 94621, USA
Foothill Blvd & 38th Av, Oakland, CA 94601, USA
3057 Broadway, Oakland, CA 94611, USA
3796 Angelo Ave, Oakland, CA 94619, US
824 29th Ave, Oakland, CA 94601, US
1556 40th St, Oakland, CA 94608, United States
310 E 8th St, Oakland, CA 94606, USA
2134 94th Ave, Oakland, CA 94603, United States

Prority

291
292
293
294
295
296
297
298
299
300

Oakland Police Department Locations
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Exhibit B — Cost Worksheet

Agreement number: 2720-065PR3075

Year 1
Taxable
Item # | Quantity Description Yes/No Unit Cost Total Price
1 1ea Flock Safety Platform No Included $1,472,000
Annual Subscription Term

2 1ea Flock Safety Flock OS No Included Included
FlockOS ™ - Essentials

3 464 ea | Flock Safety LPR Products No Included Included
Flock Safety Falcon ®

4 16 ea Flock Safety LPR Products No Included Included
Flock Safety Falcon ® LR

Page 1 of 3

Professional Services - Existing No
5 410 ea Infrastructure Implementation Fee $150 $61,500
Professional Services - Advanced No
6 16 ea Implementation Fee (Falcon LR) $1,000 $16,000
Professional Services - Standard No
7 23 ea Implementation Fee $650 $14,950
Professional Services - Advanced No
8 31ea Implementation Fee $1,900 $58,900
Total
Sales Tax $0.00
Total
Extended
Price for $1,623,350
Year 1




Exhibit B — Cost Worksheet Agreement number: 2720-065PR3075

Year 2 (optional year)

Quantit Taxable

Item # y Description Yes/No Unit Cost

Total Price

1 1ea Flock Safety Platform No Included

$1,472,000
Annual Recurring  Subscription Term

Total
Sales Tax $0.00

Total

Extended
Price for $ 1,472,000

Year 2

Page 2 of 3



Exhibit B — Cost Worksheet Agreement number: 2720-065PR3075

Year 3 (optional year)

. Taxable
Item # Qu;ntlt Description Yes/No Unit Cost Total Price
1 1ea Flock Safety Platform No Included $1,472,000

Annual Recurring  Subscription Term

Total
Sales Tax
Total
Extended
Price for
Year 3

$0.00

$ 1,472,000

For items taxed, the sales tax rate applied should be based on the rate of the area where the service is to be provided. See Board of Equalization
Regulation 1502 (f) (1) (D).

****Flock Safety Comment:

All Flock Safety devices are provided “as a service”, therefore are not applicable to California tax.

Page 3 of 3



Exhibit C — Master Service Agreement
ATTACHMENT A

MASTER SERVICE AGREEMENT

This Master Services Agreement (this “MSA”) is entered into by and between Flock
Group, Inc. with a place of business at 1170 Howell Mill Road NW Suite 210, Atlanta, GA
30318 (“Flock”) and the California Highway Patrol (“Customer” or “State”) (each a “Party,”

and together, the “Parties”). The Parties agree as follows:

RECITALS

WHEREAS, Flock offers a software and hardware situational awareness solution
through Flock’s technology platform that upon detection is capable of capturing audio, video,

image, and recording data and provide notifications to Customer (“Notfifications™);

WHEREAS, Customer desires access to the Flock Services (defined below) on existing
devices, provided by Customer, or Flock provided Flock Hardware (as defined below) in order to

create, view, search and archive Footage and receive Notifications, via the Flock Services;

WHEREAS, Customer shall have access to the Footage in Flock Services. Pursuant to
Flock’s standard Retention Period (defined below) Flock deletes all Footage on a rolling 28-day
basis, except as otherwise stated on the Order Form. Customer shall be responsible for
extracting, downloading and archiving Footage from the Flock Services on its own storage

devices; and

WHEREAS, Flock desires to provide Customer the Flock Services and any access
thereto, subject to the terms and conditions of this Agreement, solely for the awareness,
prevention, and prosecution of crime, bona fide investigations and evidence gathering for law

enforcement purposes, (“Permitted Purpose”).



AGREEMENT

1. DEFINITIONS

Certain capitalized terms, not otherwise defined herein, have the meanings set forth or cross-
referenced in this Section 1.

1.1 “Anonymized Data” means Customer Data permanently stripped of identifying details and
any potential personally identifiable information, by commercially available standards which
irreversibly alters data in such a way that a data subject (i.e., individual person or entity) can no
longer be identified directly or indirectly.

1.2 “Authorized End User(s)” means any individual employees, agents, or contractors of
Customer accessing or using the Services, under the rights granted to Customer pursuant to this
Agreement.

1.3 “Customer Data” means the data, media and content provided by Customer through the
Services. For the avoidance of doubt, the Customer Data will include the Footage.

1.4. “Customer Hardware” means the third-party camera owned or provided by Customer and
any other physical elements that interact with the Embedded Software and the Web Interface to
provide the Services.

1.5 “Embedded Software” means the Flock proprietary software and/or firmware integrated with
or installed on the Flock Hardware or Customer Hardware.

1.6 “Flock Hardware” means the Flock device(s), which may include the pole, clamps, solar
panel, installation components, and any other physical elements that interact with the Embedded
Software and the Web Interface, to provide the Flock Services as specifically set forth in the
applicable product addenda.

1.7 “Flock IP” means the Services, the Embedded Software, and any intellectual property or
proprietary information therein or otherwise provided to Customer and/or its Authorized End
Users. Flock IP does not include Footage (as defined below).

1.8 “Flock Network End User(s)” means any user of the Flock Services that Customer

authorizes access to or receives data from, pursuant to the licenses granted herein.



1.9 “Flock Services” means the provision of Flock’s software and hardware situational
awareness solution, via the Web Interface, for automatic license plate detection, alerts, audio
detection, searching image records, video and sharing Footage.

1.10 “Footage” means still images, video, audio and other data captured by the Flock Hardware
or Customer Hardware in the course of and provided via the Flock Services.

1.11 “Hotlist(s)” means a digital file containing alphanumeric license plate related information
pertaining to vehicles of interest, which may include stolen vehicles, stolen vehicle license
plates, vehicles owned or associated with wanted or missing person(s), vehicles suspected of
being involved with criminal or terrorist activities, and other legitimate law enforcement
purposes. Hotlist also includes, but is not limited to, national data (i.e., NCIC) for similar
categories, license plates associated with AMBER Alerts or Missing Persons/Vulnerable Adult
Alerts, and includes manually entered license plate information associated with crimes that have
occurred in any local jurisdiction.

1.12 “Installation Services” means the services provided by Flock for installation of Flock
Services.

1.13 “Retention Period” means the time period that the Customer Data is stored within the cloud
storage, as specified in the product addenda.

1.14 “Vehicle Fingerprinf™ means the unique vehicular attributes captured through Services
such as: type, make, color, state registration, missing/covered plates, bumper stickers, decals,
roof racks, and bike racks.

1.15 “Web Interface” means the website(s) or application(s) through which Customer and its

Authorized End Users can access the Services.

2. SERVICES AND SUPPORT

2.1 Provision of Access. Flock hereby grants to Customer a non-exclusive, non-transferable
right to access the features and functions of the Flock Services via the Web Interface during the
Term, solely for the Authorized End Users. The Footage will be available for Authorized End
Users to access and download via the Web Interface for the data retention time defined on the
Order Form (“Retention Period). Authorized End Users will be required to sign up for an
account and select a password and username (“User ID”). Customer shall be responsible for all

acts and omissions of Authorized End Users, and any act or omission by an Authorized End User



which, including any acts or omissions of authorized End user which would constitute a breach
of this agreement if undertaken by customer. Customer shall undertake reasonable efforts to
make all Authorized End Users aware of all applicable provisions of this Agreement and shall
cause Authorized End Users to comply with such provisions. Flock may use the services of one
or more third parties to deliver any part of the Flock Services, (such as using a third party to host
the Web Interface for cloud storage or a cell phone provider for wireless cellular coverage).

2.2 Embedded Software License. Flock grants Customer a limited, non-exclusive, non-
transferable, non-sublicensable (except to the Authorized End Users), revocable right to use the
Embedded Software as it pertains to Flock Services, solely as necessary for Customer to use the
Flock Services.

2.3 Support Services. Flock shall monitor the Flock Services, and any applicable device health,
in order to improve performance and functionality. Flock will use commercially reasonable
efforts to respond to requests for support within seventy-two (72) hours. Flock will provide
Customer with reasonable technical and on-site support and maintenance services in-person, via

phone or by email at support@flocksafety.com (such services collectively referred to as

“Support Services”).

2.4 Upgrades to Platform. Flock may make any upgrades to system or platform that it deems
necessary or useful to (i) maintain or enhance the quality or delivery of Flock’s products or
services to its agencies, the competitive strength of, or market for, Flock’s products or services,
such platform or system’s cost efficiency or performance, or (ii) to comply with applicable law.
Parties understand that such upgrades are necessary from time to time and will not diminish the
quality of the services or materially change any terms or conditions within this Agreement.

2.5 Service Interruption. Services may be interrupted in the event that: (a) Flock’s provision of
the Services to Customer or any Authorized End User is prohibited by applicable law; (b) any
third-party services required for Services are interrupted; (c) if Flock reasonably believe Services
are being used for malicious, unlawful, or otherwise unauthorized use; (d) there is a threat or
attack on any of the Flock IP by a third party; or () scheduled or emergency maintenance
(“Service Interruption”). Flock will make commercially reasonable efforts to provide written
notice of any Service Interruption to Customer, to provide updates, and to resume providing
access to Flock Services as soon as reasonably possible after the event giving rise to the Service

Interruption is cured. Flock will have no liability for any damage, liabilities, losses (including



any loss of data or profits), or any other consequences that Customer or any Authorized End
User may incur as a result of a Service Interruption. To the extent that the Service Interruption is
not caused by Customer’s direct actions or by the actions of parties associated with the
Customer, the time will be tolled by the duration of the Service Interruption (for any continuous
suspension lasting at least one full day). For example, in the event of a Service Interruption
lasting five (5) continuous days, Customer will receive a credit for five (5) free days at the end of
the Term.

2.6 Service Suspension. Flock may temporarily suspend Customer’s and any Authorized End
User’s access to any portion or all of the Flock IP or Flock Service if (a) there is a threat or
attack on any of the Flock IP by Customer; (b) Customer’s or any Authorized End User’s use of
the Flock IP disrupts or poses a security risk to the Flock IP or any other customer or vendor of
Flock; (c) Customer or any Authorized End User is/are using the Flock IP for fraudulent or
illegal activities; (d) Customer has violated any term of this provision, including, but not limited
to, utilizing Flock Services for anything other than the Permitted Purpose; or (e) any
unauthorized access to Flock Services through Customer’s account (“Service Suspension™).
Customer shall not be entitled to any remedy for the Service Suspension period, including any
reimbursement, tolling, or credit. If the Service Suspension was not caused by Customer, the
Term will be tolled by the duration of the Service Suspension.

2.7 Hazardous Conditions. Flock Services do not contemplate hazardous materials, or other
hazardous conditions, including, without limit, asbestos, lead, toxic or flammable substances. In
the event any such hazardous materials are discovered in the designated locations in which Flock
is to perform services under this Agreement, Flock shall have the right to cease work

immediately.
3. CUSTOMER OBLIGATIONS

3.1 Customer Obligations. Flock will assist Customer Authorized End Users in the creation of a
User ID. Authorized End Users agree to provide Flock with accurate, complete, and updated
registration information. Authorized End Users may not select as their User ID, a name that they
do not have the right to use, or any other name with the intent of impersonation. Customer and
Authorized End Users may not transfer their account to anyone else without prior written

permission of Flock. Authorized End Users shall not share their account username or password



information and must protect the security of the username and password. Unless otherwise stated
and defined in this Agreement, Customer shall not designate Authorized End Users for persons
who are not officers, employees, or agents of Customer. Authorized End Users shall only use
Customer-issued email addresses for the creation of their User ID. Customer is responsible for
any Authorized End User activity associated with its account. Customer shall ensure that
Customer provides Flock with up to date contact information at all times during the Term of this
agreement. Customer shall be responsible for obtaining and maintaining any equipment and
ancillary services needed to connect to, access or otherwise use the Flock Services. Customer
shall (at its own expense) provide Flock with reasonable access and use of Customer facilities
and Customer personnel in order to enable Flock to perform Services (such obligations of
Customer are collectively defined as “Customer Obligations”).
3.2 Customer Representations and Warranties. Customer represents, covenants, and warrants
that Customer shall use Flock Services only in compliance with this Agreement and all
applicable laws and regulations, including but not limited to any laws relating to the recording or
sharing of data, video, photo, or audio content.

4. DATA USE AND LICENSING
4.1 Customer Data. As between Flock and Customer, all right, title and interest in the Customer
Data, belong to and are retained solely by Customer. Customer hereby grants to Flock a limited,
non-exclusive, royalty-free, irrevocable, worldwide license to use the Customer Data and
perform all acts as may be necessary for Flock to provide the Flock Services to Customer. Flock

does not own and shall not sell Customer Data. The above notwithstanding, and in compliance

with California law, Flock shall not share or provide Customer Data to any government or
private entity other than the State of California or any city, county, or city and county within the
State of California, or any agency or political subdivision thereof , (collectively, “California
Governmental Entities”) or use Customer Data on behalf of any government or private entity
other than California Governmental Entities, except as to provide Customer with Flock Services
as directed by Customer.

4.2 Customer Generated Data. Flock may provide Customer with the opportunity to post,
upload, display, publish, distribute, transmit, broadcast, or otherwise make available, messages,
text, illustrations, files, images, graphics, photos, comments, sounds, music, videos, information,

content, ratings, reviews, data, questions, suggestions, or other information or materials produced



by Customer (“Customer Generated Data”). Customer shall retain whatever legally cognizable
right, title, and interest in Customer Generated Data. Customer understands and acknowledges
that Flock has no obligation to monitor or enforce Customer’s intellectual property rights of
Customer Generated Data. Customer grants Flock a non-exclusive, irrevocable, worldwide,
royalty-free, license to use the Customer Generated Data for the purpose of providing Flock

Services. Flock does not own and shall not sell or share Customer Generated Data, except as

required to provide Flock Services to Customer. The above notwithstanding, and in compliance

with California law, Flock shall not share or provide Customer Generated Data to of any
government or private entity other than California Governmental Entities, or use Customer
Generated Data on behalf of any government or private entity other than California
Governmental Entities, except as to provide Customer with Flock Services as directed by
Customer.

4.3 Anonymized Data. Flock shall have the right to collect, analyze, and anonymize Customer
Data and Customer Generated Data to the extent such anonymization renders the data non-
identifiable to create Anonymized Data to use and perform the Services and related systems and
technologies, including the training of machine learning algorithms. Customer hereby grants
Flock a non-exclusive, worldwide, perpetual, royalty-free right to use and distribute such
Anonymized Data to improve and enhance the Services and for other development, diagnostic
and corrective purposes, and other Flock offerings. Parties understand that the aforementioned

license is required for continuity of Services. Flock does not own and shall not sell or share

Anonymized Data, except as required to provide Flock Services to Customer.

5. CONFIDENTIALITY; DISCLOSURES

5.1 Confidentiality. Each Party (the “Receiving Party”) understands that the other Party (the
“Disclosing Party”) has disclosed or may disclose business, technical or financial information
relating to the Disclosing Party’s business (hereinafter referred to as “Proprietary Information”
of the Disclosing Party). Proprietary Information of Flock includes non-public information
regarding features, functionality and performance of the Services. Proprietary Information of
Customer includes non-public data provided by Customer to Flock or collected by Flock via
Flock Services, which includes but is not limited to geolocation information and environmental

data collected by sensors. The Receiving Party agrees: (i) to take the same security precautions to



protect against disclosure or unauthorized use of such Proprietary Information that the Party
takes with its own proprietary information, but in no event less than commercially reasonable
precautions, and (ii) not to use (except in performance of the Services or as otherwise permitted
herein) or divulge to any third person any such Proprietary Information, except as may be
required by applicable law. The Disclosing Party agrees that the foregoing shall not apply with
respect to any information that the Receiving Party can document (a) is or becomes generally
available to the public; or (b) was in its possession or known by it prior to receipt from the
Disclosing Party; or (¢) was rightfully disclosed to it without restriction by a third party; or (d)
was independently developed without use of any Proprietary Information of the Disclosing Party.
Nothing in this Agreement will prevent the Receiving Party from disclosing the Proprietary
Information pursuant to any judicial or governmental order, provided that the Receiving Party
gives the Disclosing Party reasonable prior notice of such disclosure to contest such order.
Unless prohibited by applicable law, at the termination of this Agreement, all Proprietary
Information will be returned to the Disclosing Party, destroyed or erased (if recorded on an
erasable storage medium), together with any copies thereof, when no longer needed for the
purposes above, or upon request from the Disclosing Party, and in any case upon termination of
the Agreement. Notwithstanding any termination, all confidentiality obligations of Proprietary
Information that is trade secret shall continue in perpetuity or until such information is no longer
trade secret.

5.2 Usage Restrictions on Flock IP. Flock and its licensors retain all right, title and interest in
and to the Flock IP and its components, and Customer acknowledges that it neither owns nor
acquires any additional rights in and to the foregoing not expressly granted by this Agreement.
Customer further acknowledges that Flock retains the right to use the foregoing for any purpose
in Flock’s sole discretion. Customer and Authorized End Users shall not: (i) copy or duplicate
any of the Flock IP; (ii) decompile, disassemble, reverse engineer, or otherwise attempt to obtain
or perceive the source code from which any software component of any of the Flock IP is
compiled or interpreted, or apply any other process or procedure to derive the source code of any
software included in the Flock IP; (iii) attempt to modify, alter, tamper with or repair any of the
Flock IP, or attempt to create any derivative product from any of the foregoing; (iv) interfere or
attempt to interfere in any manner with the functionality or proper working of any of the Flock

IP; (v) remove, obscure, or alter any notice of any intellectual property or proprietary right



appearing on or contained within the Flock Services or Flock IP; (vi) use the Flock Services for
anything other than the Permitted Purpose; or (vii) assign, sublicense, sell, resell, lease, rent, or
otherwise transfer, convey, pledge as security, or otherwise encumber, Customer’s rights. There
are no implied rights.

5.3 Disclosure of Footage. Subject to and during the Retention Period, Flock may access, use,
preserve and/or disclose the Footage to law enforcement authorities or government officials, if
legally required to do so or if Flock has a good faith belief that such access, use, preservation or
disclosure is reasonably necessary to comply with a legal process, enforce this Agreement, or
detect, prevent or otherwise address security, privacy, fraud or technical issues, or emergency
situations. The above notwithstanding, under no circumstances may Footage or other Customer
Data be shared with, provided to, or used on behalf of any government or private entity other
than the State of California or any city, county, or city and county within the State of California,

or any agency or political subdivision thereof.
6. PAYMENT OF FEES

6.1 Billing and Payment of Fees. Customer shall pay the fees set forth in the applicable Order
Form based on the billing structure and payment terms as indicated in the Order Form. If
Customer believes that Flock has billed Customer incorrectly, Customer must contact Flock no
later than thirty (30) days after the closing date on the first invoice in which the error or problem
appeared to receive an adjustment or credit. Customer acknowledges and agrees that a failure to

contact Flock within this period will serve as a waiver of any claim.

7. TERM AND TERMINATION

7.1 Termination. Upon termination or expiration of this Agreement, Flock will remove any
applicable Flock Hardware at a commercially reasonable time period. In the event of any
material breach of this Agreement, the non-breaching Party may terminate this Agreement prior
to the end of the Term by giving thirty (30) days prior written notice to the breaching Party;
provided, however, that this Agreement will not terminate if the breaching Party has cured the
breach prior to the expiration of such thirty (30) day period (“Cure Period”’). Either Party may
terminate this Agreement (i) upon the institution by or against the other Party of insolvency,

receivership or bankruptcy proceedings, (ii) upon the other Party's making an assignment for the



benefit of creditors, or (iii) upon the other Party's dissolution or ceasing to do business. In the
event of a material breach by Flock, and Flock is unable to cure within the Cure Period, Flock
will refund Customer a pro-rata portion of the pre-paid fees for Services not received due to such
termination.

7.2 Survival. The following Sections will survive termination: 1, 3, 5, 6, 7, 8.3, 8.4,9, and 11.1.
8. REMEDY FOR DEFECT; WARRANTY AND DISCLAIMER

8.1 Manufacturer Defect. Upon a malfunction or failure of Flock Hardware or Embedded
Software (a “Defect’), Customer must notify Flock’s technical support team. In the event of a
Defect, Flock shall make a commercially reasonable attempt to repair or replace the defective
Flock Hardware at no additional cost to the Customer. Flock reserves the right, in its sole
discretion, to repair or replace such Defect, provided that Flock shall conduct inspection or
testing within a commercially reasonable time, but no longer than seven (7) business days after
Customer gives notice to Flock.

8.2 Replacements. In the event that Flock Hardware is lost, stolen, or damaged, Customer may
request a replacement of Flock Hardware at a fee according to the reinstall fee schedule, as
detailed in the Customer Implementation Guide, attached hereto as Attachment C. In the event
that Customer chooses not to replace lost, damaged, or stolen Flock Hardware, Customer
understands and agrees that (1) Flock Services will be materially affected, and (2) that Flock
shall have no liability to Customer regarding such affected Flock Services, nor shall Customer
receive a refund for the lost, damaged, or stolen Flock Hardware.

8.3 Warranty. Flock shall use reasonable efforts consistent with prevailing industry standards to
maintain the Services in a manner which minimizes errors and interruptions in the Services and
shall perform the Installation Services in a professional and workmanlike manner. Services may
be temporarily unavailable for scheduled maintenance or for unscheduled emergency
maintenance, either by Flock or by third-party providers, or because of other causes beyond
Flock’s reasonable control, but Flock shall use reasonable efforts to provide advance notice in
writing or by e-mail of any scheduled service disruption.

8.4 Disclaimer. THE REMEDY DESCRIBED IN SECTION 8.1 ABOVE IS CUSTOMER’S
SOLE REMEDY, AND FLOCK’S SOLE LIABILITY, WITH RESPECT TO DEFECTS.
FLOCK DOES NOT WARRANT THAT THE SERVICES WILL BE UNINTERRUPTED OR



ERROR FREE; NOR DOES IT MAKE ANY WARRANTY AS TO THE RESULTS THAT
MAY BE OBTAINED FROM USE OF THE SERVICES. EXCEPT AS EXPRESSLY SET
FORTH IN THIS SECTION, THE SERVICES ARE PROVIDED “AS IS” AND FLOCK
DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE AND NON-INFRINGEMENT. THIS DISCLAIMER ONLY
APPLIES TO THE EXTENT ALLOWED BY THE GOVERNING LAW OF THE STATE
MENTIONED IN SECTION 11.6.

8.5 Insurance. Flock will maintain the insurance policies as stated in Attachment B.

8.6 Force Majeure. Parties are not responsible or liable for any delays or failures in
performance from any cause beyond their control, including, but not limited to acts of God,
changes to law or regulations, embargoes, war, terrorist acts, pandemics (including the spread of
variants), issues of national security, acts or omissions of third-party technology providers, riots,
fires, earthquakes, floods, power blackouts, strikes, supply chain shortages of equipment or
supplies, financial institution crisis, weather conditions or acts of hackers, internet service

providers or any other third party acts or omissions.
9. INDEMNITY

9.1 Responsibility. Each Party to this Agreement shall assume the responsibility and liability for
the acts and omissions of its own employees, officers, or agents, in connection with the
performance of their official duties under this Agreement. Each Party to this Agreement shall be
liable for the torts of its own officers, agents, or employees.

9.2 Flock Indemnity. Flock shall indemnify and hold harmless Customer, its agents and
employees, from liability of any kind, including claims, costs (including defense) and expenses,
on account of: (i) any copyrighted material, patented or unpatented invention, articles, device or
appliance manufactured or used in the performance of this Agreement; or (ii) any damage or
injury to property or person directly caused by Flock’s installation of Flock Hardware, except for
where such damage or injury was caused solely by the negligence of the Customer or its agents,
officers or employees. Flock’s performance of this indemnity obligation shall not exceed the fees
paid and/or payable for the services rendered under this Agreement in the preceding twelve (12)

months.



10. INSTALLATION SERVICES AND OBLIGATIONS

10.1 Ownership of Hardware. Flock Hardware is owned and shall remain the exclusive
property of Flock. Title to any Flock Hardware shall not pass to Customer upon execution of this
Agreement, except as otherwise specifically set forth in this Agreement. Except as otherwise
expressly stated in this Agreement, Customer is not permitted to remove, reposition, re-install,
tamper with, alter, adjust or otherwise take possession or control of Flock Hardware. Customer
agrees and understands that in the event Customer is found to engage in any of the foregoing
restricted actions, all warranties herein shall be null and void, and this Agreement shall be
subject to immediate termination for material breach by Customer. Customer shall not perform
any acts which would interfere with the retention of title of the Flock Hardware by Flock. Such
removal, if made by Flock, shall not be deemed a waiver of Flock’s rights to any damages Flock
may sustain as a result of Customer’s default and Flock shall have the right to enforce any other

legal remedy or right.

10.2 Deployment Plan. Flock shall advise Customer on the location and positioning of the Flock
Hardware for optimal product functionality, as conditions and locations allow. Flock will
collaborate with Customer to design the strategic geographic mapping of the location(s) and
implementation of Flock Hardware to create a deployment plan (“Deployment Plan™). In the
event that Flock determines that Flock Hardware will not achieve optimal functionality at a
designated location, Flock shall have final discretion to veto a specific location, and will provide

alternative options to Customer.

10.3 Changes to Deployment Plan. After installation of Flock Hardware, any subsequent
requested changes to the Deployment Plan, including, but not limited to, relocating, re-
positioning, adjusting of the mounting, removing foliage, replacement, changes to heights of
poles will incur a fee according to the reinstall fee schedule). Customer will receive prior notice

and confirm approval of any such fees.

10.4 Customer Installation Obligations. Customer is responsible for any applicable
supplementary cost as described in the Customer Implementation Guide, attached hereto as
Exhibit C (“Customer Obligations™). Customer represents and warrants that it has, or shall
lawfully obtain, all necessary right title and authority and hereby authorizes Flock to install the
Flock Hardware at the designated locations and to make any necessary inspections or

maintenance in connection with such installation.



10.5 Flock’s Obligations. Installation of any Flock Hardware shall be installed in a professional
manner within a commercially reasonable time from the Effective Date of this Agreement. Upon
removal of Flock Hardware, Flock shall restore the location to its original condition, ordinary
wear and tear excepted. Flock will continue to monitor the performance of Flock Hardware for
the length of the Term. Flock may use a subcontractor or third party to perform certain
obligations under this agreement, provided that Flock’s use of such subcontractor or third party
shall not release Flock from any duty or liability to fulfill Flock’s obligations under this

Agreement.

11. MISCELLANEOUS

11.1 Compliance With Laws. Parties shall comply with all applicable local, state and federal
laws, regulations, policies and ordinances and their associated record retention schedules,
including responding to any subpoena request(s).

11.2 Relationship. No agency, partnership, joint venture, or employment is created as a result of
this Agreement and Parties do not have any authority of any kind to bind each other in any
respect whatsoever. Flock shall at all times be and act as an independent contractor to Customer.
11.3 Special Terms. Flock may offer certain special terms which are indicated in the proposal

and will become part of this Agreement, upon Customer’s prior written consent and the mutual

execution by authorized representatives (“Special Terms’). To the extent that any terms of this

Agreement are inconsistent or conflict with the Special Terms, the Special Terms shall control.
11.4 Publicity. Flock may reference and use Customer’s name and trademarks and disclose the
nature of the Services in business and development and marketing efforts with prior written
authorization of Customer.

11.5 Feedback. If Customer or Authorized End User provides any suggestions, ideas,
enhancement requests, feedback, recommendations or other information relating to the subject
matter hereunder, Agency or Authorized End User hereby assigns to Flock all right, title and
interest (including intellectual property rights) with respect to or resulting from any of the
foregoing.

11.6 Export. Customer may not remove or export from the United States or allow the export or
re-export of the Flock IP or anything related thereto, or any direct product thereof in violation of

any restrictions, laws or regulations of the United States Department of Commerce, the United



States Department of Treasury Office of Foreign Assets Control, or any other United States or
foreign Customer or authority. As defined in Federal Acquisition Regulation (“FAR”), section
2.101, the Services, the Flock Hardware and Documentation are “commercial items” and
according to the Department of Defense Federal Acquisition Regulation (“DFAR”) section
252.2277014(a)(1) and are deemed to be “commercial computer software” and “commercial
computer software documentation.” Flock is compliant with FAR Section 889 and does not
contract or do business with, use any equipment, system, or service that uses the enumerated
banned Chinese telecommunication companies, equipment or services as a substantial or
essential component of any system, or as critical technology as part of any Flock system.
Consistent with DFAR section 227.7202 and FAR section 12.212, any use, modification,
reproduction, release, performance, display, or disclosure of such commercial software or
commercial software documentation by the U.S. Government will be governed solely by the
terms of this Agreement and will be prohibited except to the extent expressly permitted by the
terms of this Agreement.

11.7 Headings. The headings are merely for organization and should not be construed as adding
meaning to the Agreement or interpreting the associated sections.

11.8 Authority. Each of the below signers of this Agreement represent that they understand this
Agreement and have the authority to sign on behalf of and bind the Parties they are representing.
11.9 Notices. All notices under this Agreement will be in writing and will be deemed to have
been duly given when received, if personally delivered; when receipt is electronically confirmed,
if transmitted by email; the day after it is sent, if sent for next day delivery by recognized
overnight delivery service; and upon receipt to the address listed on the Order Form (or, if
different, below), if sent by certified or registered mail, return receipt requested.

11.10 Non-Appropriation. Notwithstanding any other provision of this Agreement, all
obligations of the Customer under this Agreement which require the expenditure of funds are
conditioned on the availability of funds appropriated for that purpose. Customer shall have the
right to terminate this Agreement for non appropriation with thirty (30) days written notice

without penalty or other cost.



FLOCK NOTICES ADDRESS:
1170 HOWELL MILL ROAD, NW SUITE 210
ATLANTA, GA 30318
ATTN: LEGAL DEPARTMENT
EMAIL: legal@flocksafety.com

Customer NOTICES ADDRESS:
ADDRESS: 601 North 7™ Street, Building B, Sacramento, CA 95811

ATTN: California Highway Patrol, Field Support Section
Primary: Captain Jason Cavett

Secondary: Lieutenant Lamonte Bosco

EMAIL: Primary: jcavett@chp.ca.gov

Secondary: lbosco@chp.ca.gov




ATTACHMENT B
INSURANCE

Required Coverage. Flock shall procure and maintain for the duration of this Agreement
insurance against claims for injuries to persons or damages to property that may arise from or in
connection with the performance of the services under this Agreement and the results of that
work by Flock or its agents, representatives, employees or subcontractors. Insurance shall be
placed with insurers with a current A. M. Best rating of no less than “A” and “VII”. Flock shall
obtain and, during the term of this Agreement, shall maintain policies of professional liability
(errors and omissions), automobile liability, and general liability insurance for insurable amounts
of not less than the limits listed herein. The insurance policies shall provide that the policies shall
remain in full force during the life of the Agreement. Flock shall procure and shall maintain
during the life of this Agreement Worker's Compensation insurance as required by applicable
State law for all Flock employees.

Types and Amounts Required. Flock shall maintain, at minimum, the following insurance
coverage for the duration of this Agreement:

(1) Commercial General Liability insurance written on an occurrence basis with minimum
limits of One Million Dollars ($1,000,000) per occurrence and Two Million Dollars ($2,000,000)
in the aggregate for bodily injury, death, and property damage, including personal injury,
contractual liability, independent contractors, broad-form property damage, and product and
completed operations coverage;

(i1)) Umbrella or Excess Liability insurance written on an occurrence basis with minimum limits
of Ten Million Dollars ($10,000,000) per occurrence and Ten Million Dollars ($10,000,000) in
the aggregate;

(ii1) Professional Liability/Errors and Omissions insurance with minimum limits of Five
Million Dollars ($5,000,000) per occurrence and Five Million Dollars ($5,000,000) in the
aggregate;

(iv) Commercial Automobile Liability insurance with a minimum combined single limit of
One Million Dollars ($1,000,000) per occurrence for bodily injury, death, and property coverage,

including owned and non-owned and hired automobile coverage; and



(v) Cyber Liability insurance written on an occurrence basis with minimum limits of Five

Million Dollars ($5,000,000).
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Implementation Timeline

This timeline provides general guidance and understanding of your installation
process. While we typically complete installations 6-8 weeks after locations have
been finalized, delays can occur as noted in the timeline below:

REVIEWLOCATIONS @  Confirm Camera Locations With Your Sales Representative

FLOCK: Your sales representative will present several viable options for camera locations
CUSTOMER: Review Deployment Plan & approve camera locations

PLEASE NOTE: If Public Works is required to move forward, please obtain approval

FINALIZELOCATIONS @  Prepare For Finalized Camera Locations

FLOCK: Confirm Deployment Plane and signed agreement. Flock will move forward with
next steps for locations that don't need permits (minimum 10 locations needed to move
forward with partial installation)

CUSTOMER: Prepare the below items, as needed

« If permits are required, begin application process
« If camera will be AC-powered, hire an electrician/street department

STEP1 @ Conduct On-site Survey & Place Flags

FLOCK: Flock technician conducts site survey to (1) evaluate/reconfirm solar or power
access, (2) check line of sight to the road, and (3) evaluate/reconfirm cellular service in
the area. When the technician deems the locations suitable, s/he will place a white flag
at each spot

PLEASE NOTE: If the initially determined locations don't meet Flock standards, we will
evaluate a new location, obtain customer approval, and redo a site survey. This may
push timeline for installation

STEP2 @ Call 811

FLOCK: Flock Safety will coordinate with Call 811 to mark each camera location for
underground utilities within a 10-foot radius

PLEASE NOTE: Call 811 is a government service, so turnaround times may vary and is
outside of Flock control

STEP3 @ Schedule Installation

FLOCK: Flock will (1) ship any site specific material that the technician does not have
locally (2) schedule the installation date

STEP4 @ Install & Validate Cameras

FLOCK: After installation, your Onboarding Specialist will confirm that cameras are
capturing footage well and functioning properly. They will then give you full access to
the system along with helpful training resources

ONGOING-ASNEEDED @  Finalize Any Installation Needs

FLOCK: While we typically complete installations within 4 weeks of finalizing locations,
delays may occur due to external factors. In these instances, we will continue to work
through this process until your cameras are fully installed and operational
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Flock Safety Team

Implementation Team How They Will Support You

Your Project Manager is your primary contact
during camera installation.

Your project manager will guide you through the
entire installation process, keeping you apprised
of all implementation updates as well as answering
any questions you have during this time. They will
Project Manager ensure that all the cameras are on the ground and
operating for at least 48 hours before transitioning
you to your Customer Success Manager.

e The Field Operations team is responsible for the
physical installation and maintenance of
cameras and associated equipment provided by
Flock. This includes a large team of technicians,
schedulers, and many others involved in
ensuring the delivery of the product.

Field Operations e They take the technical plan you finalized with

Team Product Implementation and work closely with
other teams at Flock to make sure that the
cameras are installed quickly and safely and in
a way that maximizes the opportunity to solve
crime at a specific location.

e *Note*: For all Installation questions or
concerns, please always direct them to your
Customer Success Manager and not the
technician.
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Relationship Team How They Will Support You

Your Customer Success Manager is your strategic
partner for your lifetime as a Flock customer.

While the cameras are getting installed, your CSM
will help get your account set up and get all key
users trained on the system.

Customer Success Post-Camera-Installation, your CSM will be your
Manager go-to for most account-related needs: You should
reach out to them to:
e Set up Account Training
o Understand benefits of features
e Learning best practices for getting relevant
data
« Identifying opportunities to expand the security
network in your area
e Provide feedback on your partnership with
Flock

The Flock Safety Support team is committed to
answering all your day-to-day questions as quickly
as possible. To get in touch with support, simply
email support@flocksafety.com or call
866-901-1781 Mon-Fri 8am-8pm EST.

Support can help you:

Flock Safety e Request camera maintenance

Troubleshoot online platform

Contract / Billing questions

Update account information

Camera Sharing questions

Quick “How to” questions in your Flock Account

Support
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Outside Party When They May Be Involved

If the Flock cameras need to be AC powered, you
(customer) are responsible for providing an
electrician to ensure power connectivity

Electrician/Street
Department

Public Works (LE) To weigh in on the use of public Rights of Way or

property
Department of
Transportation If installation in your area requires permitting
(DOT), City, or
County agencies
. J

PLEASE NOTE: On some occasions, third parties outside of Flock Safety
may be (or need to be) involved in your implementation.
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Implementation Service Briefs: Existing
Infrastructure vs Standard vs Advanced

Existing Standard Advanced
Infrastructure Install Install Install
NCHRP 350/
Pole None Flock MASH
Timeline Short Medium Longest
Cost Lowest Mid Highest
. /

Existing Infrastructure Implementation

COST: $150 per camera (one time cost)

Included In Scope:

Once designated locations are approved by the customer, as part of the Existing
Infrastructure Implementation Service Flock will perform the following:

» An in-person site survey to confirm the installation feasibility of a location
(location assessment, solar assessment, visibility review, etc.)

o Cameras need sufficient power. Since a solar panel is required per camera,
it can prevent adequate solar power if two cameras and two solar panels
are on a single pole (blocking visibility). Therefore
if relying on solar power, only one camera can be installed per pole.

» Confirm that a location is safe for work by following State utility locating
procedures.

o Each installation may include the following:

o Installation of camera and solar panel or AC adapter box on a suitable
existing pole
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m Types of existing infrastructure such as existing utility, light, and traffic
signal poles.

= Pole no higher than 8-12’ (approval at Flock Safety’s discretion)

» Flock will provide and mount an AC adapter unit that a qualified
electrician can connect to AC power following our electrical wiring
requirements. Flock is unable to make any AC connections or
boreholes in any material other than dirt, grass, loose gravel (or other
non-diggable material). Electrical work requiring a licensed electrician
and associated costs, not included in the scope.

o Access requiring up to a 14’ using an A-frame ladder

o Standard MUTCD traffic control procedures performed by a Flock
technician

Obtain a business license to operate in the city and state of camera location

Out Of Scope:

By default, Flock does not include the following as part of the Existing
Infrastructure Implementation Service but can provide a quote for sourcing at
an additional cost:

Mounting on mast arms (always require bucket truck and traffic control)
Call 811 ‘Call-before-you-Dig’ system
Installation of any poles including but not limited to

o Standard, 12’ above grade Flock breakaway pole

o NCHRP 350 or MASH approved pole (as may be required for locations in
DOT right of way)

A Bucket Truck for accessing horizontal/cross-beams and/or height above 14’
Special equipment rentals for site access

Site-specific engineered traffic plans

Third-party provided traffic control

State or city-specific specialty contractor licenses or unique attachment/
connection requirements

Custom engineered drawings

Electrical work requires a licensed electrician.
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o Flock will provide and mount an AC adapter that a qualified electrician can
connect to AC power but cannot make any AC connections or boreholes in
any material other than dirt, grass, loose gravel (or other non-diggable
material).

e Concrete cutting

« Private utility search for privately owned items not included in standard 811
procedures (communication, networking, sprinklers, etc.)

e Upgrades to power sources to ready them for Flock power (additional fuses,
switches, breakers, etc.)

» Any fees or costs associated with filing for required city, county, or state
permits

 Licensing or attachment agreements with asset / infrastructure owners
« Utility contracts and billing
o Customer requested relocations (see fee schedule)

Standard Implementation

COST: $650 per camera (one time cost)

Included In Scope:

Once designated locations are approved by the customer, as part of the
Standard Implementation Service Flock will perform the following:

e An in-person site survey to confirm the installation feasibility of a location
(location assessment, solar assessment, visibility review, etc.)

» Confirm that a location is safe for work by following state utility locating
procedures. Work with local utilities to prevent service interruptions
during the installation

o Engage 811 ‘Call-before-you-Dig’ system to receive legal dig date

o Apply approved markings Coordinate with 811 regarding any necessary
high-risk dig clearances or required vendor meets

» Each installation may include the following:

o Installation of camera and solar panel with standard, 12’ above grade
Flock breakaway pole
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o Installation of camera and AC adapter that a qualified electrician can connect
to AC power on a suitable existing pole, no higher than 8-12' (approval at
Flock Safety’s discretion)

» Flock will provide and mount an AC adapter that a qualified electrician can
connect to AC power following our electrical wiring requirements. Flock
is unable to make any AC connections or boreholes in any material other
than dirt, grass, loose gravel (or other non-diggable material). Electrical
work requiring a licensed electrician and associated costs, not included in
the scope.

o Access requiring up to a 14’ A-frame ladder
o Standard MUTCD traffic control procedures performed by a Flock technician
Obtain a business license to operate in the City and State of camera location

Out Of Scope:

By default, Flock does not include the following as part of the Standard
Implementation Service but can provide a quote for sourcing at an additional cost:

Use and/or mounting to existing infrastructure.

NCHRP 350 or MASH approved pole (as may be required for locations in DOT
right of way)

A Bucket Truck for accessing horizontal/cross-beams and/or height above 14’
Special equipment rentals for site access

Site-specific engineered traffic plans

Third-party provided traffic control

State or city-specific specialty contractor licenses

Custom engineered drawings

Electrical work requires a licensed electrician.

o Flock will provide and mount an AC adapter that a qualified electrician can
connect to AC power but cannot make any AC connections or boreholes in
any material other than dirt, grass, loose gravel (or other non-diggable
material).

Concrete cutting

Private utility search for privately owned items not included in standard 811
procedures (communication, networking, sprinklers, etc.)
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» Upgrades to power sources to ready them for Flock power (additional fuses,
switches, breakers, etc.)

» Any fees or costs associated with filing for required city, county, or state
permits

 Licensing or attachment agreements with asset / infrastructure owners
« Utility contracts and billing
o Customer requested relocations (see fee schedule)

Advanced Implementation

COST: $1,900 per camera (one time cost)

Included In Scope:

Once Designated Locations are confirmed, as part of the Advanced
Implementation Service, Flock will perform the following:

e An in-person site survey to confirm the installation feasibility of a location
(location assessment, solar assessment, visibility review, etc.)

» Confirm that a location is safe for work by following State utility locating
procedures. Work with local utilities to prevent service interruptions during
the installation

o Engage 811 ‘Call-before-you-Dig’ system to receive legal dig date

o Apply approved markings Coordinate with 811 regarding any necessary
high-risk dig clearances or required vendor meets

o Each installation may include the following:

o Installation of camera and solar panel on a suitable NCHRP 350 or MASH
approved pole.

o Installation of camera and AC adapter that a qualified electrician can
connect to AC power.

» Flock will provide and mount an AC adapter that a qualified electrician
can connect to AC power following our electrical wiring requirements.
Flock cannot make any AC connections or boreholes in any material
other than dirt, grass, loose gravel (or other non-diggable material).
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Electrical work requiring a licensed electrician and associated costs,
not included in the scope.
o Access requiring up to a 14’ A-frame ladder

o Standard MUTCD traffic control procedures performed by a Flock
technician

Obtain a business license to operate in the City and State of camera location

Out Of Scope:

By default, Flock does not include the following as part of the Advanced
Implementation Service but can optionally provide a quote for sourcing
(additional cost):

Installation on Standard, 12" above grade Flock breakaway pole or existing
infrastructure.

A Bucket Truck for accessing horizontal/cross-beams and/or height above 14’
Special equipment rentals for site access

Site-specific engineered traffic plans

Third-party provided traffic control

State or City-specific specialty contractor licenses

Custom engineered drawings

Electrical work requires a licensed electrician. Flock will provide and mount an
AC adapter that a qualified electrician can connect to AC power but cannot
make any AC connections or boreholes in any material other than dirt, grass,
loose gravel (or other non-diggable material).

Concrete cutting

Private utility search for privately owned items not included in standard 811
procedures (communication, networking, sprinklers, etc.)

Upgrades to power sources to ready them for Flock power (additional fuses,
switches, breakers, etc.)

Fees or costs associated with filing for required City, County, or State permits
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Things to Consider When Selecting Locations

Falcon Cameras

e Use Cases

o Flock LPRs are designed to capture images
of rear license plates aimed in the direction
of traffic.

o Flock LPRs are not designed to capture
pedestrians, sidewalks, dumpsters, gates,
other areas of non-vehicle traffic,
intersections.

e Placement
o They capture vehicles driving away from an intersection.
o They cannot point into the middle of an intersection.

o They should be placed after the intersection to prevent
stop and go motion activation or “stop and go” traffic.

e Mounting

o They can be mounted on existing utility, light, traffic signal poles, or 12 foot
Flock poles.*

o They should be mounted one per pole.** If using AC power, they can be
mounted 2 per pole.

e They can be powered with solar panels or direct wire-in AC Power (no
outlets). ***

e They will require adequate cellular service using AT&T or T-Mobile to be able to
process & send images.

* Permitting (or permission from pole owner) may be required to use existing infrastructure or install in specific areas,
depending on local regulations & policies.

** Cameras need sufficient power. Since a solar panel is required per camera, it can prevent adequate solar power if two
cameras and two solar panels are on a single pole (blocking visibility). Therefore if relying on solar power, only one
camera can be installed per pole.

*** Flock does not provide Electrical services. Once installed, the agency or community must work with an electrician to
wire the cameras. Electrician services should be completed within two days of installation to prevent the camera from

dying.
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Solar Panels

Solar panels need unobstructed southern-facing
views.

Pole

If a location requires a "DOT Pole” (i.e., Advanced
Pole, not Flock standard pole), the implementation
cost will be $5,000/camera.
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Customer Responsibilities: AC-Powered Cams

If the Flock cameras need to be AC-powered, the customer is responsible for
acquiring an electrician and ensuring they connect the camera to power. See steps
2 and 6 below.

How to Get Started with a Powered Install

ro”

> 3

120v

XU [}
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<

1. Create a Deployment Plan
Work with us to select the best location(s) for Flock Safety cameras
and power sources

2. Acquire an Electric Quote
Contact an electrician to receive a quote to run 120volt AC power to
the camera

3. Sign Flock Safety Agreement
Sign the Flock Safety purchase order to begin the installation of
cameras

4. Conduct Site Survey
Flock will mark camera locations, locate underground utilities and
mark if present

5. Install Camera
Flock will install the camera and AC power kit at the specified
camera location

6. Connect Camera to Power
Notify the electrician that the camera is ready for the power
connection installation
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Electrician Handout

Electrician Installation Steps

1. Run AC cable and conduit to the box
according to NEC Article 300 and any
applicable local codes. The gland
accepts 2" conduit.

2. Open the box using hinges.

3. Connect AC Mains per wiring diagram
below:

a. Connect AC Neutral wire to the Surge Protector white Neutral wire using the
open position on the lever nut.

b. Connect AC Line wire to the Surge Protector black Line wire using the open
position on the lever nut.

c. Connect AC Ground wire to the Surge Protector green ground wire using the
open position on the lever nut.
4. Verify that both the RED LED is lit on the front of the box
5. Close box and zip tie the box shut with the provided zip tie

6. While still on-site, call Flock, who will remotely verify that power is working
correctly:

Southeast Region - (678) 562-8766
West-Region - (804) 607-9213
Central & NE Region - (470) 868-4027
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FAQs about AC-Powered Flock Cameras

What voltage is supported?
The AC kit is designed to work with 120VAC Infrastructure by default. A 240VAC
version is available on request.

How much power does this consume?
Peak current draw is 1.5 A at 120VAC. The average power draw is roughly 30W in
high traffic conditions but maybe lower when fewer vehicles are present.

Who is responsible for contracting the electrician?

The customer is responsible for contracting an electrician. We can help answer
questions, but the customer is responsible for identifying and contracting an
electrician.

Who is responsible for maintenance?

Flock will handle all maintenance related to Flock’s camera and power equipment.
However, any problems with the electrical supply are the customer’s responsibility.
The AC junction box has two lights to indicate the presence of power and make it
easy for quick diagnosis if there is a problem related to the AC power source.

« If the camera indicates to Flock that there is a power supply problem, Flock
will notify the customer and request that the customer verifies the lights on
the AC junction box. If the AC Source light is illuminated, Flock will send a
technician to investigate. If the AC source light is not illuminated, the

customer should check any GFClI’s or breakers in the supply circuit or call the

electrician who installed the power supply.

How much does it cost?
Work required to bring AC power to each location will be different, so exact pricing

is unavailable. Primary cost drivers include arrow boards and the distance from the

camera location to the AC power source.

What information do | need to provide my electrician?

The Flock deployment plan and these work instructions should be sufficient to
secure a quote. It will be helpful if you know the location of the existing power
infrastructure before creating the deployment plan.

ffock safety
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Can you plug it into my existing power outlet? The Flock AC power adapter does
not use a standard outlet plug but must be directly wired into the power mains.
While using outlet plugs may be convenient, they can easily be unplugged,
presenting a tampering risk to this critical safety infrastructure.

The electrician can route power directly to the camera with a direct wire-in
connection if an outlet is close to the camera.

How long does this process typically take?

The installation process typically takes 6-8 weeks. To accelerate the process, be
sure to have the electrician perform his work shortly after the Flock technician
finishes installing the camera.

What kind of electrician should | look for?
Any licensed electrician should perform this work, though we have found that those
who advertise working with landscape lighting are most suited for this work.

What happens if the electrician damages the equipment?

The customer is responsible for contracting the electrician. Any liability associated
with this work would be assumed by the customer. If any future work is required at
this site due to the electrical infrastructure or the work performed by the electrician
would be the responsibility of the customer.

When should the electrician perform his work?

Once Flock installs the camera, you will receive an email alert letting you know that
this has been completed. After this, you will need to schedule the electrician to
route power to the pole.

What if my electrician has questions about Flock’s AC Kit?
You should share the AC-Power Kit Details packet with the electrician if they have
questions.

What if the AC power is on a timer?

Sometimes the AC power will be on a timer (like used for exterior lighting). Flock
requires that the AC power provided to the camera be constant. The source that the
electrician uses must not be on a timing circuit.
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Installation Service Brief Summary

Below outlines the statement of work for the Flock Camera Installation:

What Is Covered By Flock What Is NOT Covered By Flock Special Note
Flock Cameras & Traffic Control And Any
Online Platform Associated Costs

*DOT Approved Pole Cost Electrician

Mounting Poles & Ongoing Electrical Costs

AC Power Kit (As Needed) Engineering Drawings

Excluding Changes During

Solar Panels (As Needed) Relocation Fees " .
Initial Installation

Site Surveys And Call 811 Contractor Licensing Fees

Scheduling
Installation Labor Costs Permit Application Processing Fees
Including, But Not Limited
Customer Support / Training Specialist Mounting Equipment To, **MASH Poles Or
Adapters
Cellular Data Coverage Bucket Trucks
Mglntenance Fees Loss, Theft, Damage To Flock
(Review Fees Sl7eet For Equipment
More Details)
Camera Downtime Due To Only Applicable For
Data St F D
ata Storage For 30 Days Power Outage AC-Powered Cameras

***Field Technician Maintenance
For Falcon™ Flex

*|f a location requires a "DOT pole" (i.e., not our standard), the implementation cost will be $5,000/camera; This cost
is applicable for installations in GA, IL, SC, TN, and CA.

**MASH poles: Manual for Assessing Safety Hardware (MASH) presents uniform guidelines for crash testing
permanent and temporary highway safety features and recommends evaluation criteria to assess test results

*k*|f a3 camera is lost, stolen, or damaged, a replacement device can be purchased at a discounted price of $800
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Permitting: Pre-Install Questionnaire

1. Timeline
 In Flock Safety’s experience, in-depth permitting requirements can add 2+
months to the installation timeline.

e The SLA for permit document submission is within 15 days from contract
signature date (contract Closed-Won)

2. Right of Way
o Will any Flock Safety cameras be installed on the city, state, or power
company-owned poles or in the city, county, or state Right of Way (RoW)?
o What is the RoW buffer?

o Will additional permits or written permission be required from third-party
entities (such as DOT, power companies, public works, etc.)?

» Will any cameras be installed on city-owned traffic signal poles (vertical
mass)?

o If yes, please provide heights/photos to determine if a bucket truck is
needed for the installation.

= Note: A bucket truck is required if the height exceeds 15 feet tall.

3. AC Power vs. Solar

» If AC powered, is there a 120V power source available, and is there access to
an electrician who can connect the existing wire to the Flock Safety powered
installation kit?

« If solar-powered, consider the size of the solar panel and potential to impact
the visibility of DOT signs/signals:

o Single Panel: 21.25" x 14" x 2" (Length x Width x Depth)
o Double Panel: 21.25" x 28" x 2" (LxWxD)

4. Traffic Control & Installation Methods

« If a bucket truck is required, this typically necessitates an entire lane to be
blocked in the direction of travel. Can you provide a patrol car escort, or will
full traffic control be required?*

PLEASE NOTE: If traffic control is required, you may incur additional costs
due to city/state requirements; Fees will be determined by quotes received.
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« If full traffic control is required (cones, arrow boards, etc.):

o Will standard plans suffice, or are custom plans needed? Custom plans
can double the cost, while standard plans can be pulled from the Manual
of Uniform Traffic Control Devices (MUTCD).

o Will a non-sealed copy of the traffic plan suffice? Or does the traffic plan
need to be sealed and/or submitted by a professional engineer?

o Are there state-specific special versions/variances that must be followed?

« If a bucket truck is not required, the shoulder or sidewalk should suffice and
enable Flock Safety to proceed without traffic control systems in place.

o Note: In some states (i.e., arrow boards), sidewalks may require signage. If
signage is mandatory, Will your Public Works department be able to
assist?

5. Paperwork & Required Forms

e Flock Safety will need copies of paperwork to complete before proceeding
(ex., business license applications, encroachment permit applications). We
can save critical time by gathering these documents upfront. We appreciate
your assistance in procuring these.

6. Contacts

« If Flock Safety needs to interface directly with the departments, please share
the contact information of the following departments:

o Permitting
o Public Works

o Traffic Department
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*Fee Schedule

After a deployment plan with Designated Locations and equipment has been agreed
upon by both Flock and the Customer, any subsequent changes to the deployment
plan (“Reinstalls”) driven by a Customer’s request will incur a fee per the table below.

What Services Incur Fees:
e Requested relocations post-approval by customer

e Relocations due to poor performance will be the responsibility of Flock

o If a customer requests a location against the advisement of Flock,
performance issues and any requested relocations will be the responsibility of
the customer.

e Per the contract and absent a defect, in the event that Flock Hardware is lost,
stolen, or damaged, Customer may request that Flock replace the Flock
Hardware at a fee according to the then-current Reinstall policy
https://www.flocksafety.com/reinstall-fee-schedule

» Misc billables for out of scope items for each implementation

Incurred Fees:

e Camera relocation

o Existing infrastructure (non-AC powered) ... ... $350
o Flock pole (non-AC powered). ... . $750
o Advanced pole (non-AC powered).....................ll $5000
» Replacements
o Camera only as a result of vandalism, theft, ordamage ... .. $800
o Pole replacement only as a result of vandalism, theft, or damage
B FIOCK POl . $500
m Advanced Pole ...l $5000
o Full replacement as a result of vandalism, theft, or damage
° m Flock pole, camera, and solar (non-AC Powered) ... $1300
» Advanced pole, camera, and solar (hon-AC Powered) ... $5800
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o Trip Charge . .l $350
o Examples:
= Angle adjustment (elective)
» |nstall additional Flock signage

All fees are per reinstall or required visit (in the case that a reinstall is attempted but
not completed) and include labor and materials. If you have any questions, please
email support@flocksafety.com.

Help Center

Our Help Center is filled with many resources to help you navigate through the
online platform. Below you will find some common questions and their relevant help
article:

How do | search camera footage?

How do | add a user?

How do | add a vehicle to my own Hot List?

How do | enable browser notifications for Hot List alerts?

How do | get text alerts for Hot List?

How do | request camera access from other nearby agencies?

How do | use the National Lookup to search for a plate?
(National Lookup - network of law enforcement agencies that have opted to allow their
network of Flock cameras to be used for searches)

How do | reset my / another user’s password?

Customer Support

You can reach our customer support team anytime by emailing
support@flocksafety.com. They can help answer any “How-To” questions you
may have.
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Exhibit D
DGS PD-401 IT CLOUD COMPUTING Saa$S (REVISED AND EFFECTIVE 6/21/22)

GENERAL PROVISIONS - INFORMATION TECHNOLOGY -
CLOUD COMPUTING - SOFTWARE as a SERVICE (SaaS)

THESE CLOUD COMPUTING - SOFTWARE AS A SERVICE (SaaS) GENERAL
PROVISIONS ARE ONLY TO BE USED FOR SOFTWARE AS A SERVICE, AS DEFINED
BELOW, AND ANY ANCILLARY SERVICES. THE CLOUD COMPUTING SERVICES
SPECIAL PROVISIONS ARE INCORPORATED BY REFERENCE UNLESS
SPECIFICALLY MODIFIED AND ATTACHED HERETO. THIS CONTRACT SHALL BE
ACCOMPANIED BY A STATEMENT OF WORK (SOW) AND SERVICE LEVEL
AGREEMENT (SLA), IN ADDITION TO STANDARD EXHIBITS.

1. DEFINITIONS:

Unless otherwise specified in the Statement of Work, the following terms shall be
given the meaning shown, unless context requires otherwise.

a) "Application Program"” means a computer program that is intended to be
executed for the purpose of performing useful work for the user of the
information being processed. Application Programs are developed or
otherwise acquired by the User of the Hardware/Software system, but they
may be supplied by the Contractor.

b) “Buyer” means the State’s authorized contracting official.

c) “Contract” means this Contract or agreement (including any purchase
order), by whatever name known or in whatever format used.

d) “Contractor” means the business entity with whom the State enters into this
Contract. Contractor shall be synonymous with supplier, vendor, Reseller,
Service Provider, or other similar term.

e) “Customer” means the State or an Eligible Public Entity using the
Contractor’s or the Service Provider’s Services.

f) “Deliverables” means the tangible products or works of authorship and other
items (e.g. reports) to be delivered pursuant to this Contract, including any such
items furnished that are incidental to the provision of Services.

g) "Documentation™ means manuals and other published materials
necessary or useful to the State in its use or maintenance of the products
and Services provided hereunder and includes online materials, virtual help,
and help desk where available. In addition, manuals and other published
materials customized for the State hereunder constitute Work Product as
defined below.
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DGS PD-401 IT CLOUD COMPUTING SaaS (REVISED AND EFFECTIVE 6/21/22)

GENERAL PROVISIONS - INFORMATION TECHNOLOGY -
CLOUD COMPUTING - SOFTWARE as a SERVICE (SaaS)

h) “Eligible Public Entity” means each of the non-State public entities
authorized to purchase the Deliverables and Services offered hereunder.
“Eligible Public Entity” includes the county, city, city and county, district,
public authority, public agency, municipal corporation, or any other political
subdivision or public corporation in the State. “Eligible Public Entity” also
includes a federally-recognized tribal entity acting in its tribal governmental
capacity.

i) “Goods” means all types of tangible personal property, including but not
limited to materials, supplies, and equipment (including computer and
telecommunications equipment).

j) "Hardware" refers to computer equipment and is contrasted with
Software.

k) “Information Technology” includes, but is not limited to, all electronic
technology systems and services, automated information handling, system
design and analysis, conversion of data, computer programming, information
storage and retrieval, telecommunications which include voice, video, and
data communications, requisite system controls, simulation, electronic
commerce, and all related interaction between people and machines.

[) "Maintenance" includes: i) remedial maintenance performed by the
Contractor which results from a Services failure and which is performed as
required, i.e., on an unscheduled basis; and ii) the maintenance performed
on a scheduled basis by the Contractor.

m) “Reseller” means the agent(s) of the Service Provider or the business entity
authorized by the Service Provider to resell the Services or perform aspects
of this Contract as specified herein including, but not limited to sales,
fulfillment, invoicing, returns, and customer service.

n) “Service Provider” means the Contractor, subcontractors, agents, Resellers,
third parties and affiliates of the Contractor, the cloud service provider, or
managed service provider who may provide the Services agreed to under the
Contract.

o) "Services" means the cloud computing services, including Software as a
Service (but not Infrastructure as a Service or Platform as a Service), and
any related services, offered to the State by the Contractor herein.

p) "Software" means an all-inclusive term which refers to any computer
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DGS PD-401 IT CLOUD COMPUTING SaaS

GENERAL PROVISIONS - INFORMATION TECHNOLOGY -

CLOUD COMPUTING - SOFTWARE as a SERVICE (SaaS)

q)

programs, routines, or subroutines supplied by the Contractor, including
operating Software, Application Programs, and enabling software

(REVISED AND EFFECTIVE 6/21/22)

(“Software Products”) that the State downloads to the State’s systems to facilitate

use of the Service.

“Software as a Service (SaaS)” is the capability provided to the
Customer to use applications made available by the Service Provider
running on a cloud infrastructure. The applications are accessible from
various client devices through a thin client interface such as a web
browser (e.g., web-based email). The Customer does not manage or
control the underlying cloud infrastructure including network, servers,
operating systems, storage, or even individual application capabilities,
with the possible exception of limited user-specific application
configuration settings.

"State" means the government of the State of California, its employees
and authorized representatives, including without limitation any
department, agency, or other unit of the government of the State of
California.

“State Data” means all data owned by the State, and submitted to,
processed by, or stored by the Service Provider under this Contract and

includes, but is not limited to, all data that originated with the State or Users,
all data provided by the State or Users, and data generated, manipulated,
produced, reported by or otherwise emanating from or by applications run by

the State or Users on the Services. For clarity, State Data is synonymous
with “Customer Data”, “Customer Content”, or similar terms, as used in
various provisions of the service agreements and incorporated into the

Contract and includes the following:

“Non-Public Data” means data submitted to the Service Provider, other
than Personal Data, that is not subject to distribution to the public as
public information. It is deemed to be sensitive and confidential by the
State because it contains information that may be exempt by statute,
regulation, or policy from access by the general public as public
information.

“Personal Data” means Personal Information as defined by the California
Information Practices Act (Civil Code sections 1798 et seq.) submitted to the

Service Provider.
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DGS PD-401 IT CLOUD COMPUTING SaaS

GENERAL PROVISIONS - INFORMATION TECHNOLOGY -
CLOUD COMPUTING - SOFTWARE as a SERVICE (SaaS)

i. “Public Information” means any information prepared, owned, used, or
retained by the State and not specifically exempt from the disclosure
requirements of the California Public Records Act (Government Code
section 6250 et. seq.) or other applicable state or federal laws. For clarity,
"Public Information” is also interchangeable with “Public Data”.

(REVISED AND EFFECTIVE 6/21/22)

t) “Statement of Work” (or “SOW”) means a document provided by the State

which defines the timeline, and specifies the objectives, Services,
Deliverables and tasks that the Contractor is expected to perform, their
responsibilities and expectations, indicating the type, level and quality of
service that is expected, all of which form a contractual obligation upon the
Contractor in providing Services to the State. The SOW includes detailed
technical requirements and pricing, with permitted modifications (“carve-
outs”) to the SaaS General and Special Provisions.

u) “User" means any authorized end user of the Services under this Contract

and includes Customer’s employees, subcontractors, or any system utilized by
the Customer to access the Services, whose compliance with the terms of this

Contract is the responsibility of the Customer.

v) “U.S. Intellectual Property Rights” means intellectual property rights
enforceable in the United States of America, including without limitation
rights in trade secrets, copyrights, and U.S. patents.

2. CONTRACT FORMATION:

a)

If this Contract results from a sealed bid offered in response to a solicitation
conducted pursuant to Chapters 2 (commencing with section 10290), 3

(commencing with section 12100), and 3.6 (commencing with section 12125) of Part

2 of Division 2 of the Public Contract Code (PCC), then Contractor's bid is a firm

offer to the State which is accepted by the issuance of this Contract and no further

action is required by either party.

If this Contract results from a solicitation other than described in paragraph a),
above, the Contractor's quotation or proposal is deemed a firm offer and this
Contract document is the State's acceptance of that offer.

If this Contract resulted from a joint bid, it shall be deemed one indivisible
Contract. Each such joint Contractor will be jointly and severally liable for the
performance of the entire Contract. The State assumes no responsibility or
obligation for the division of orders or purchases among joint Contractors.

Page 4 of 31



DGS PD-401 IT CLOUD COMPUTING SaaS (REVISED AND EFFECTIVE 6/21/22)

GENERAL PROVISIONS - INFORMATION TECHNOLOGY -
CLOUD COMPUTING - SOFTWARE as a SERVICE (SaaS)

3. COMPLETE INTEGRATION:

This Contract, including any documents incorporated herein by express reference, is
intended to be a complete integration and there are no prior or contemporaneous
different or additional agreements pertaining to the subject matter of the Contract.

4. SEVERABILITY:

The Contractor and the State agree that if any provision of this Contract is found to be
illegal or unenforceable, such term or provision shall be deemed stricken and the

remainder of the Contract shall remain in full force and effect. Either party having
knowledge of such term or provision shall promptly inform the other of the presumed
non-applicability of such provision.

5. INDEPENDENT CONTRACTOR:

Contractor and the agents and employees of the Contractor, in the performance of this
Contract, shall act in an independent capacity and not as officers or employees or
agents of the State.

6. APPLICABLE LAW:

This Contract shall be governed by and shall be interpreted in accordance with the laws
of the State of California; venue of any action brought with regard to this Contract shall
be in Sacramento County, Sacramento, California. The United Nations Convention on
Contracts for the International Sale of Goods shall not apply to this Contract.

7. COMPLIANCE WITH STATUTES AND REGULATIONS:

a) The State and the Contractor warrant and certify that in the performance of this
Contract, it will comply with all applicable statutes, rules, regulations and orders of
the United States and the State of California, including the California Information
Practices Act (Civil Code sections 1798 et seq.). The Contractor agrees to
indemnify, defend, and save harmless the State against any loss, cost, damage or
liability by reason of the Contractor’s violation of this provision.

b) The State will notify the Contractor of any such claim in writing and tender the
defense thereof within reasonable time.

c) The Contractor will have sole control of the defense of any action on such claim and
all negotiations for its settlement or compromise; provided that (i) when substantial
principles of government or public law are involved, when litigation might create
precedent affecting future State operations or liability, or when involvement of the
State is otherwise mandated by law, the State may participate in such action at its
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GENERAL PROVISIONS - INFORMATION TECHNOLOGY -
CLOUD COMPUTING - SOFTWARE as a SERVICE (SaaS)

own expense with respect to attorneys’ fees and costs (but not liability); (ii) where a
settlement would impose liability on the State, affect principles of California
government or public law, or impact the authority of the State, the Department of
General Services or the Department of Technology, as applicable, will have the right
to approve or disapprove any settlement or compromise, which approval will not
unreasonably be withheld or delayed; and

(iii) the State will reasonably cooperate in the defense and in any related settlement
negotiations.

d) If this Contract is in excess of $554,000, it is subject to the requirements of the
World Trade Organization (WTO) Government Procurement Agreement (GPA).

e) To the extent that this Contract falls within the scope of Government Code section
7405, the Contractor will be responsible to respond to and resolve any complaint
brought to its attention, regarding accessibility of its products or Services. The State
shall designate an authorized representative who will be responsible for submission
to Contractor of complaints received by the State regarding the accessibility of
Contractor’s products and Services. Contractor shall be responsible to review and
respond to all complaints regarding accessibility brought to the attention of the
State. The State and Contractor shall work together to determine a reasonable
response and resolution of all complaints. The State acknowledges that Contractor
can satisfy its duty to respond to and resolve complaints under this provision by
taking action it deems appropriate under the circumstances, which may in some
instances include no further action beyond responding to the complaint.

8. CONTRACTOR’S POWER AND AUTHORITY:

The Contractor warrants that it has full power and authority to grant the rights herein
granted and will reimburse the State for any loss, cost, liability, and expense (including
reasonable attorney fees) arising out of any breach of this warranty.

Further, the Contractor avers that it will not enter into any arrangement with any third
party which might abridge any rights of the State under this Contract.

a) The State will notify the Contractor of any such claim in writing and tender the
defense thereof within a reasonable time; and

b) The Contractor will have sole control of the defense of any action on such claim and
all negotiations for its settlement or compromise; provided that (i) when substantial
principles of government or public law are involved, when litigation might create
precedent affecting future State operations or liability, or when involvement of the
State is otherwise mandated by law, the State may participate in such action at its
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own expense with respect to attorneys’ fees and costs (but not liability); (ii) where a
settlement would impose liability on the State, affect principles of California
government or public law, or impact the authority of the State, the Department of
General Services or the Department of Technology, as applicable, will have the right
to approve or disapprove any settlement or compromise, which approval will not
unreasonably be withheld or delayed; and

(iii) the State will reasonably cooperate in the defense and in any related settlement
negotiations.

9. ASSIGNMENT:

This Contract shall not be assignable by the Contractor in whole or in part without the
written consent of the State. The State’s consent shall not be unreasonably withheld or
delayed. For the purpose of this paragraph, the State will not unreasonably

prohibit the Contractor from freely assigning its right to payment, provided that the
Contractor remains responsible for its obligations hereunder.

10. WAIVER OF RIGHTS:

Any action or inaction by the State or the failure of the State on any occasion, to
enforce any right or provision of the Contract, shall not be construed to be a waiver by
the State of its rights hereunder and shall not prevent the State from enforcing such
provision or right on any future occasion. Except as specifically set forth in Section 13
(Warranty) below, the rights and remedies of the State herein are cumulative and are
in addition to any other rights or remedies that the State may have at law or in equity.

11.ORDER OF PRECEDENCE:

In the event of any inconsistency between the articles, attachments, specifications or
provisions which constitute this Contract, the following order of precedence shall
apply:

a) These Cloud Computing - Software as a Service General Provisions (In the
instances provided herein where the paragraph begins: “Unless otherwise specified
in the Statement of Work” provisions specified in the Statement of Work replacing
these paragraphs shall take precedence over the paragraph referenced in these
General Provisions);

b) Contract form, e.g., Purchase Order STD 65, Standard Agreement STD 213,
FI$Cal generated Purchase Order, etc., and any amendments thereto;

c) The Cloud Computing Special Provisions — Software as a Service (hereafter
referred to as, the “SaaS Special Provisions”), which are incorporated by
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GENERAL PROVISIONS - INFORMATION TECHNOLOGY -
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reference unless specifically modified and attached hereto, and other Special
Provisions;

d) Statement of Work, including any specifications incorporated by reference
herein;

e) Cost worksheets;

f) The Service Provider’s service agreement and attachments; and

g) All other attachments incorporated in the Contract by reference.
12.INSPECTION, ACCEPTANCE AND REJECTION:

Unless otherwise specified in the Statement of Work:

a) When acquiring SaaS, the State shall rely on Contractor’s existing quality
assurance system as a substitute for State inspection and testing.

b) For all other acquisitions, Contractor and its subcontractors will provide and

maintain a quality assurance system acceptable to the State covering Deliverables
and Services under this Contract and will tender to the State only those Deliverables
and Services that have been inspected and found to conform to this Contract’s
requirements. The Contractor will keep records evidencing inspections and their
result, and will make these records available to the State during Contract
performance and for three years after final payment. The Contractor shall permit the
State to review procedures, practices, processes, and related documents to
determine the acceptability of the Contractor’s quality assurance system or other
similar business practices related to performance of the Contract.

c) Inthe event any Goods or Deliverables furnished by the Contractor in the
performance of the Contract should fail to conform to the requirements herein, the
State may reject the same, and it shall become the duty of the Contractor to reclaim
and remove the item promptly without expense to the State.

13. WARRANTY:

a) Limited Warranty for Services. Unless otherwise specified in the Statement of
Work, Contractor warrants that Services furnished hereunder will substantially
conform to the requirements of this Contract (including without limitation all
descriptions, specifications, and drawings identified in the Statement of Work),
and:

i. Services will be performed in accordance with the Contract; and
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i. All customer support for Services will be performed with professional care
and skill.

b) Duration of Limited Warranty. The limited warranty will be for the duration of State’s
use of the Services, unless the underlying Service Provider’'s warranty is shorter in
duration, in which case the parties will specify the length of the applicable limited
warranty in the Statement of Work. This limited warranty is subject to the following
limitations:

i. any implied warranties, guarantees, or conditions not able to be disclaimed
as a matter of law last for one year from the start of the limited warranty;

i. the limited warranty does not cover problems caused by the State’s
accident, abuse or use in a manner inconsistent with this Contract or any
applicable service agreement, or resulting from events beyond Contractor’s
reasonable control;

i. the limited warranty does not apply to components of Software that the
State may be permitted to redistribute;

iv. the limited warranty does not apply to free, trial, pre-release, or beta
Services; and

v. the limited warranty does not apply to problems caused by the State’s
failure to meet minimum system requirements.

c) Remedies for breach of Limited Warranty. Unless otherwise specified in the
Statement of Work, if Contractor fails to meet any of the above limited warranties
and the State notifies Contractor within the warranty period, then the State’s remedy
and the Contractor’s obligation will be re-performance, repair, replacement, or
refund of fees paid. In the event the Contractor fails to re- perform, repair, replace,
or refund fees paid for the products and/or Services as appropriate, the State may
terminate the Contract.

d) Warranty for Software Products. Any Software Products provided by the Service
Provider shall be covered by the developer’s consumer warranty that will be passed
to the Customer.

e) DISCLAIMER OF OTHER WARRANTIES. OTHER THAN THIS LIMITED
WARRANTY, CONTRACTOR PROVIDES NO OTHER EXPRESS OR IMPLIED
WARRANTIES OR CONDITIONS. CONTRACTOR DISCLAIMS ANY IMPLIED
REPRESENTATIONS, WARRANTIES, OR CONDITIONS, INCLUDING
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
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PURPOSE, SATISFACTORY QUALITY, OR TITLE. THESE DISCLAIMERS WILL
APPLY UNLESS APPLICABLE LAW DOES NOT PERMIT THEM.

f) Contractor shall ensure that the Service Provider shall apply anti-malware controls
to the Services to help avoid malicious software gaining unauthorized access to
State Data, including malicious software originating from public networks. Such
controls shall at all times equal or exceed the controls consistent with the industry
standards for such data, but in no event less than the controls that Contractor
applies to its own internal corporate electronic data of like character.

g) Unless otherwise specified elsewhere in the Contract:

i. The Contractor does not warrant that any Services provided hereunder is
error-free or that it will run without immaterial interruption; and

i. The Contractor does not warrant and will have no responsibility for a
claim to the extent that it arises directly from:

a. amodification made by the State, unless such modification is approved or
directed by the Contractor,

b. use of Services in combination with software or services other than as
specified by the Contractor, or

c. misuse by the State.

h) All warranties, including special warranties specified elsewhere herein, shall inure to
the State, its successors, assigns, customer agencies, and governmental users of
the Deliverables or Services.

14. SAFETY AND ACCIDENT PREVENTION:

In performing work under this Contract on State premises, the Contractor shall
conform to any specific safety requirements contained in the Contract or as required
by law or regulation. The Contractor shall take any additional precautions as the
State may reasonably require for safety and accident prevention purposes. Any
violation of such rules and requirements, unless promptly corrected, shall be
grounds for termination of this Contract in accordance with the default provisions
hereof.

15. TERMINATION FOR NON-APPROPRIATION OF FUNDS:

a) If the term of this Contract extends into fiscal years subsequent to that in which it is
approved, such continuation of the Contract is contingent on the appropriation of
funds for such purpose by the Legislature or the United States Congress, if
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applicable. If funds to effect such continued payment are not appropriated, the
Contractor agrees to terminate any services supplied to the State under this
Contract, and relieve the State of any further obligation therefor.

b) The State agrees that if it appears likely that subsection a) above will be invoked, the
State and Contractor shall agree to take all reasonable steps to prioritize work and
minimize the incurrence of costs prior to the expiration of funding for this Contract.

16. TERMINATION FOR THE CONVENIENCE OF THE STATE:

a) The State may terminate performance under this Contract for its convenience in
whole or, from time to time, in part, if the Department of General Services, Deputy
Director Procurement Division, or designee, determines that a termination is in the
State’s interest. The Department of General Services, Deputy Director,
Procurement Division, or designee, or the Department of Technology, Deputy
Director, Statewide Technology Procurement, or designee, as applicable, shall
terminate by delivering to the Contractor a Notice of Termination specifying the
extent of termination and the effective date thereof, which shall be no less than
fifteen (15) days from the Notice of Termination date.

b) After receipt of a Notice of Termination, and except as directed by the State, the
Contractor shall immediately stop work as specified in the Notice of Termination,
regardless of any delay in determining or adjusting any amounts due under this clause.

c) After termination, the Contractor shall submit a final termination settlement proposal
to the State in the form and with the information prescribed by the State except that
in no instance shall the Contractor seek nor will the State pay for Services not
utilized or costs not specified on an order for Services regardless of Contractors’
liability or costs for materials, equipment, Software, facilities, or sub- contracts. The
Contractor shall submit the proposal promptly, but no later than thirty (30) days after
the effective date of termination, unless a different time is provided in the Statement
of Work or in the Notice of Termination.

d) The Contractor and the State may agree upon the whole or any part of the
amount to be paid or refunded as requested under subsection (c) above;

e) Unless otherwise set forth in the Statement of Work, if the Contractor and the
State fail to agree on the amount to be paid because of the termination for
convenience.

i. The State will pay the Contractor the Contract price for Services accepted
or utilized by the State; provided that in no event will total payments
exceed the amount payable to the Contractor if the Contract had been
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fully performed.

f) The Contractor will use generally accepted accounting principles, or accounting
principles otherwise agreed to in writing by the parties, and sound business
practices in determining all costs claimed, agreed to, or determined under this
clause.

17. TERMINATION FOR DEFAULT:

a) The State may, subject to the clause titled “18. Force Majeure”, by written notice of
default to the Contractor, terminate this Contract in whole or in part if the Contractor
fails to:

i. Perform the Services within the time specified in the Contract or any
amendment thereto;

i. Make progress, so that the lack of progress endangers performance of this
Contract; or

i. Perform any of the other provisions of this Contract.

b) The State’s right to terminate this Contract under subsection a) above, may be
exercised only if the failure constitutes a material breach of this Contract and if the
Contractor does not cure such failure within the time frame stated in the State’s
cure notice, which in no event will be less than thirty (30) days, unless

otherwise provided.

c) Both parties, State and Contractor, upon any termination for default, have a duty to
mitigate the damages suffered by it. The State shall pay Contract price for
completed and accepted Deliverables and Services.

d) The rights and remedies of the State in this clause are in addition to any other rights
and remedies provided by law or under this Contract, and are subject to the clause
titted “20. Limitation of Liability.”

18. FORCE MAJEURE:

Except for defaults of subcontractors at any tier, and any Contractor responsibilities
concerning disaster recovery and/or business continuity, the Contractor shall not be
liable for any excess costs if the failure to perform the Contract arises from causes
beyond the control and without the fault or negligence of the Contractor. Examples of
such causes include, but are not limited to:

a) Acts of God or of the public enemy, and
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b) Acts of the federal or State government in either its sovereign or contractual
capacity.

If the failure to perform is caused by the default of a subcontractor at any tier, and if the
cause of the default is beyond the control of both the Contractor and subcontractor, and
without the fault or negligence of either, the Contractor shall not be liable for any excess
costs for failure to perform.

19.RIGHTS AND REMEDIES OF STATE FOR DEFAULT:

a) In the event of the termination of the Contract, either in whole or in part, by reason
of default or breach by the Contractor, any subsequent loss or damage sustained
by the State in procuring any Deliverables or Services which the Contractor
agreed to supply shall be borne and paid for by the Contractor (but subject to the
clause entitled “Limitation of Liability”); and

b) The State reserves the right to offset the reasonable cost of all damages caused to
the State against any outstanding invoices or amounts owed to the Contractor or to
make a claim against the Contractor therefore.

20.LIMITATION OF LIABILITY:

a) Except as may be otherwise approved by the Department of General Services
Deputy Director, Procurement Division or their designee, or the Department of
Technology, Deputy Director, Statewide Technology Procurement, or designee, as
applicable, Contractor’s liability for damages to the State for any cause whatsoever,
and regardless of the form of action, whether in Contract or in tort, shall be limited to
the Purchase Price. For purposes of this subsection a), “Purchase Price” will mean the
aggregate Contract price; except that, with respect to a Contract under which multiple
purchase orders will be issued (e.g., a Master Agreement or Multiple Award Schedule
contract), “Purchase Price” will mean the total price of the purchase order for the
Deliverable(s) or Service(s) that gave rise to the loss, such that the Contractor will have a
separate limitation of liability for each purchase order.

b) The foregoing limitation of liability shall not apply:

i. to any liability under provisions herein entitled “Compliance with Statutes
and Regulations”;

i. to liability under provisions herein entitled “Patent, Copyright, and Trade
Secret Indemnity” or to any other liability (including without limitation
indemnification obligations) for infringement of third party intellectual
property rights;
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i. to claims arising under provisions herein calling for indemnification for third
party claims against the State for death, bodily injury to persons or damage
to real or tangible personal property caused by the Contractor’s negligence
or willful misconduct;

iv. to costs or attorney’s fees that the State becomes entitled to recover as a
prevailing party in any action; or

v. to direct costs of mitigation, remediation, and/or notification obligations set
forth in the SaaS Special Provisions, resulting from any Data Breach as
defined therein, and resulting from the Contractor’s failure to perform or
negligent acts of its personnel.

c) The State’s liability for damages for any cause whatsoever, and regardless of the
form of action, whether in Contract or in tort, shall be limited to the Purchase Price,
as that term is defined in subsection a) above. Nothing herein shall be construed to
waive or limit the State’s sovereign immunity or any other immunity from suit
provided by law.

d) IN NO EVENT WILL EITHER THE CONTRACTOR OR THE STATE BE LIABLE
FOR CONSEQUENTIAL, INCIDENTAL, INDIRECT, SPECIAL, OR PUNITIVE
DAMAGES, EVEN IF NOTIFICATION HAS BEEN GIVEN AS TO THE
POSSIBILITY OF SUCH DAMAGES, EXCEPT () TO THE EXTENT THAT THE
CONTRACTOR’S LIABILITY FOR SUCH DAMAGES IS SPECIFICALLY SET
FORTH IN THE STATEMENT OF WORK OR (Il) TO THE EXTENT THAT THE
CONTRACTOR’S LIABILITY FOR SUCH DAMAGES ARISES OUT OF
SUBSECTION b) (i), b)(ii), OR b)(iv) ABOVE.

21.INDEMNIFICATION:

The Contractor agrees to indemnify, defend and save harmless the State, its officers,
agents and employees from any and all third party claims, costs (including without
limitation reasonable attorneys’ fees), and losses due to the injury or death of any
individual, or the loss or damage to any real or tangible personal property, resulting
from the willful misconduct or negligent acts or omissions of the Contractor or any of its
affiliates, agents, subcontractors, employees, suppliers, or laborers furnishing or
supplying work, Services, materials, or supplies in connection with the performance of
this Contract. Such defense and payment will be conditional upon the following:

a) The State will notify the Contractor of any such claim in writing and tender the
defense thereof within a reasonable time; and

b) The Contractor will have sole control of the defense of any action on such claim
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and all negotiations for its settlement or compromise; provided that

i. when substantial principles of government or public law are involved, when
litigation might create precedent affecting future State operations or liability,
or when involvement of the State is otherwise mandated by law, the State
may participate in such action at its own expense with respect to attorneys’
fees and costs (but not liability);

i. where a settlement would impose liability on the State, affect principles of
California government or public law, or impact the authority of the State, the
Department of General Services or the Department of Technology, as
applicable, will have the right to approve or disapprove any settlement or
compromise, which approval will not unreasonably be withheld or delayed;
and

i. the State will reasonably cooperate in the defense and in any related
settlement negotiations.

22.INVOICES:

Unless otherwise specified, invoices shall be sent to the address set forth herein.
Invoices shall be submitted in triplicate and shall include the Contract number; release
order number (if applicable); item number; unit price, extended item price and invoice
total amount. State sales tax and/or use tax shall be itemized separately and added to
each invoice as applicable.

23.REQUIRED PAYMENT DATE:

Payment will be made in accordance with the provisions of the California Prompt
Payment Act, Government Code section 927 et. seq. Unless expressly exempted by
statute, the Act requires State agencies to pay properly submitted, undisputed invoices
not more than forty-five (45) days after:

a) the date of acceptance of Deliverables or performance of Services; or
b) receipt of an undisputed invoice, whichever is later.
24. TAXES:
Unless otherwise required by law:
a) the State of California is exempt from Federal excise taxes; and

b) the State will only pay for any applicable State or local sales or use taxes on the
services rendered or Goods supplied to the State pursuant to this Contract.
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25.CONTRACT MODIFICATION:

a)

b)

No amendment or variation of the terms of this Contract shall be valid unless made
in writing, signed by the parties and approved as required. No oral understanding or
agreement not incorporated in the Contract is binding on any of the parties.

Notwithstanding subsection a) above, service agreements may be modified by
Contractor from time to time, but any such modifications will not degrade the
functionality or security features of the SaaS. Service agreements shall be subject
to section 11(f) Order of Precedence.

26. CONFIDENTIALITY OF DATA:

a)

All Customer Data made available to the Contractor in order to carry out this
Contract, or which become available to the Contractor in carrying out this Contract,
shall be protected by the Contractor from unauthorized use and disclosure by use of
the same or more effective confidentiality requirements as are applicable to the
State. The identification of all such confidential data and information as well as the
State's confidentiality requirements for protection of such data and information from
unauthorized use and disclosure shall be provided by the State in writing to the
Contractor. If the methods and procedures employed by the Contractor for the
protection of the Contractor's data and information are deemed by the State to be
adequate for the protection of the State's confidential information, such methods and
procedures may be used, with the written consent of the State, to carry out the intent
of this paragraph. Any additional requirements to ensure confidentiality of data shall
be set forth in the SOW. The Contractor shall not be required under the provisions of
this paragraph to keep confidential any data or information which is or becomes
publicly available, is already rightfully in the Contractor's possession without
obligation of confidentiality, is independently developed by the Contractor outside the
scope of this Contract, or is rightfully obtained from third parties. Contractor shall
sign a security and confidentiality statement. Contractor is responsible for

all Contractor personnel assigned to this Contract and will have appropriate
agreements in place to enable Contractor to meet its obligations hereunder.

The parties acknowledge information transmitted by the State to the Contractor
and/or Service Provider may inadvertently contain Federal Tax Information (FTI).
The State will use all reasonable efforts to prevent the transmittal of FTI to
Contractor and/or Service Provider under this Contract. The State further
acknowledges that the Contractor and/or Service Provider does not require any
“access” to, or “receipt” or “storage” of FTI to perform the Services under the
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Contract. The Contractor and/or Service Provider further acknowledges that
Contractor and/or Service Provider shall not knowingly access or permit access to
such FTI, unless directed by the State. Access to FTI is out-of-scope of the
Services. To the extent that Contractor’s and/or Service Provider’'s access to FTl is
“‘incidental” to Contractor’s provision of Services, it is the parties’ view that such
incidental exposure should not legally subject Contractor and/or Service Provider to
the Internal Revenue Service (IRS) requirements set forth in IRS Publication 1075,
section 11.2. If, however, the IRS ultimately takes a contrary position, and
determines that Contractor, Service Provider and/or the State should have
nevertheless complied with the requirements of IRS Publication 1075, the parties
will immediately commence an evaluation of the feasibility of continued performance
under the Contract.

27.NEWS RELEASES:

Unless otherwise exempted, news releases, endorsements, advertising, and social media
content pertaining to this Contract shall not be made without prior written approval of the
Department of General Services.

28.DOCUMENTATION:

The Contractor agrees to provide to the State, at no charge, all Documentation as
described within the Statement of Work, and updated versions thereof, which are
necessary or useful to the State in its use of the equipment, Services, or Software
provided hereunder. The Contractor agrees to provide additional Documentation at prices
not in excess of charges made by the Contractor to its other customers for similar
Documentation.

29.RIGHTS IN WORK PRODUCT:

a) Allinventions, discoveries, intellectual property, technical communications and
records originated or prepared by the Contractor pursuant to this Contract including
papers, reports, charts, customized software, and other Documentation or
improvements thereto, and including the Contractor’s administrative
communications and records relating to this Contract (collectively, the “Work
Product”), shall be the Contractor’s exclusive property. The provisions of this

subsection “a)” may be revised in a Statement of Work.

b) Software, other components of SaaS, and materials developed or otherwise
obtained by or for the Contractor or its affiliates independently of this Contract or
applicable purchase order (“Pre-Existing Materials”) do not constitute Work Product.
If the Contractor creates derivative works of Pre-Existing Materials, the elements of
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such derivative works created pursuant to this Contract constitute Work Product,
but other elements do not. Nothing in this Section 29 will be construed to interfere
with the Contractor’s or its affiliates’ ownership of Pre- Existing Materials.

c) The State will have Government Purpose Rights to the Work Product as Deliverable
or delivered to the State hereunder. “Government Purpose Rights” are the
unlimited, irrevocable, worldwide, perpetual, royalty-free, non-exclusive rights and
licenses to use, modify, reproduce, perform, release, display, create derivative
works from, and disclose the Work Product. “Government Purpose Rights” also
include the right to release or disclose the Work Product outside the State for any
State government purpose and to authorize recipients to use, modify, reproduce,
perform, release, display, create derivative works from, and disclose the Work
Product for any State government purpose. Such recipients of the Work Product
may include, without limitation, State contractors, California local governments, the
U.S. federal government, and the state and local governments of other states.
“‘Government Purpose Rights” do not include any rights to use, modify, reproduce,
perform, release, display, create derivative works from, or disclose the Work
Product for any commercial purpose. This subsection and the rights thereunder may
be modified as required for federally funded SaaS pursuant to federal law or
regulations, including, but not limited to, 7 CFR 277.18 and 45 CFR 95.617.

d) The ideas, concepts, know-how, or techniques relating to data processing,
developed during the course of this Contract by the Contractor or jointly by the
Contractor and the State, may be used by either party without obligation of notice or
accounting.

e) This Contract shall not preclude the Contractor from developing materials outside this
Contract that are competitive, irrespective of their similarity to materials which might
be delivered to the State pursuant to this Contract.

30. SOFTWARE LICENSE:

A Service may require the use of Software Products to facilitate use of the Service.
Unless otherwise specified in the Statement of Work, the Contractor hereby grants to the
State and the State accepts from the Contractor, subject to the terms and conditions of
this Contract, a royalty-free, non-exclusive license to use the Software
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Products in this Contract. The State may use the Software Products only in connection
with use of the Service and according to any licensing terms if specified in a Statement
of Work or otherwise in the Contract. Acceptance of Software (including third party
Software) will be governed by the terms and conditions of this Contract.

31.PROTECTION OF PROPRIETARY SOFTWARE AND OTHER PROPRIETARY
DATA:

a) The State agrees that all material appropriately marked or identified in writing as
proprietary and furnished hereunder by the Contractor are provided for the State’s
exclusive use for the purposes of this Contract only. All such proprietary data shall
remain the property of the Contractor. The State agrees to take all reasonable steps
to ensure that such proprietary data are not disclosed to others, without prior written
consent of the Contractor, subject to the California Public Records Act, or other
lawful process (e.g., in response to a subpoena);

b) The State will ensure, prior to disposing of any media, that any licensed materials
contained thereon have been erased or otherwise destroyed; and

c) The State agrees that it will take appropriate action by instruction, agreement or
otherwise with its employees or other persons permitted access to proprietary data
to satisfy its obligations in this Contract with respect to use, copying, modification,
protection and security of proprietary materials and data, subject to the California
Public Records Act and other applicable law.

32.FUTURE RELEASES:

Unless otherwise specifically provided in the Statement of Work, if improved versions
(e.g., patches, bug fixes, updates or releases) or upgrades of any SaaS versions or
Software Product are developed by the Contractor, and are made available to other
customers, they will be made available to the State at no additional cost only if such are
made available to other customers at no additional cost.

33.ENCRYPTION AND AUTHORIZATION KEYS:

Upon initiation of Service, Contractor will provide all encryption and authorization keys
required by the State to operate or access the Software Products or Services.

34.PATENT, COPYRIGHT AND TRADE SECRET INDEMNITY:

a) Contractor will indemnify, defend, and save harmless the State, its officers, agents,
and employees, from any and all third party claims, costs (including without limitation
reasonable attorneys’ fees), and losses for infringement or violation of any U.S.
Intellectual Property Right by any product or service provided hereunder. With
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respect to claims arising from Software manufactured by a third party and sold by
Contractor as a reseller, Contractor will pass through to the State such indemnity rights as it
receives from such third party (“Third Party Obligation”) and will cooperate in enforcing
them; provided that if the third party manufacturer fails to honor the Third Party Obligation,
Contractor will provide the State with indemnity protection equal to that called for by the
Third Party Obligation, but in no event greater than that called for in the first sentence of this
Section).

Unless a Third Party Obligation provides otherwise, the defense and payment
obligations set forth in this Section will be conditional upon the following:

i. The State will notify the Contractor of any such claim in writing and
tender the defense thereof within a reasonable time; and

i. The Contractor will have sole control of the defense of any action on such
claim and all negotiations for its settlement or compromise; provided that
(a) when substantial principles of government or public law are involved,
when litigation might create precedent affecting future State operations or
liability, or when involvement of the State is otherwise mandated by law, the
State may participate in such action at its own expense with respect to
attorneys’ fees and costs (but not liability); (b) where a settlement would
impose liability on the State, affect principles of California government or
public law, or impact the authority of the State, the Department of General
Services or the Department of Technology, as applicable, will have the right
to approve or disapprove any settlement or compromise, which approval will
not unreasonably be withheld or delayed; and (c) the State will reasonably
cooperate in the defense and in any related settlement negotiations.

b) Should the Software Products or Services, or the operation thereof, become, or in

the Contractor's opinion are likely to become, the subject of a claim of infringement
or violation of a U.S. Intellectual Property Right, the State shall, subject to prior
approval, permit the Contractor, at its option and expense, either to procure for the
State the right to continue using the Services, or to replace or modify the same so
that they become non-infringing. If none of these options can reasonably be taken, or
if the use of such Services by the State shall be prevented by injunction, the State
shall then have the option of terminating this Contract, or applicable portions thereof,
without penalty or termination charge and the Contractor shall refund any sums the
State has paid the Contractor less any reasonable amount for use or damage.

The Contractor shall have no liability to the State under any provision of this clause
with respect to any claim of patent, copyright or trade secret infringement
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d)

which is based upon:

i. The combination or utilization of Deliverables furnished hereunder with
Goods or Software not made or furnished by the Contractor; or

i. The combination or utilization of Software or Services not made or
furnished by the Contractor, and introduced into the States computing
environment; or

i. The modification initiated by the State, or a third party at the State’s
direction, of any Software or Service furnished hereunder; or

iv. The combination or utilization of Software furnished hereunder with non-
Contractor supplied Software.

The Contractor certifies that it has appropriate systems and controls in place to
ensure that State funds will not be used in the performance of this Contract for the
acquisition, operation or maintenance of Software in violation of any U.S.
Intellectual Property laws.

35.DISPUTES:

a)

The parties shall deal in good faith and attempt to resolve potential disputes
informally. If the dispute persists, the Contractor shall submit to the contracting
Department Director or designee a written demand for a final decision regarding the
disposition of any dispute between the parties arising under, related to or involving
this Contract. Contractor’s written demand shall be fully supported by factual
information, and if such demand involves a cost adjustment to the Contract, the
Contractor shall include with the demand a written statement signed by an
authorized person indicating that the demand is made in good faith, that the
supporting data are accurate and complete and that the amount requested
accurately reflects the Contract adjustment for which Contractor believes the State is
liable. The contracting Department Director or designee shall have thirty (30) days
after receipt of Contractor’s written demand invoking this Section “Disputes” to
render a written final decision. If a written decision is not rendered within thirty (30)
days after receipt of the Contractor’'s demand, it shall be deemed a final decision
adverse to the Contractor’s contention.

Pending the final resolution of any dispute arising under, related to or involving this
Contract, Contractor agrees to diligently proceed with the performance of this
Contract, including the delivery of Goods or providing of Services in accordance with
the State’s instructions regarding this Contract. Contractor’s failure to diligently
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proceed in accordance with the State’s instructions regarding this Contract shall be
considered a material breach of this Contract.

c) Any final decision of the State shall be expressly identified as such, shall be
inwriting, and shall be signed by the contracting Department Director, or designee. The
State’s final decision shall be conclusive and binding regarding the dispute unless the
Contractor commences an action in a court of competent jurisdiction to contest such
decision within ninety (90) days following the date of the final decision or one (1) year
following the accrual of the cause of action, whichever is later.

d) For disputes involving purchases made by the Department of General Services,
Procurement Division, the Contractor shall submit to the Department Director or
designee a written demand for a final decision, which shall be fully supported in the
manner described in subsection a) above. The Department Director or designee
shall have thirty (30) days to render a final decision. If a final decision is not rendered
within thirty (30) days after receipt of the Contractor’'s demand, it shall be deemed a
final decision adverse to the Contractor’s contention. The final decision shall be
conclusive and binding regarding the dispute unless the Contractor commences an
action in a court of competent jurisdiction to contest such decision within ninety (90)
days following the date of the final decision or one (1) year following the accrual of
the cause of action, whichever is later.

e) The dates of decision in this section may be modified by mutual consent, as
applicable, excepting the time to commence an action in a court of competent
jurisdiction.

36.STOP WORK:

a) The State may, at any time, by written Stop Work Order to the Contractor, require the
Contractor to stop all, or any part, of the called for by this Contract in the Statement
of Work for a period up to forty-five (45) days after the Stop Work Order is delivered
to the Contractor, and for any further period to which the parties may agree. The
Stop Work Order shall be specifically identified as such and shall indicate it is issued
under this clause. Upon receipt of the Stop Work Order, the Contractor shall
immediately comply with its terms and take all reasonable steps to minimize the
incurrence of costs allocable to the work covered by the Stop Work Order during the
period of work stoppage. Within a period of forty-five (45) days after a Stop Work
Order is delivered to the Contractor, or within any extension of that period to which
the parties shall have agreed, the State shall either:

i. Cancel the Stop Work Order; or
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i. Terminate the work covered by the Stop Work Order as provided for in the
Termination for Default or the Termination for Convenience clause of this
Contract.

b) If a Stop Work Order issued under this clause is canceled or the period of the

Stop Work Order or any extension thereof expires, the Contractor shall resume
work. The State shall make an equitable adjustment in the delivery schedule, the
Contract price, or both, and the Contract shall be modified, in writing, accordingly, if:

i. The Stop Work Order results in an increase in the time required for, or in the
Contractor’s cost properly allocable to the performance of any part of this
Contract; and

i. The Contractor asserts its right to an equitable adjustment within sixty
(60) days after the end of the period of work stoppage; provided, that if the
State decides the facts justify the action, the State may receive and act
upon a proposal submitted at any time before final payment under this
Contract.

c) If a Stop Work Order is not canceled and the work covered by the Stop Work Order
is terminated in accordance with the provision entitled Termination for the
Convenience of the State, the State shall allow reasonable costs resulting from the
Stop Work Order in arriving at the termination settlement.

d) The State shall not be liable to the Contractor for loss of profits because of a
Stop Work Order issued under this clause.

37.EXAMINATION AND AUDIT:

The Contractor agrees that the State or its designated representative shall have the
right to review and copy any records and supporting documentation directly
pertaining to performance of this Contract. The Contractor agrees to maintain such
records for possible audit for a minimum of three (3) years after final payment, unless
a longer period of records retention is stipulated. The Contractor agrees to allow the
auditor(s) access to such records during normal business hours and in such a
manner so as to not interfere unreasonably with normal business activities and to
allow interviews of any employees or others who might reasonably have information
related to such records. Further, the Contractor agrees to include a similar right of the
State to audit records and interview staff in any subcontract related to performance of
this Contract. The State shall provide reasonable advance written notice of such
audit(s) to the Contractor.
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38.FOLLOW-ON CONTRACTS:

a) If the Contractor or its affiliates provides Technical Consulting and Direction (as
defined below), the Contractor and its affiliates:

i. will not be awarded a subsequent Contract to supply the service or system,
or any significant component thereof, that is used for or in connection with
any subject of such Technical Consulting and Direction;

and

i. ~will not act as consultant to any person or entity that does receive a
Contract described in subsection (I). This prohibition will continue for one
(1) year after termination of this Contract or completion of the Technical
Consulting and Direction, whichever comes later.

b) “Technical Consulting and Direction” means services for which the Contractor
received compensation from the State and includes:

i. development of or assistance in the development of work statements,
specifications, solicitations, feasibility studies, or project approval
documentation;

i. development or design of test requirements;
ii. evaluation of test data;
iv. direction of or evaluation of another Contractor;

v. provision of formal recommendations regarding the acquisition of
Information Technology products or services; or

vi. provisions of formal recommendations regarding any of the above. For
purposes of this Section, “affiliates” are employees, directors, partners, joint
venture participants, parent corporations, subsidiaries, or any other entity
controlled by, controlling, or under common control with the Contractor.
Control exists when an entity owns or directs more than fifty percent (50%)
of the outstanding shares or securities representing the right to vote for the
election of directors or other managing authority.

c) To the extent permissible by law, the Director of the Department of General
Services, or designee, may waive the restrictions set forth in this Section by written
notice to the Contractor if the Director determines their application would not be in
the State’s best interest. Except as prohibited by law, the restrictions of this Section
will not apply:
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i. to follow-on advice given by vendors of commercial off-the-shelf products,
including Software and Hardware, on the operation, integration, repair, or
maintenance of such products after sale; or

i. where the State has entered into a master agreement for Software or
services and the scope of work at the time of Contract execution expressly
calls for future recommendations among the Contractor’'s own products.

d) The restrictions set forth in this Section are in addition to conflict of interest
restrictions imposed on public contractors by California law (“Conflict Laws”). In

the event of any inconsistency, such Conflict Laws override the provisions of this
Section, even if enacted after execution of this Contract.

39.PRIORITY HIRING CONSIDERATIONS:

If this Contract includes services in excess of $200,000, the Contractor shall give priority
consideration in filling vacancies in positions funded by the Contract to qualified
recipients of aid under Welfare and Institutions Code section 11200 in accordance with
PCC section 10353.

40. COVENANT AGAINST GRATUITIES:

The Contractor warrants that no gratuities (in the form of entertainment, gifts, or
otherwise) were offered or given by the Contractor, or any agent or representative of the
Contractor, to any officer or employee of the State with a view toward securing the
Contract or securing favorable treatment with respect to any determinations concerning
the performance of the Contract. For breach or violation of this warranty, the State shall
have the right to terminate the Contract, either in whole or in part and any loss or
damaged sustained by the State in procuring on the open market any items which the
Contractor agreed to supply shall be borne and paid for by the Contractor. The rights
and remedies of the State provided in this clause shall not be exclusive and are in
addition to any other rights and remedies provided in law or equity.

41.NONDISCRIMINATION CLAUSE:

a) During the performance of this Contract, the Contractor and its subcontractors shall
not unlawfully discriminate, harass or allow harassment, against any employee or
applicant for employment because of sex, sexual orientation, race, color, ancestry,
religious creed, national origin, disability (including HIV and AIDS), medical condition
(cancer), age, marital status, and denial of family care leave. The Contractor and
subcontractors shall ensure that the evaluation and treatment of their employees
and applicants for employment are free from such discrimination and harassment.
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b)

The Contractor and subcontractors shall comply with the provisions of the Fair
Employment and Housing Act (Government Code, section 12990 et seq.) and the
applicable regulations promulgated thereunder (California Code of Regulations, Title
2, section 7285.0 et seq.). The applicable regulations of the Fair Employment and
Housing Commission implementing Government Code section 12990 (a-f), set forth
in Chapter 5 of Division 4 of Title 2 of the California Code of Regulations are
incorporated into this Contract by reference and made a part hereof as if set forth in
full. The Contractor and its subcontractors shall give written notice of their
obligations under this clause to labor organizations with which they have a collective
bargaining or other agreement; and

The Contractor shall include the nondiscrimination and compliance provisions of this
clause in all subcontracts to perform work under the Contract.

42. NATIONAL LABOR RELATIONS BOARD CERTIFICATION:

The Contractor swears under penalty of perjury that no more than one final, unappealable
finding of contempt of court by a federal court has been issued against the Contractor
within the immediately preceding two-year period because of the Contractor’s failure to
comply with an order of the National Labor Relations Board. This provision is required by,
and shall be construed in accordance with, PCC section 10296.

43.ASSIGNMENT OF ANTITRUST ACTIONS:

Pursuant to Government Code sections 4552, 4553, and 4554, the following provisions
are incorporated herein:

a)

In submitting a bid to the State, the supplier offers and agrees that if the bid is
accepted, it will assign to the State all rights, title, and interest in and to all causes of
action it may have under section 4 of the Clayton Act (15 U.S.C. 15) or under the
Cartwright Act (Chapter 2, commencing with section 16700, of Part 2 of Division 7 of
the Business and Professions Code), arising from purchases of Goods, material or
other items, or services by the supplier for sale to the State pursuant to the
solicitation. Such assignment shall be made and become effective at the time the
State tender’s final payment to the supplier;

If the State receives, either through judgment or settlement, a monetary recovery for
a cause of action assigned under this chapter, the assignor shall be entitled to
receive reimbursement for actual legal costs incurred and may, upon demand,
recover from the State any portion of the recovery, including treble damages,
attributable to overcharges that were paid by the assignor but were not paid by the
State as part of the bid price, less the expenses incurred in obtaining that portion of
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the recovery; and

¢) Upon demand in writing by the assignor, the assignee shall, within one year from
such demand, reassign the cause of action assigned under this part if the assignor
has been or may have been injured by the violation of law for which the cause of
action arose and:

i. the assignee has not been injured thereby, or
i. the assignee declines to file a court action for the cause of action.
44. DRUG-FREE WORKPLACE CERTIFICATION:

The Contractor certifies under penalty of perjury under the laws of the State of California
that the Contractor will comply with the requirements of the Drug-Free

Workplace Act of 1990 (Government Code section 8350 et seq.) and will provide a
drug-free workplace by taking the following actions:

a) Publish a statement notifying employees that unlawful manufacture, distribution,
dispensation, possession, or use of a controlled substance is prohibited and
specifying actions to be taken against employees for violations, as required by
Government Code section 8355(a);

b) Establish a Drug-Free Awareness Program as required by Government Code
section 8355(b) to inform employees about all of the following:

i. the dangers of drug abuse in the workplace;

i. the person's or organization's policy of maintaining a drug-free
workplace;

i. any available counseling, rehabilitation and employee assistance
programs; and,

iv. penalties that may be imposed upon employees for drug abuse
violations.

c) Provide, as required by Government Code section 8355(c), that every employee
who works on the proposed or resulting Contract:

i. will receive a copy of the company's drug-free policy statement; and

i. will agree to abide by the terms of the company's statement as a
condition of employment on the Contract.
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45.FOUR-DIGIT DATE COMPLIANCE:

Contractor warrants that it will provide only Four-Digit Date Compliant (as defined below)
Deliverables and Services to the State. “Four-Digit Date Compliant” Deliverables and
Services can accurately process, calculate, compare, and sequence date data, including
without limitation date data arising out of or relating to leap years and changes in
centuries. This warranty and representation is subject to the warranty terms and
conditions of this Contract and does not limit the generality of warranty obligations set
forth elsewhere herein.

46. SWEATFREE CODE OF CONDUCT:

a) Contractor declares under penalty of perjury that no equipment, materials, or
supplies furnished to the State pursuant to the Contract have been produced in
whole or in part by sweatshop labor, forced labor, convict labor, indentured labor
under penal sanction, abusive forms of child labor or exploitation of children in
sweatshop labor, or with the benefit of sweatshop labor, forced labor, convict labor,
indentured labor under penal sanction, abusive forms of child labor or

exploitation of children in sweatshop labor. The Contractor further declares under
penalty of perjury that they adhere to the Sweat free Code of Conduct as set forth
on the California Department of Industrial Relations website located at
www.dir.ca.gov, and Public Contract Code section 6108; and

b) The Contractor agrees to cooperate fully in providing reasonable access to its
records, documents, agents or employees, or premises if reasonably required by
authorized officials of the State, the Department of Industrial Relations, or the
Department of Justice to determine the Contractor’s compliance with the
requirements under paragraph (a).

47.RECYCLED CONTENT REQUIREMENTS:
The Contractor shall certify in writing under penalty of perjury, the minimum, if not exact,
percentage of post-consumer material (as defined in the Public Contract Code (PCC)
section 12200-12209), in products, materials, goods, or supplies offered or sold to the
State that fall under any of the statutory categories regardless of whether the product
meets the requirements of Section 12209. The certification shall be provided by the
contractor, even if the product or good contains no post-consumer recycled material, and
even if the post-consumer content is unknown. With respect to printer or duplication
cartridges that comply with the requirements of section12156(e), the certification required
by this subdivision shall specify that the cartridges so comply (PCC 12205 (b)(2)). A state
agency contracting officer may waive the certification requirements if the percentage of
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post-consumer material in the products, materials, goods, or supplies can be verified in a
written advertisement, including, but not limited to, a product label, a catalog, or a
manufacturer or vendor Internet web site.

Contractors are to use, to the maximum extent economically feasible in the performance
of the contract work, recycled content products (PCC 12203(d)).

48.CHILD SUPPORT COMPLIANCE ACT:
For any Contract in excess of $100,000, the Contractor acknowledges in accordance with
PCC section 7110, that:

a) The Contractor recognizes the importance of child and family support obligations
and shall fully

b) comply with all applicable State and federal laws relating to child and family
support enforcement, including, but not limited to, disclosure of information and
compliance with earnings assignment orders, as provided in Chapter 8
(commencing with section 5200) of Part 5 of Division 9 of the Family Code; and

c) The Contractor, to the best of its knowledge, is fully complying with the earnings
assignment orders of all employees and is providing the names of all new

employees to the New Hire Registry maintained by the California Employment Development

Department.
49. AMERICANS WITH DISABILITIES ACT AND PUBLIC WEBSITE ACCESSIBILITY

a) The Contractor assures the State that the Contractor complies with the Americans
with Disabilities Act of 1990 (42 U.S.C. 12101 et seq.). The State is responsible for
ensuring that public websites are accessible to both the general public and that
internal electronic and Information Technology systems are accessible by state
employees, including persons with disabilities. Contractor shall assist the State in
meeting its responsibilities.

b) In accordance with Cal. Gov. Code section 7405(b), the Contractor shall have an
ongoing obligation to promptly respond to and resolve any complaint regarding
accessibility of its electronic and Information Technology products and Services that
is brought to the attention of the Contractor, pursuant to Section 7(e) above.

50.ELECTRONIC WASTE RECYCLING ACT OF 2003:

The Contractor certifies that it complies with the applicable requirements of the
Electronic Waste Recycling Act of 2003, Chapter 8.5, Part 3 of Division 30,
commencing with section 42460 of the Public Resources Code. The Contractor shall
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maintain documentation and provide reasonable access to its records and documents
that evidence compliance.

51.USE TAX COLLECTION:

In accordance with PCC section 10295.1, the Contractor certifies that it complies with
the requirements of section 7101 of the Revenue and Taxation Code.

Contractor further certifies that it will immediately advise the State of any change in its
retailer’s seller’s permit or certification of registration or applicable affiliate’s seller’s
permit or certificate of registration as described in subdivision (a) of PCC section
10295.1.

52.EXPATRIATE CORPORATIONS:

Contractor hereby declares that it is not an expatriate corporation or subsidiary of an
expatriate corporation within the meaning of PCC sections 10286 and 10286.1, and is
eligible to contract with the State.

53.DOMESTIC PARTNERS:

For contracts over $100,000 executed or amended after January 1, 2007, the Contractor
certifies that the Contractor is in compliance with Public Contract Code section 10295.3.

54. SMALL BUSINESS PARTICIPATION AND DVBE PARTICIPATION REPORTING
REQUIREMENTS:

a) If for this Contract, the Contractor made a commitment to achieve small business
participation, then the Department requires the Contractor upon completion of this Contract
(or within such other time period as may be specified elsewhere in this Contract) to report the
actual percentage of small business participation that was achieved. (Govt.
Code § 14841); and

b) If for this Contract, the Contractor made a commitment to achieve the disabled veteran
business enterprise (DVBE) participation goal, then, pursuant to Mil. & Vets. Code § 999.5(d),
upon completion of this Contract, the Department requires the Contractor to certify using the
Prime Contractor’s Certification - DVBE Subcontracting Report (STD 817), all of the following:

c) the total amount the prime Contractor received under the Contract;

d) the name, address, Contract number and certification ID number of the DVBE(s) that
participated in the performance of this Contract;

e) the amount and percentage of work the prime Contractor committed to provide to one or
more DVBE(s) under the requirement of the Contract and the total payment each DVBE
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received from the prime Contractor;

f) that all payments under the Contract have been made to the DVBE(s); and
g) the actual percentage of DVBE participation that was achieved. Upon request, the prime
Contractor shall provide proof of payment for the work.

If, for this Contract, Contractor made a commitment to achieve the DVBE participation goal, the
Department will withhold $10,000 from the final payment, or the full final payment if less than
$10,000, until the Contractor complies with the certification requirements above. A Contractor
that fails to comply with the certification requirement shall, after written notice, be allowed to
cure the defect. Notwithstanding any other law, if, after at least 15 calendar

days but not more than 30 calendar days from the date of written notice, the prime Contractor
refuses to comply with the certification requirements, the Department shall permanently deduct
$10,000 from the final payment, or the full payment if less than $10,000. (Mil. & Vets. Code §
999.7)

A person or entity that knowingly provides false information shall be subject to a civil penalty for
each violation. (Mil. & Vets. Code § 999.5(d); Govt. Code § 14841)

Contractor agrees to comply with the rules, regulations, ordinances, and statutes that apply to the
DVBE program as defined in Section 999 of the Mil. & Vets. Code, including, but not limited to, the
requirements of Section 999.5(d). (PCC Code § 10230)

55.LOSS LEADER:

It is unlawful for any person engaged in business within this state to sell or use any article
or product as a “loss leader” as defined in section 17030 of the Business and Professions
Code. (PCC 12104.5(b).).

56. EXECUTIVE ORDER N-6-22-RUSSIA SANCTIONS:

The Contractor shall comply with Executive Order N-6-22 (the EO) regarding Economic
Sanctions against Russia and Russian entities and individuals. “Economic Sanctions” refers
to sanctions imposed by the U.S. government in response to Russia’s actions in Ukraine,
as well as any sanctions imposed under state law. The EO directs state agencies to
terminate contracts with, and to refrain from entering any new contracts with, individuals or
entities that are determined to be a target of Economic Sanctions. Accordingly, should the
State determine Contractor is a target of Economic Sanctions or is conducting prohibited
transactions with sanctioned individuals or entities, that shall be grounds for termination of
this agreement. The State shall provide Contractor advance written notice of such
termination, allowing Contractor at least 30 calendar days to provide a written response.
Termination shall be at the sole discretion of the State.
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STATE MODEL
CLOUD COMPUTING SERVICES SPECIAL PROVISIONS

(Software as a Service)

THESE SPECIAL PROVISIONS ARE ONLY TO BE USED FOR SOFTWARE AS A SERVICE (SaaS), AS
DEFINED BELOW. THESE SPECIAL PROVISIONS ARE TO BE ATTACHED TO THE GENERAL PROVISIONS -
INFORMATION TECHNOLOGY AND SHOULD BE ACCOMPANIED BY, A STATEMENT OF WORK (SOW) AND
SERVICE LEVEL AGREEMENT (SLA). SECURITY REQUIREMENTS DESIGNATED IN THIS DOCUMENT ARE
ASSUMING A NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY (NIST) LOW CLASSIFICATION,
UNLESS OTHERWISE SET FORTH IN THE SOW. A HIGHER CLASSIFICATION MAY REQUIRE DIFFERENT
SECURITY REQUIREMENTS. STATE AGENCIES MUST FIRST:

A

B.

C.

CLASSIFY THEIR DATA PURSUANT TO THE CALIFORNIA STATE ADMINISTRATIVE MANUAL (SAM)
5305.5;

CONSIDER THE FACTORS TO BE TAKEN INTO ACCOUNT WHEN SELECTING A PARTICULAR
TECHNOLOGICAL APPROACH, IN ACCORDANCE WITH SAM 4981.1, 4983 AND 4983.1 AND THEN;
MODIFY THESE SPECIAL PROVISIONS THROUGH THE SOW AND/OR SLA TO MEET THE NEEDS OF
EACH ACQUISITION.

1. Definitions

a)

“Cloud Software as a Service (SaaS)” - The capability provided to the consumer is to use applications
made available by the provider running on a cloud infrastructure. The applications are accessible from
various client devices through a thin client interface such as a web browser (e.g., web-based email). The
consumer does not manage or control the underlying cloud infrastructure including network, servers,
operating systems, storage, or even individual application capabilities, with the possible exception of limited
user-specific application configuration settings.

“Cloud Platform as a Service (PaaS)’ - The capability provided to the consumer is to deploy onto the cloud
infrastructure consumer-created or acquired applications created using programming languages and tools
supported by the provider. The consumer does not manage or control the underlying cloud infrastructure
including network, servers, operating systems, or storage, but has control over the deployed applications
and possibly application hosting environment configurations.

“Cloud Infrastructure as a Service (laaS)’ - The capability provided to the consumer is to provision
processing, storage, networks, and other fundamental computing resources where the consumer is able to
deploy and run arbitrary software, which can include operating systems and applications. The consumer
does not manage or control the underlying cloud infrastructure but has control over operating systems;
storage, deployed applications, and possibly limited control of select networking components (e.g., host
firewalls).

“Data” - means any information, formulae, algorithms, or other content that the State, the State’s
employees, agents and end users upload, create or modify using the SaaS pursuant to this Contract. Data
also includes user identification information and metadata which may contain Data or from which the State’s
Data may be ascertainable.

“Data Breach” - means any access, destruction, loss, theft, use, modification or disclosure of Data by an
unauthorized party or that is in violation of Contract terms and/or applicable state or federal law.
‘Encryption” - Conversion of plaintext to ciphertext through the use of a Federal Information Processing
Standards (FIPS) validated cryptographic algorithm. [FIPS 140-2]

“‘Recovery Point Objective (RPO)” - means the point in time to which Data can be recovered and/or
systems restored when service is restored after an interruption. The Recovery Point Objective is expressed
as a length of time between the interruption and the most proximate backup of Data immediately preceding
the interruption. The RPO is detailed in the SLA.
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h) “Recovery Time Objective (RTO)” - means the period of time within which information technology services,
systems, applications and functions must be recovered following an unplanned interruption. The RTO is
detailed in the SLA.

Terms

2. SaaS AVAILABILITY: Unless otherwise stated in the Statement of Work,

a) The Saa$ shall be available twenty-four (24) hours per day, 365 days per year (excluding agreed-upon
maintenance downtime).

b) If SaaS monthly availability averages less than 99.9% (excluding agreed-upon maintenance downtime), the
State shall be entitled to recover damages, apply credits or use other contractual remedies as set forth in
the Statement of Work.

c) If SaaS monthly availability averages less than 99.9% (excluding agreed-upon maintenance downtime), for
three (3) or more months in a rolling twelve-month period, the State may terminate the contract for material
breach in accordance with the Termination for Default provision in the General Provisions - Information
Technology.

d) Contractor shall provide advance written notice to the State in the manner set forth in the Statement of Work
of any major upgrades or changes that will affect the SaaS availability.

3. DATA AVAILABILITY: Unless otherwise stated in the Statement of Work,

a) The Data shall be available twenty-four (24) hours per day, 365 days per year (excluding agreed-upon
maintenance downtime).

b) If Data monthly availability averages less than 99.9% (excluding agreed-upon maintenance downtime), the
State shall be entitled to recover damages, apply credits or use other contractual remedies as set forth in
the Statement of Work if the State is unable to access the Data as a result of:

1) Acts or omission of Contractor;

2) Acts or omissions of third parties working on behalf of Contractor;

3) Network compromise, network intrusion, hacks, introduction of viruses, disabling devices, malware
and other forms of attack that can disrupt access to Contractor’'s server, to the extent such attack
would have been prevented by Contractor taking reasonable industry standard precautions;

4) Power outages or other telecommunications or Internet failures, to the extent such outages were
within Contractor’s direct or express control.

c) |f Data monthly availability averages less than 99.9% (excluding agreed-upon maintenance downtime), for
three (3) or more months in a rolling twelve-month period, the State may terminate the contract for material
breach in accordance with the Termination for Default provision in the General Provisions — Information
Technology.

4. SaaS and DATA SECURITY:
a) Inaddition to the Compliance with Statutes and Regulations provision set forth in the General Provisions —
Information Technology, Contractor shall certify to the State:
1) The sufficiency of its security standards, tools, technologies and procedures in providing SaaS
under this Contract;
2) Compliance with the following:
i. The California Information Practices Act (Civil Code Sections 1798 et seq.);
ii. Current NIST special publications 800-171 Protecting Controlled Unclassified Information in
Nonfederal Information Systems and Organizations. Third party audit results and Contractor's
plan to correct any negative findings shall be made available to the State upon request ;
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jii. Undergo an annual Statement on Standards for Attestation Engagements (SSAE) No. 16
Service Organization Control (SOC) 2 Type Il audit. Third party audit results and Contractor’s
plan to correct any negative findings and implementation progress reports shall be made
available to the State upon request; and

iv. Privacy provisions of the Federal Privacy Act of 1974;

3) Compliance with industry standards and guidelines applicable to the SaaS services being provided.
Relevant security provisions may include, but are not limited to: Health Insurance Portability and
Accountability Act of 1996, IRS 1075, Health Information Technology for Economic and Clinical
(HITECH) Act, Criminal Justice Information Services (CJIS) Security Policy, Social Security
Administration (SSA) Electronic Information Exchange Security Requirements, and the Payment
Card Industry (PCI) Data Security Standard (DSS) as well as their associated Cloud Computing
Guidelines.

b) Contractor shall implement and maintain all appropriate administrative, physical, technical and procedural
safeguards in accordance with section a) above at all times during the term of this Contract to secure such
Data from Data Breach, protect the Data and the SaaS from hacks, introduction of viruses, disabling
devices, malware and other forms of malicious or inadvertent acts that can disrupt the State’s access to its
Data.

c) Contractor shall allow the State reasonable access to SaaS security logs, latency statistics, and other
related SaaS security data that affect this Contract and the State’s Data, at no cost to the State.

d) Contractor assumes responsibility for the security and confidentiality of the Data under its control.

e) No Data shall be copied, modified, destroyed or deleted by Contractor other than for normal operation or
maintenance of SaaS during the Contract period without prior written notice to and written approval by the
State.

f)  Remote access to Data from outside the continental United States, including remote access to Data by
authorized SaaS support staff in identified support centers, is prohibited unless approved in advance in
writing by:

1) the Agency Information Security Officer, with written notice to the State Chief Information Security
Officer, or

2) in the absence of an Agency Information Security Officer, the State Chief Information Security
Officer.

5. ENCRYPTION: Confidential, sensitive or personal information shall be encrypted in accordance with California
State Administrative Manual 5350.1 and California Statewide Information Management Manual 5305-A.

6. DATA LOCATION: Unless otherwise stated in the Statement of Work and approved in advance in writing by:
1) the Agency Information Security Officer, with written notice to the State Chief Information Security
Officer, or
2) in the absence of an Agency Information Security Officer, the State Chief Information Security
Officer,
the physical location of Contractor’s data center where the Data is stored shall be within the continental United
States.

7. RIGHTS TO DATA: The parties agree that as between them, all rights, including all intellectual property rights, in
and to Data shall remain the exclusive property of the State, and Contractor has a limited, non-exclusive license to
access and use the Data as provided to Contractor solely for performing its obligations under the Contract. Nothing
herein shall be construed to confer any license or right to the Data, including user tracking and exception Data within
the system, by implication, estoppel or otherwise, under copyright or other intellectual property rights, to any third
party. Unauthorized use of Data by Contractor or third parties is prohibited. For the purposes of this requirement,
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the phrase “unauthorized use” means the data mining or processing of data, stored or transmitted by the service, for
unrelated commercial purposes, advertising or advertising-related purposes, or for any other purpose other than
security or service delivery analysis that is not explicitly authorized.

8. TRANSITION PERIOD:

f)

Unless otherwise stated in the SOW, for ninety (90) days prior to the expiration date of this Contract, or
upon notice of termination of this Contract, Contractor shall assist the State in extracting and/or transitioning
all Data in the format determined by the State (“Transition Period”).

The Transition Period may be modified in the SOW or as agreed upon in writing by the parties in a contract
amendment.

During the Transition Period, SaaS and Data access shall continue to be made available to the State
without alteration.

Contractor agrees to compensate the State for damages or losses the State incurs as a result of
Contractor's failure to comply with this section in accordance with the Limitation of Liability provision set
forth in the General Provisions - Information Technology.

Unless otherwise stated in the SOW, the Contractor shall permanently destroy or render inaccessible any
portion of the Data in Contractor’s and/or subcontractor’s possession or control following the expiration of all
obligations in this section. Within thirty (30) days, Contractor shall issue a written statement to the State
confirming the destruction or inaccessibility of the State’s Data.

The State at its option, may purchase additional transition services as agreed upon in the SOW.

9. DATA BREACH: Unless otherwise stated in the Statement of Work,

a)

Upon discovery or reasonable belief of any Data Breach, Contractor shall notify the State by the fastest
means available and also in writing, with additional notification provided to the Chief Information Security
Officer or designee of the contracting agency. Contractor shall provide such notification within forty-eight
(48) hours after Contractor reasonably believes there has been such a Data Breach. Contractor’s
notification shall identify:

1) The nature of the Data Breach;

2) The Data accessed, used or disclosed;

3) The person(s) who accessed, used, disclosed and/or received Data (if known);

4) What Contractor has done or will do to quarantine and mitigate the Data Breach; and

5) What corrective action Contractor has taken or will take to prevent future Data Breaches.
Contractor will provide daily updates, or more frequently if required by the State, regarding findings and
actions performed by Contractor until the Data Breach has been effectively resolved to the State’s
satisfaction.
Contractor shall quarantine the Data Breach, ensure secure access to Data, and repair SaaS as needed in
accordance with the SLA. Failure to do so may result in the State exercising its options for assessing
damages or other remedies under this Contract.
Notwithstanding anything to the contrary in the General Provisions - Information Technology, in performing
services under this Contract, and to the extent authorized by the State in the Statement of Work, Contractor
may be permitted by the State to use systems, or may be granted access to the State systems, which store,
transmit or process State owned, licensed or maintained computerized Data consisting of personal
information, as defined by Civil Code Section 1798.29 (g). If the Contractor causes or knowingly
experiences a breach of the security of such Data, Contractor shall immediately report any breach of
security of such system to the State following discovery or notification of the breach in the security of such
Data. The State’s Chief Information Security Officer, or designee, shall determine whether notification to the
individuals whose Data has been lost or breached is appropriate. If personal information of any resident of
California was, or is reasonably believed to have been acquired by an unauthorized person as a result of a
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security breach of such system and Data that is not due to the fault of the State or any person or entity
under the control of the State, Contractor shall bear any and all costs associated with the State’s notification
obligations and other obligations set forth in Civil Code Section 1798.29 (d) as well as the cost of credit
monitoring, subject to the dollar limitation, if any, agreed to by the State and Contractor in the applicable
Statement of Work. These costs may include, but are not limited to staff time, material costs, postage,
media announcements, and other identifiable costs associated with the breach of the security of such
personal information.

e) Contractor shall conduct an investigation of the Data Breach and shall share the report of the investigation
with the State. The State and/or its authorized agents shall have the right to lead (if required by law) or
participate in the investigation. Contractor shall cooperate fully with the State, its agents and law
enforcement.

10. DISASTER RECOVERY/BUSINESS CONTINUITY: Unless otherwise stated in the Statement of Work,

a) Inthe event of disaster or catastrophic failure that results in significant Data loss or extended loss of access
to Data, Contractor shall notify the State by the fastest means available and also in writing, with additional
notification provided to the Chief Information Security Officer or designee of the contracting agency.
Contractor shall provide such notification within twenty-four (24) hours after Contractor reasonably believes
there has been such a disaster or catastrophic failure. In the notification, Contactor shall inform the State of:

1) The scale and quantity of the Data loss;

2) What Contractor has done or will do to recover the Data and mitigate any deleterious effect of the
Data loss; and

3) What corrective action Contractor has taken or will take to prevent future Data loss.

4) If Contractor fails to respond immediately and remedy the failure, the State may exercise its
options for assessing damages or other remedies under this Contract.

b) Contractor shall restore continuity of SaaS, restore Data in accordance with the RPO and RTO as set forth
in the SLA, restore accessibility of Data, and repair SaaS as needed to meet the performance requirements
stated in the SLA. Failure to do so may result in the State exercising its options for assessing damages or
other remedies under this Contract.

c) Contractor shall conduct an investigation of the disaster or catastrophic failure and shall share the report of
the investigation with the State. The State and/or its authorized agents shall have the right to lead (if
required by law) or participate in the investigation. Contractor shall cooperate fully with the State, its agents
and law enforcement.

11. EXAMINATION AND AUDIT: In addition to the Examination and Audit provision set forth in the General
Provisions - Information Technology, unless otherwise stated in the Statement of Work:

a) Upon advance written request, Contractor agrees that the State or its designated representative shall have
access to Contractor's SaaS, operational documentation, records and databases, including online
inspections, that relate to the SaaS purchased by the State.

b) The online inspection shall allow the State, its authorized agents, or a mutually acceptable third party to test
that controls are in place and working as intended. Tests may include, but not be limited to, the following:

1) Operating system/network vulnerability scans,

2) Web application vulnerability scans,

3) Database application vulnerability scans, and

4) Any other scans to be performed by the State or representatives on behalf of the State.

c) After any significant Data loss or Data Breach or as a result of any disaster or catastrophic failure,
Contractor will at its expense have an independent, industry-recognized, State-approved third party perform
an information security audit. The audit results shall be shared with the State within seven (7) days of
Contractor's receipt of such results. Upon Contractor receiving the results of the audit, Contractor will
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provide the State with written evidence of planned remediation within thirty (30) days and promptly modify its
security measures in order to meet its obligations under this Contract.

12. DISCOVERY: Contractor shall promptly notify the State upon receipt of any requests which in any way might
reasonably require access to the Data of the State or the State's use of the SaaS. Contractor shall notify the State

by the fastest means available and also in writing, with additional notification provided to the Chief Information
Security Officer or designee of the contracting agency, unless prohibited by law from providing such notification.
Contractor shall provide such notification within forty-eight (48) hours after Contractor receives the request.
Contractor shall not respond to subpoenas, service of process, Public Records Act requests, and other legal requests
directed at Contractor regarding this Contract without first notifying the State unless prohibited by law from providing
such natification. Contractor agrees to provide its intended responses to the State with adequate time for the State to
review, revise and, if necessary, seek a protective order in a court of competent jurisdiction. Contractor shall not
respond to legal requests directed at the State unless authorized in writing to do so by the State.
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Exhibit F

FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

The goal of this document is to augment the CJIS Security Policy to ensure adequate
security is provided for criminal justice systems while (1) under the control or management of
a private entity or (2) connectivity to FBI CJIS Systems has been provided to a private entity
(contractor). Adequate security is defined in Office of Management and Budget Circular A-
130 as “security commensurate with the risk and magnitude of harm resulting from the loss,
misuse, or unauthorized access to or modification of information.”

The intent of this Security Addendum is to require that the Contractor maintain a
security program consistent with federal and state laws, regulations, and standards (including
the CJIS Security Policy in effect when the contract is executed), as well as with policies and
standards established by the Criminal Justice Information Services (CJIS) Advisory Policy
Board (APB).

This Security Addendum identifies the duties and responsibilities with respect to the
installation and maintenance of adequate internal controls within the contractual relationship so
that the security and integrity of the FBI’s information resources are not compromised. The
security program shall include consideration of personnel security, site security, system
security, and data security, and technical security.

The provisions of this Security Addendum apply to all personnel, systems, networks and
support facilities supporting and/or acting on behalf of the government agency.

1.00 Definitions

1.01  Contracting Government Agency (CGA) — the government agency, whether a Criminal
Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a private
contractor subject to this Security Addendum.

1.02  Contractor — a private business, organization or individual which has entered into an
agreement for the administration of criminal justice with a Criminal Justice Agency or a
Noncriminal Justice Agency.

2.00 Responsibilities of the Contracting Government Agency.

2.01 The CGA will ensure that each Contractor employee receives a copy of the Security
Addendum and the CJIS Security Policy and executes an acknowledgment of such receipt and
the contents of the Security Addendum. The signed acknowledgments shall remain in the
possession of the CGA and available for audit purposes. The acknowledgement may be signed
by hand or via digital signature (see glossary for definition of digital signature).

3.00 Responsibilities of the Contractor.

3.01 The Contractor will maintain a security program consistent with federal and state laws,
regulations, and standards (including the CJIS Security Policy in effect when the contract is
executed and all subsequent versions), as well as with policies and standards established by the
Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).

4.00  Security Violations.
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4.01 The CGA must report security violations to the CJIS Systems Officer (CSO) and the
Director, FBI, along with indications of actions taken by the CGA and Contractor.

4.02  Security violations can justify termination of the appended agreement.
4.03  Upon notification, the FBI reserves the right to:
a. Investigate or decline to investigate any report of unauthorized use;

b. Suspend or terminate access and services, including telecommunications links. The
FBI will provide the CSO with timely written notice of the suspension. Access and
services will be reinstated only after satisfactory assurances have been provided to
the FBI by the CGA and Contractor. Upon termination, the Contractor’s records
containing CHRI must be deleted or returned to the CGA.

5.00 Audit

5.01 The FBI is authorized to perform a final audit of the Contractor’s systems after
termination of the Security Addendum.

6.00  Scope and Authority

6.01 This Security Addendum does not confer, grant, or authorize any rights, privileges, or
obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA, and
FBI.

6.02 The following documents are incorporated by reference and made part of this
agreement: (1) the Security Addendum; (2) the NCIC 2000 Operating Manual; (3) the CJIS
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20. The parties are also
subject to applicable federal and state laws and regulations.

6.03  The terms set forth in this document do not constitute the sole understanding by and
between the parties hereto; rather they augment the provisions of the CJIS Security Policy to
provide a minimum basis for the security of the system and contained information and it is
understood that there may be terms and conditions of the appended Agreement which impose
more stringent requirements upon the Contractor.

6.04  This Security Addendum may only be modified by the FBI, and may not be modified
by the parties to the appended Agreement without the consent of the FBI.

6.05  All notices and correspondence shall be forwarded by First Class mail to:

Information Security Officer

Criminal Justice Information Services Division, FBI
1000 Custer Hollow Road

Clarksburg, West Virginia 26306
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FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

CERTIFICATION

I hereby certify that I am familiar with the contents of (1) the Security Addendum,
including its legal authority and purpose; (2) the NCIC Operating Manual; (3) the CJIS Security
Policy; and (4) Title 28, Code of Federal Regulations, Part 20, and agree to be bound by their
provisions.

I recognize that criminal history record information and related data, by its very nature,
is sensitive and has potential for great harm if misused. I acknowledge that access to criminal
history record information and related data is therefore limited to the purpose(s) for which a
government agency has entered into the contract incorporating this Security Addendum. I
understand that misuse of the system by, among other things: accessing it without
authorization; accessing it by exceeding authorization; accessing it for an improper purpose;
using, disseminating or re-disseminating information received as a result of this contract for a
purpose other than that envisioned by the contract, may subject me to administrative and
criminal penalties. I understand that accessing the system for an appropriate purpose and then
using, disseminating or re-disseminating the information received for another purpose other
than execution of the contract also constitutes misuse. I further understand that the occurrence
of misuse does not depend upon whether or not I receive additional compensation for such
authorized activity. Such exposure for misuse includes, but is not limited to, suspension or loss
of employment and prosecution for state and federal crimes.

Printed Name/Signature of Contractor Employee Date

Printed Name/Signature of Contractor Representative Date

Organization and Title of Contractor Representative
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